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1. Executive Summary 

This report provides a description of the impact of main drivers and 

mechanisms of illicit trade on the financial framework of affected companies. 

Based on extensive literature review and interviews with representatives from 

the luxury goods, pharmaceutical, and the aerospace industry, the key 

components mostly affected by illicit activity are identified, namely short term 

revenue, brand value, legal expenditures, costs of awareness programs, and 

costs of technical countermeasures. In accordance to current research, the 

report also provides an overview over possible positive effects of illicit trade 

on affected enterprises. 

Once the cost drivers are identified, the actual impact of illicit trade is 

described qualitatively. Again, the report builds upon the related scientific 

work and advances the state-of-the-art by in-depth investigations of the three 

industries under study. In the luxury goods industry, the loss of revenue and a 

possible damage of brand value are the most critical cost components. 

Countermeasures taken are mainly legal steps against illicit actors, 

stakeholder awareness programs and additional technical countermeasures 

(beyond product quality) play a minor role. The pharmaceutical industry is 

highly concerned about customer safety, while also being aware of the high 

potential costs that may arise from liability claims if hazardous counterfeit 

drugs are used. Additional costs for this industry are mainly imposed by 

awareness programs that address legal authorities and customs officers and a 

variety of technical countermeasures. For the aviation industry, counterfeit 

parts are a minor problem but unauthorized refurbished parts are a big issue 

here. Besides the loss of revenue from the use of these parts, a high level of 

documentation and paperwork bears significant costs for that industry. 
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2. Introduction 

This report contains deliverable 2.1 (D2.1) of the 6th Framework Programme 

Project "SToP Tampering of Products" (SToP). SToP is a comprehensive 

initiative that focuses on developing ambient intelligence-based and network-

oriented systems for the secure and efficient authentication of products at any 

stage of their life cycle against the background of growing global illicit trade. 

Within this project, D2.1 will cover the "Description of the impact of the main 

drivers and mechanisms fostering illicit trade on the financial framework" of 

companies affected by illicit trade.  

The report starts with a short introduction regarding the objectives of D2.1 in 

chapter 2 and explains the role of the deliverable within the whole project and 

within the tasks that comprise work package 2 (WP2), the "Development of 

Business Impact Models". In addition, the research methodology is outlined in 

this introductory paragraph. In chapter 3, an overview over drivers and 

mechanisms of illicit trade is given that is aligned to D5.1 of the adjacent 

research project BRIDGE. Chapter 4 continues with the identification of the 

cost components that make up the financial framework of affected enterprises. 

Current available literature is reviewed to derive these elements. The impact 

analysis follows in chapter 5. For each cost component identified, the 

research view of a cost category is contrasted with the statements of industry 

experts that were derived from interviews with representatives of the luxury 

goods, the pharmaceutical, and the aerospace industry. Chapter 6 

summarizes the findings and gives an outlook onto next steps within the SToP 

project that are based on the input from D2.1.   

 

2.1. Positioning and objective of D2.1 
The SToP project is designed to provide a comprehensive insight into the 

facets of counterfeiting and illicit trade and to develop a solution capable of 

tackling this problem. In detail, the project scope will range from the 

identification of business needs and technical requirements to the 

development of a full scale product verification infrastructure. The latter will 

demand careful solution engineering and plethora of application and test trial 

runs in order to guarantee the robustness of the proposed system.  
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Within this framework, WP2 will contribute a business impact model that is 

capable of evaluating the influence of illicit trade on the financial framework of 

various industries. It supplies the project with the economic justification to 

pursue the development and implementation of an ambient intelligence based 

solution that guarantees safe and secure product authentication. This asks for 

detailed information on how the cost structure of a proposed system will look 

like as well as a calculation tool that is capable of estimating the potential 

monetary benefits of illicit trade prevention and reduction. To guarantee the 

economic feasibility of a technical setup, the (preliminary) results of WP2 are 

continuously shared with other work packages to maintain a cost focus during 

all solution development and implementation steps. D2.1 will establish a basis 

for the tasks of WP2 by providing a general description of the impact of main 

drivers and mechanisms fostering illicit trade on the financial framework. 

An elementary brick in this setting is to spot the relevant components of the 

financial framework. Pertinent elements are identified in close accordance to 

current anti-counterfeiting literature. Beyond that, their relevance is assessed 

by interviews done with representatives from three different industries, which 

all face illicit trade and counterfeiting but have different cost structures when it 

comes to fighting illicit trade. These varying anti-counterfeiting cost patterns 

will also be reflected by the design of the business impact models constituting 

the final output of WP2.  

D2.1 will build upon the findings of D1.1 and D5.1 of the BRIDGE project, 

which makes a description of the main drivers and mechanisms of illicit trade 

and the roles of different licit and illicit actors available. The taxonomy of 

drivers and mechanisms derived there is enhanced by their actual financial 

impact in D2.1. 

The role of D2.1 within the SToP project is twofold: Firstly, it provides the 

consortium members a general understanding of how the impact of illicit trade 

on affected businesses looks like. Building this common ground is especially 

important to ensure fast and aligned solution development in accordance to 

business requirements and to avoid time-consuming (re-)definition efforts. 

Secondly, D2.1 will serve as direct input to D2.5, which brings all the results 

from the previous deliverables of WP2 together. D2.5 will basically provide a 

spreadsheet calculation tool that can be used to calculate the monetary losses 

of illicit trade as well as the costs for implementing an anti-counterfeiting 
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environment as suggested within SToP. Besides its usability for the three 

industry involved in SToP, an eye will be kept on the costs imposed for small 

and medium sized enterprises as well. This calculation tool will be tested on 

two business cases from the luxury goods and the aerospace industry.  
   

2.2. Research Methodology 

Figure 1 illustrates the research process that is employed for D2.1. Two 

questions will be answered by this deliverable, namely:  

  

 Q1:  Which components of the financial framework are affected by 

  illicit trade?  

 Q2:  What is the impact of the main drivers and mechanisms of illicit 

  trade on the financial framework of affected enterprises?  

 

Q1: Which components of the 

financial framework are affected 

by illicit trade?

Q2: What is the impact of the 

main drivers and mechanisms 

of illicit trade on the financial 
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Figure 1: The research process for D2.1 
 

Essential information for answering the 1st question will come from desk 
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research that gives a synopsis of both scientific literature and trade 

publications. Beyond that, the interviews conducted with the industry experts 

allow to estimate the importance of the financial components identified in the 

three industries represented in the SToP project.  

Next, the taxonomy of drivers and mechanisms identified in D5.1 of BRIDGE 

is used to answer Q2 asking for the impact of these drivers on the financial 

framework. The findings of D5.1 in BRIDGE are compared shortly with other 

existing literature before the actual impact of the drivers and mechanisms is 

outlined. For the three industries represented in the project, again the 

interviews will give the best impression of the impact of illicit activities on their 

financial situation. The output of D2.1 will serve as input for D2.5 later on in 

the project.  
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3. Drivers and mechanisms of illicit trade 

This chapter outlines the drivers and mechanisms of illicit trade as they are 

defined for use within the SToP project. In subsection 3.1, the main drivers 

are identified, followed by the in-depth analysis mechanisms in subsection 

3.2.   

3.1. Drivers of illicit trade 

A variety of factors have driven illicit trade in the past few years. An often-cited 

report from the OECD explains illicit trade as a side effect to a range of other 

global trends, which facilitate illicit trade and counterfeiting activities. Namely, 

these are [1]:  

 

• Advances in technology 
 The availability of new technologies has not only benefited licit 

 producers but has also offered better access to production 

 technologies for counterfeiters. Understandably, illicit actors are no 

 longer just limited to the imitation of simple products but become more 

 and more capable of delivering high quality faked items. As the quality 

 of the counterfeit products increases, the prizes and profits for the illicit 

 actors increase as well and the risk of seizures is reduced. 

  

• Increased international trade 
 In view of the world-wide growth of regional economic integration (e.g., 

 the European Union and the North American Free Trade Agreement) 

 the effects of any expansion in border measures to combat 

 counterfeiting have been offset by a general trend in favour of 

 dismantling border controls to ease the flow of international trade. 

  

• Emerging markets 
 The transformation of large, centrally planned economies towards free 

 market economies in East Asia has increased their involvement in 

 international trade dramatically in recent years. As Intellectual Property 

 Rights are missing or enforced reluctantly, these markets have become 
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 both large producers and consumers of counterfeit products.  

• Increased share of products that are attractive to copy  
 The scope of counterfeiting is not narrowed to simple products or 

 branded products any more but stretches across a lot of different 

 industries that provide products for both business customers and 

 consumers. Generally speaking, the statement "If you can make it, they 

 can fake it" by David Fernyhough, director of brand protection at 

 investigation firm Hill & Associates Ltd. in Hong Kong, holds true [2].  

 

Beyond these factors, the Commission of the European Communities has 

identified the following drivers and enablers of counterfeiting in its 2005 COM 

Report [3]: 

 

• Growing demand for branded products 
 As branded products promise high margins to the counterfeiters, it is 

 especially tempting for them to operate in this field of illicit trade. 

  

• More complex supply chains 
 Supply chains keep on growing internationally with a lot of labour-

 intensive production being done in East Asia today. As companies in 

 China and other countries of that region rely on a plethora of suppliers 

 and subcontractors, it is comparably easy for counterfeiters to place 

 their products within the licit supply chain. 

  

• Internet 
 The internet has a steadily growing importance as a distribution 

 channel as many people can be contacted at the blink of an eye at very 

 low costs. Also the lack of control over this medium by authorities

 contributes to its popularity among illicit actors. 

  

• Low risk and high profits 
 The risk of being uncovered and penalized as a counterfeit producer is 

 still low compared to the profit margins possible in illicit trade activities. 

 Counterfeit producers do not have to raise investments for R&D and 

 marketing, which often are a significant part of the expenditures of licit 
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 actors.  

• Growing professionalism 
 Growing professionalism of the illicit actors is another important factor 

 that contributes to the growth of product counterfeiting. They frequently 

 use modern equipment to produce their products and can very often 

 rely on organized, professional supply chain structures. 

  

• Low political will to help  
 The justified complaints of enterprises affected by illicit activities do 

 often not gain support from official sides. For enforcement bodies and 

 legal systems in the emerging markets, counterfeit products are still 

 considered a minor issue. Therefore, even existing IPR protection laws 

 are no guarantee for the rights of IPR owners are actually being 

 enforced. Also the European Brand Association (AIM) has expressed 

 its concerns about this inadequate enforcement and legislation [4].  
 

3.2. Mechanisms of illicit trade 

This subsection aims at providing insights into the mechanisms of illicit trade 

as specified in D5.1 of the adjacent research project BRIDGE. Generally 

speaking, the role of the producers, the flow of counterfeit goods, the sales of 

bogus parts, and the function of the consumer can be identified as aspects of 

the illicit trade problem. Due to their relevance for the deliverables of WP2, 

this subsection will concentrate on describing the flow of illicit goods through 

the supply chain and the sales channels that are available for illicit actors. 

3.2.1. The flow of counterfeit goods 

As the findings of D5.1 in BRIDGE illustrate, counterfeit producers often rely 

on elaborated logistic skills that allow them to distribute their products while 

concealing their illicit nature, disguising the location of production plants, and 

protecting intermediate stakeholders. In fact, seizures not only reduce their 

profits by the cost of manufacturing and transporting the confiscated goods, 

they also increase the risk of backtracking individual shipments, possibly 

leading to a compromise of sales channels which may be expensive to 

establish, a confiscation of production machinery, and prosecution of the 

actors. Consequently, an understanding of the flow of counterfeit goods can 
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help licit manufacturers, brand owners and enforcement agencies to protect 

the licit supply or even to disrupt counterfeit activities.  
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Figure 2: The Concurrence of the Licit and Illicit Market 
 

Figure 2 gives an exemplary description of the flow of goods between 

counterfeit producers and licit actors. As it can be seen, illicit manufacturers 

employ supply chain steps similar to those of their licit counterparts: 

Companies can make or buy inputs, and transfer outputs downstream or sell 

them – and so can illicit actors. In the licit supply chain, products move from 

part supplier to component supplier, manufacturer, distributor, retailer, down 

to the consumer and to waste management. Individual steps may be omitted 

and additional steps may be introduced to better reflect the supply chain of the 

company or industry under study. Several intermediate markets are included 

that are likely to be infiltrated by counterfeit goods as well, allowing for an 

easy integration of additional stakeholders.  

In the illicit supply chain, goods pass through as non-deceptive counterfeits or 
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are sold to the licit side over intermediate or final markets as deceptive 

counterfeits. Though observations of the counterfeit markets suggest that illicit 

actors exist on all steps of the value chain, it is likely that several steps can be 

neglected in company or industry specific settings; counterfeit manufacturers 

may, for example, buy their supply from the licit market, not relying on illicit 

parts suppliers, and serve their retailers directly without intermediate markets 

and distributors. 

To disguise the illegal nature of their products, illicit actors have to set up a 

working illicit supply chain that employs a set of tactics to disguise the illegal 

nature of the products. These activities include:  

 

• Transshipment where fraudsters break routes to disguise the origin of 

goods 

 

• The use of smaller lot sizes, which make seizures expensive for 

trademark owners 

 

• The use of expensive postal services which are rarely investigated 

 

• Admixing original products with counterfeits to reduce the chance of 

detection even if the shipment is investigated  

 

• The use of shipments which are similar to original shipments on terms 

of quantity, traffic route, and appearance 

 

With all those elements being outlined, a instantiation of an industry specific 

combination of both licit and illicit supply chains can be developed. Relevant 

stakeholders have to be integrated in the model and/or obsolete steps need to 

be eliminated before the following adjacent steps are taken:  

 

• Characterization of the illicit actors 
 Knowledge on the basic characteristics of counterfeit producers and 

 distributors allows for refining monitoring and prevention measures. 

 Relevant issues concern the location of production, appearance on the 

 market, typical product characteristics, and potential collaboration with 



Project Title (Acronym) SToP Tampering of Products (SToP) Project Number IST-034144 

Deliverable Deliverable 1.1    

Title Description of main drivers of illicit trade, the roles of the different licit and 

illicit actors and the mechanisms of illicit trade 

Date 2007-07-09 

 

 Public 11 

 

 other stakeholders. 

 

• Identification of frequently used paths and jeopardized 
intermediate markets 

 Knowledge on transport routes and intermediate markets is important 

 as it can help licit actors to disrupt counterfeit activities and to protect 

 their own business from infiltration of imitation products. Recently used 

 transport roots and markets (including online markets) have to be 

 identified and evaluated, and likely contingency routes of illicit actors 

 should be pointed out. 

 

• Analyses of typical shipment strategies 
 For the further instantiation of the model, users may turn their attention 

 to the shipping tactics mentioned above which range from 

 transshipment to the use of small lot sizes and the use of shipments 

 which are similar to original consignments in terms of quantity, traffic 

 route, and appearance. 

 

• Integration of customs 
 Each flow of goods is a transaction potentially involving a border 

 crossing. Customs are a major stakeholder in the battle against 

 counterfeiting, but often rely on information from licit manufacturers or 

 brand owners in order to recognize Intellectual Property Rights 

 infringements. Relevant customs check points shall be included in the 

 instantiation. 

If a company is threatened by counterfeit products of different categories, 

several instances of the model may have to be defined. The same may be 

necessary for different geographic markets especially with respect to non-

deceptive counterfeit consumer articles, as the importance of various sales 

channels may vary. 

 

3.2.2. Sales of counterfeit goods 
The focus is now put on the sales channels of counterfeit goods. When 

investigating the illicit “retail sector”, it is important to distinguish between 
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vendors trading faked products more or less openly and those who are selling 

counterfeits as original products.  

The first type, referred to as perceptive counterfeits, can be investigated by 

consumer surveys and is highly country specific, even within the EU. A 

detailed picture concerning the retail structure has been elaborated in a 

survey conducted by the University of St. Gallen in October 2005 [5], which 

was mentioned already in the precedent work of WP1. In this anonymous 

examination which 155 participants, 56 percent of the German and Swiss 

respondents admitted that they purchased counterfeit products within the last 

five years. Out of this group, only 1.8 percent said that they purchased 

counterfeit goods in Swiss or German stores, and 5.3 percent said that they 

did so on flea markets or on the street within their home country. About 14 

percent ordered faked products over the Internet, which constitutes the 

dominant source of products sold within the countries under study. The vast 

majority of knowingly purchased counterfeit goods appears to be imported 

from abroad by tourists or business travellers. Of those respondents who 

purchased counterfeit goods within the last five years, over 50 percent 

admitted that they bought faked goods in EU states other than Germany, 

Switzerland, or Austria, and 55 percent imported fakes from outside the EU. 

Figure 3 illustrates these findings. 

The second type, referred to as non-perceptive counterfeit, is more difficult to 

observe from an external perspective. Non-perceptive counterfeits seem to be 

genuine products at first glance but can be uncovered as fakes by consumers 

or brand experts with some effort. In order to get knowledge about the extent 

of non-perceptive counterfeiting, the companies have to rely on investigations 

of their shops and/or on customer complaints, e.g. resulting from fakes which 

are sold as originals and do not meet the expectations of the consumers. 

Touch points where non-perceptive counterfeits may be unveiled spread over 

the whole licit supply chain as it can be derived from the model in 3.2.1. The 

findings of WP1 name exemplary sales points like retail stores, service points,  
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Figure 3: Purchase of Counterfeit Goods, Survey among Swiss and German 
Citizens 

 
 

exclusive boutiques and shops, E-commerce, private events, and employee 

sales as neuralgic points where non-perceptive counterfeits may be sold 

unintentionally and detected. Of course product checks within the licit supply 

chain might pinpoint that some seemingly genuine products are not what they 

claim to be as well. Straightforward enough, the points where counterfeit 

products are detected are industry specific and depend heavily on the supply 

chains set up in the industry under examination. 
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4. Definition of the financial framework 

This chapter will construct the framework of financial components affected by 

illicit trade. In subsection 4.1., an outline of currently available literature on the 

impact of counterfeiting, IPR infringements, and others on affected enterprises 

is provided. An introduction of the main financial components affected by illicit 

trade follows in subsection 4.2. The financial framework there is derived both 

from existing scientific literature identified in subsection 4.1. and media 

coverage, as well as from the interviews conducted with selected SToP 

project partners. Once the pertinent financial elements are clear, the actual 

impact can be described in chapter 5.   

4.1. Literature Review 

Analyses on the impact of counterfeit trade mostly originate from industry 

alliances or government agencies. Government agencies aim to inform 

legislation and other executive bodies by detailing the socio-economic impact 

and the extent of counterfeit trade (e.g. [1], [6]). These reports mainly draw 

their underlying data from customs reports, but also from popular press and 

trade magazines. Industry alliances inform their member companies about 

observed trends and tactics of illicit actors, conduct surveys regarding the 

consumers’ awareness of or attitude towards faked products, or lobby for 

more rigorous laws against intellectual property crimes. Prominent examples 

of such interest groups are the Anti-Counterfeiting Coalition, the Anti-

Counterfeiting Group, the German Brand Association ('Deutscher 

Markenverband'), or the several subcommittees within the International 

Chamber of Commerce. However, the information provided by industry 

alliances is only rarely relevant in a scientific context. Most reports clearly 

serve as lobbying tools, and the statements are only rarely supported by 

trustworthy data (e.g. [7], [8]).  

In the scientific community, very little has been published on the financial 

impact of counterfeit trade on affected companies. Nia and Zaichkowsky 

surveyed the perceived value of luxury goods where faked counterparts are 

available in the market [9]. They found that 70% of respondents indicated that 

the value, satisfaction, and status of original luxury brand names were not 
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decreased by the wide availability of counterfeits. Furthermore, the majority of 

respondents disagreed that the availability of counterfeits negatively affects 

their purchase intentions of original luxury brands. However, a survey 

conducted by the University of St. Gallen did not support these results and 

found a considerable share of consumers to be concerned about the influence 

of illicit goods on the image associated to genuine articles [5].  

Feinberg and Rousslang conduct a study among US companies, examining 

the welfare effects of foreign Intellectual Property Rights infringements. While 

they do not specifically focus on counterfeit trade, they find that profit losses 

are at least as great as 1% of the total sales and spending on 

countermeasures are less than 4% of the losses [10]. Maskus investigates the 

positive impact of Intellectual Property Rights infringements on the economic 

development; he states that infringements can have both, positive and 

negative effects on national economies, but is not trying to quantify these 

effects [11]. 

Research on the economic impact of counterfeit trade on a micro-economic 

level is sparse. The required analyses are partly strongly related to 

investigation of the counterfeit demand side, as alternative buying behaviour 

and the perceived impact on brand value have to be investigated first before 

drawing conclusions on the potential financial loss among brand owners and 

licit manufacturers. Other aspects which still require due consideration are the 

impact on quality costs and the investigation of potential positive side-effects 

of counterfeit markets. 

 

4.2. Components of the Financial Framework 

The components of the financial framework that are affected by illicit trade are 

highly industry specific. While some industries see the main impact of 

counterfeits in the loss of potential sales, others are especially concerned 

about possible legal expenses that arise from the use of hazardous counterfeit 

products. A look at currently available scholastic literature and available media 

coverage on counterfeiting can be used to identify the following corporate 

financial elements affected by illicit trade:   
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• Short term revenue 
 The loss of revenue that licit manufacturers face when counterfeit 

 articles compete with their original products may be the most obvious 

 implication of counterfeit trade. The core question here is to evaluate 

 how high the  substitution effects between genuine and counterfeit 

 goods are. As not every faked item sold constitutes a lost sale among 

 licit products, the probability that a consumer would buy a genuine 

 product if the illicit good was not available (for the non-perceptive 

 counterfeit case), or if the illicit nature of the counterfeit product was not 

 known to the consumer prior to the purchase (for the perceptive 

 counterfeit case) needs to be determined. An approach to estimate this 

 substitution effect is introduced by Staake [12]. 

 

• Brand value  
 Another negative impact of illicit trade can be seen in the erosion of 

 brand value and brand exclusiveness. Research on this issue has been 

 done by Nia and Zaichkowsky, Wilke and Zaikowsky, and Huang et al. 

 [9, 13, 14]. The former publication explores the perceptions of luxury 

 brand owners towards counterfeit luxury goods. Although the majority 

 of the respondents in that study disagreed that counterfeits devaluate 

 the value of original goods, the impact on brand value will be examined 

 in more detail here to build a basis for D2.3 and D2.5 of the SToP 

 project.   

 
• Legal expenditures 

 Legal expenditures imposed by criminal counterfeiting behavior consist 

 of four main components, namely: 

o Costs for running investigations to identify illicit actors and their 

methods of operating the business 

o Cost for actively fighting illicit trade, consisting of expenditures 

for court costs, lawyers, etc.  

o Cost imposed if a company is seen liable for the use of 

hazardous counterfeit products by consumers or industry 

o Costs emerging from compliance to certain anti-counterfeiting 

regulations and laws 
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In accordance to that, Jacobs et al. identify both legal steps and 

lobbying for government support as two strategies to fight illicit trade 

[15]. As the actual impact description in chapter 5 will show, however, 

not all of these categories may be relevant for different industries.    

 

• Costs of awareness programs  
 Costs for the companies can also emerge from investments in 

 consumer awareness and consumer education. As Jacobs et al. point 

 out, a well structured corporate communication can defer consumers 

 from purchasing counterfeit goods [15]. Information campaigns might 

 also address wholesalers, shop owners, customs officers, and other 

 governmental authorities.  

 
• Costs of technical countermeasures 
 In many industries, technical countermeasures are used to protect 

 products against imitation and copyright infringements. These 

 countermeasures range from engravings and holograms to barcodes, 

 and RFID labels. High-tech labeling is identified by Shultz and Saporito 

 as a possible strategy to fend off counterfeit trade [16].  

 As some industry representatives state, the quality of a product 

 itself can be a technical countermeasure that keeps illicit actors from 

 imitating a product easily.  

 
• Other cost drivers 
 Other cost drivers are highly industry specific and closer attention will 

 be given to them in the actual impact description in chapter 5. A 

 cost driver that will not be examined in this report this is often covered 

 in scientific research are social welfare losses of intellectual property 

 rights infringements [10].  

 
• Positive effects of illicit trade 

 Positive effects of illicit trade have been introduced in the past by 

 scholastic literature. A prominent example in this field is Liebowitz, who 

 discusses indirect appropriability, the exposure effect, and network 
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 effects as positive outcomes of product piracy [17]. Although positive 

 effects for licit brand owners seem possible, they should not be 

 overestimated as they are likely to be overcompensated by other 

 negative outcomes. Other potential positive effects are increased brand 

 awareness by consumers, or higher sales of genuine products by 

 parallel trade and grey import activity.  

 

Although D2.1 gives a comprehensive summary of possible cost drivers for 

counterfeit-susceptible industries, the calculation tool developed in the further 

proceeding of WP2 will only represent the impact of illicit trade on short term 

revenue and brand value, as stated in the SToP project workplan.  
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5. The impact of illicit trade 

In subsection 4.2., the relevant components of the financial framework have 

been identified that may be affected by illicit trade in different industries. With 

this basic structure now being defined, the actual impact of the drivers and 

mechanisms of illicit trade can be described. In each of the following six 

subsections, first a scientific view onto the financial impact of counterfeiting is 

provided before industry specific influences are depicted that are leached from 

interviews with industry experts of the three business areas under study.  

  

5.1. Impact on short term revenue 

5.1.1. Scientific view 

The loss of revenue that licit manufacturers face when counterfeit articles 

compete with their original products may be the most obvious implication of 

counterfeit trade. However, not every faked article which is being sold 

ultimately constitutes a lost sale among licit products, though many impact 

analyses base on this assumption (e.g. [18]). In fact, the extent to which a 

substitution takes place depends on numerous factors such as the 

characteristics of the imitation product (product category, price, visual quality, 

etc.), the properties of the genuine good (price, function of the brand, 

expected level of quality, warranty, etc.), the seller (seriousness, appearance, 

place of transaction, etc.), and the consumer (intention, awareness, risk-

taking, income, brand perception, etc.).  

A good understanding of the substitution effects is crucial for conceptualizing 

the concurrence of licit and illicit markets as well as for estimating the loss of 

revenue among licit companies. However, the investigation of consumer 

choice regarding genuine and counterfeit products constitutes a very young 

field of research. Until now, no methodology has been published to analyze 

related substitution effects, while the corresponding assumptions among 

practitioners appear to be rather crude. There, two opinions seem to be 

dominant, with the first group arguing that counterfeit goods are sold into 

completely different market segments and thus do not intermingle with trade in 

genuine branded goods, whereas the second group claims that every faked 
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article leads to a corresponding loss of sales among genuine products. Both 

assumption may be valid under very specific circumstances, e.g. for extremely 

low-cost knockoffs (zero substitution) or for counterfeit medicine in wealthy 

countries (complete substitution). However, neither consideration constitutes a 

realistic assumption for a wider range of goods as imitation products are partly 

being sold as deceptive or non-deceptive counterfeits, exhibit a wide variety of 

quality levels, and often not only compete with genuine, branded products but 

also with generic, unbranded merchandize.  

The setup of a valid substitution model as it will be developed in D2.3 requires 

basic knowledge on consumer choices regarding the selection and 

consumption of different goods. In fact, marketing researchers have been very 

actively engaged in studying consumer purchasing decision for over 40 years 

(e.g. [19]; [20]). Various approaches have been published to describe, explain, 

and predict buying behaviour, e.g. arguing for bounded rationality in the 

related decision making processes [21] and constructivist preference 

formation [22], or proposing and discussing empirical models of consumer 

choice [23, 24]. The field of research is likely to stay of great interest given the 

technological development of products, new means for accessing information 

(e.g. Internet access over mobile devices or at the point of sales), the 

changing marketplace (e.g. online shops, online auctions), and other general 

trends in society (e.g. growing concerns on the environment, changing 

attitudes towards brands), which are all likely to alter buying behaviour [25]. 

Questions of interest are, among many others, why consumers make the 

purchases that they make, what factors influence them, and how individual 

factors can contribute to a change.  

It is now needed to include counterfeit trade into these considerations to draw 

conclusions on how the revenue of affected enterprises is impaired by that. 

Work done by Staake suggests to introduce a substitution factor S that is 

calculated as  

 

 S = PCounterfeit / PGenuine,  
 

where PCounterfeit and PGenuine denote the prices that are charged for counterfeit 

and genuine goods, respectively [12]. The closer the sales price of a forged 

product is to that of the real counterpart, the bigger S is and the greater the 
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likelihood is that a consumer is deferred from buying a counterfeit in favour of 

a genuine item. As the author states, with a high price for the fake being 

charged, consumers often assume to buy a genuine article that just is on 

discount [12]. This scientific contribution to assess the impact of illicit trade on 

the revenue of affected companies will be discussed in more detail in D2.3.  

 

5.1.2. Industry experts' view 

The interviews conducted with representatives from the aerospace, pharma, 

and luxury goods industry show that it is hard for the industries in general to 

quantify the impact of illicit trade on their business. The number of counterfeit 

products, unauthorized merchandise, and suspected unapproved parts is 

highly dependent on the region under study, which makes it hard to give any 

estimation of how many illicit products are out there in a specific country. 

Understandably, no computational models are currently employed within the 

industries that are designed to estimate the actual loss of revenue. In fact, the 

industries expect the SToP project to yield such a computational tool that 

helps them to get more insights into their revenue losses that can be 

attributed to counterfeit trade.  

Beyond that, also the high price range of products being suspect to illicit 

activities makes it challenging for the industries to provide reliable data on 

their revenue losses. In each industry, it are no longer only low priced 

products being counterfeited, refurbished, or diverted. The advanced 

production skills of illicit actors today make it easy to manufacture as well 

imitations of complex products.  

  

5.2. Brand value 

5.2.1. Scientific view 

The purpose of brands is to efficiently reach large numbers of people, 

pledging to deliver a clearly stated benefit while at the same time setting 

themselves apart from the competitors. Serving as a distinctive symbol for 

products, services, and organizations, brands not only bear reference to 

characteristics and physical properties, but also convey values, feelings, 

expectations, and establish a relation of trust between manufacturers and 
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consumers. From a customer's perspective, these references can constitute a 

considerable benefit as they help to reduce search costs, lower the perceived 

purchasing risk, and may offer means to express a desired self-concept. As a 

consequence, strong brands enable companies to charge considerable price 

premiums, stimulate and stabilize demand, reduce the risk of new product or 

service introductions, and strengthen the own position among the distributors. 

Without doubt, brands today are one of the most valuable assets of numerous 

companies [26]. 

Counterfeiting undermines the concept of branding. The unlawful 

disaggregation of brand and product has the potential to profoundly damage 

the relationship between licit manufacturers and consumers. In fact, many 

executives regard the effects of counterfeiting on brand equity as the major 

threat imposed by counterfeit trade [12]. However, the effects are 

multifaceted, and recent contributions even outline some beneficial influences 

of counterfeiting on brand value. In order to evaluate the effects and to 

understand the implications for a specific brand, a conceptualization of brand 

equity from a consumer's or customer's perspective is helpful.  

Behaviorally-oriented valuation models ascribe the value of a brand to a 

number of determinants – e.g. brand loyalty, brand awareness, perception of 

quality, brand associations, and other brand assets – which not only reflect 

functional properties such as a reduction of search costs but also emotional or 

interpersonal values [27]. Counterfeiting affects these determinants in various 

ways. Rather than trying to assess the entire impact at once, managers 

should evaluate the effects on each determinant individually. The following 

analysis of brand awareness, perceived quality, brand associations, and 

brand loyalty will help to balance the positive and negative effects that come 

along with counterfeit production.  

 
Brand awareness relates to the likelihood that the brand name will come to 

mind when given a product category or specific needs to be fulfilled. It is an 

important factor in consumer decision making, as it significantly increases the 

chance for a product or service to enter the frame for a purchasing decision, 

establishes a feeling of familiarity, and serves as a root for further brand 

associations. For certain product categories, counterfeiting has the potential to 

significantly increase brand awareness. Fashion goods which use a trademark 
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as design element constitute a prominent example. However, whether this 

ultimately leads to an increased brand value is highly questionable – and likely 

only in very special cases. Marketing efforts usually try to provide a well 

defined, coherent picture of a brand, aiming at certain consumer groups. 

Counterfeit products are likely to destroy this image, as companies cannot 

control where the products are sold, who is displaying or wearing it, which 

properties – e.g. in terms of visual quality – the product inhabits, and which 

consumer values the overall setting transports. If the brand image generated 

by a counterfeit culture is not in line with the company's strategy, increased 

brand awareness is unlikely to translate into a higher brand value. 

 

The perceived quality constitutes an important factor in the consumers' 

purchasing decisions. However, potential buyers often lack the ability or 

motivation to assess the quality or performance of a product, and frequently 

rely on secondary information and related associations to support their 

decisions. In this context, brands can convey an expectation of durability, 

precision, grade, and performance, or, in short, can serve as a sign or "seal" 

of the desired product characteristics. Brands can help to establish a relation 

of trust between manufacturer and customer, which gets strengthened in case 

the products meet the customer's expectations – or damaged if not. For the 

consumer, the brand as a sign of quality generates utility by reducing search 

costs and lowering the perceived purchasing risk. Introducing counterfeit 

products into a market subverts this key function of branding as consumers 

who purchase substandard products that bear the original's brand name can 

misattribute the low quality to the licit manufacturer. Companies know about 

the impact of low quality on future sales and invest considerable effort in 

quality management to gain a high level of consumer satisfaction; however, 

these measures may prove ineffective if the original products are intermingled 

with a considerable quantity of deceptive counterfeits. From a consumer's 

perspective, non-deceptive fakes and substandard original articles are just the 

same. When assessing the impact of deceptive counterfeits on brand value, 

brand owners may apply the same reasoning as for genuine products which 

do not meet the required quality standards. 
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Brand associations not only refer to product-related characteristics but also to 

non-product-related attributes. Brands can serve to express social status, 

wealth, taste, attitude, and distinction or membership in a certain group and 

thus may constitute a significant non-material benefit for the consumer. These 

benefits can be ascribed to different characteristics of human behaviour such 

as: ostentation (Perceived Conspicuous Value), conformity (Perceived Social 

Value), non-conformity (Perceived Unique Value), and self-actualization 

(Perceived Emotional Value) [28]. Counterfeit trade affects those perceived 

benefits in various ways. 

 

• Perceived Conspicuous Value 
 Perceived conspicuous consumption serves to signal wealth, success, 

power and status [29]. It has an important influence on the 

development of preferences for many quality and luxury products, 

especially on those which are or can be purchased, consumed or used 

in a public environment. The perceived exclusiveness and the 

impression that only a small fraction of users can afford these goods is 

an important element of their associated value [30]. Consequently, the 

price of products was found to have a positive effect on the perceived 

conspicuous value. Vigneron and Johnson state that "Veblenian 

consumers attach greater importance to price as an indicator of 

prestige, because their primary objective is to impress others" [28]. 

If counterfeit goods cannot be distinguished from original products by 

visual inspection and are available for a fraction of the genuine 

product's price, they become attractive to those who are not willing or 

able to purchase the original product for the higher price. Illicit goods 

can provide a similar conspicuous, interpersonal value as long as the 

risk of being "convicted as a con-man" is small, and are thus frequently 

purchased as non-deceptive counterfeits. At the same time, the higher 

market share of the branded exclusive goods and especially the 

ownership by people who are not regarded as members of an 

"adequate" social group can reduce – and are likely to reduce – the 

perceived conspicuous value, and consequently reduce the price 

premium a licit consumer is willing to pay for the genuine article. 
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• Perceived Social Value 
The perceived social value which influences the lower-end of brand 

extension was referred to as the bandwagon effect by Leibenstein [31]. 

Similar to the other interpersonal values of brands, a desired group 

affiliation is the motivation for purchasing branded goods. However, 

here the conformity with the social reference group is the major 

characteristic of the effect. Leibenstein also covers cases where 

branded goods are explicitly not bought in order to distinguish oneself 

from another social group [31]. Product prices seem to play a less 

important role within the conformity context. According to Vigneron and 

Johnson, "relative to snob consumers, bandwagon consumers attach 

less importance to price as an indicator of prestige, but will put a 

greater emphasis on the effect they make on others while consuming 

prestige brands" [28]. Analyses conducted in the USA suggest that the 

number of consumers and the size of a group increase the perceived 

social value more than culture or taste of a higher social class.  

The existence of counterfeit goods can dilute the perceived social value 

of branded goods. However, according to the concept of conformity, 

the impact of counterfeit products does not seem to be as severe as for 

the Veblenian effect or perceived unique value. In certain cases, the 

existence of counterfeiting may even foster the perceived social value 

due to increased group size. 

 

• Perceived Unique Value  
 The perceived unique value of branded goods is often referred to as 

"snob effect". The snob effect may occur during two circumstances: i) 

when a new prestige product is launched, the snob will adopt the 

product first to take advantage of the limited number of consumers, and 

ii) when majority of a relevant group cannot afford the product. The 

"snob effect is in evidence when status sensitive consumers come to 

reject a particular product as and when it is seen to be consumed by 

the general mass of people" [28]. Here, the limited number of 

consumers who are able to purchase or know of the existence of a 

brand constitute an important factor building the perceived unique 

value. Verhallen and Henry state that scarcity of products has a greater 
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effect on demand when people regard the product as unique, popular 

and expensive [32], and Vigneron and Johnson show that "snob 

consumers perceive price as an indicator of exclusivity, and avoid 

using popular brands to experiment with inner-directed consumption" 

[28].  

Similar to the conspicuous consumption of branded goods, product 

counterfeiting has a negative impact on the perceived unique value, as 

it allows less respected consumer groups to purchase branded goods 

and thus reduces their perceived exclusiveness and expensiveness. 

Moreover, the "snob" consumer group often has high claims regarding 

the quality of the product. Thus, deceptive counterfeit cases with the 

resulting high probability of dissatisfied customers may severely 

damage the value of the brand. 

 

• Perceived Emotional Value  
 Certain goods inhabit a personal emotional value. Luxury products, for 

example, can provide subjective intangible benefits which are not 

necessarily related to communicating values or status to others. These 

goods are also bought for one's pleasure, for aesthetic reasons, 

excitement, or simply to enjoy. The literature often refers to the hedonic 

effect when consumers value the perceived utility acquired from a 

brand that is caused by feelings and "inner satisfaction". According to 

Vigneron and Johnson, "hedonist consumers are more interested in 

their own thoughts and feelings, thus they will place less emphasis on 

price as an indicator of prestige" [28]. The perceived emotional value is 

a result of the unity of brand and product. To purchase goods due to 

their perceived emotional value does not seem to be heavily affected 

by the decisions of other consumers. Thus, non-deceptive 

counterfeiting is unlikely to reduce the brand value in this context. 

However, hedonic consumers are likely to have high claims regarding 

the quality of the product. Therefore, deceptive counterfeit cases again 

may severely damage the value of the brand. 

 

Brand loyalty – the biased behavioural response (i.e. purchasing decision) 

with respect to one or more alternative brands out of a set of such brands – is 
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frequently regarded as the strongest measure of a brand's value. It shows 

through, for example, in high price premiums and repeated purchasing. As a 

complex construct in itself, brand loyalty is highly interrelated with the 

consumer's brand associations, quality perception, and other brand assets, 

which are all influenced by counterfeit trade. However, counterfeiting has the 

potential to diminish the concept of brand loyalty itself: Since counterfeiting 

can be perceived as a disaggregation of brand and product, brand-prone 

consumers may purchase fakes which bear the brand name but only mimic 

genuine goods. As buyers may purchase such articles knowingly, brand 

loyalty not necessarily leads to increased sales for the licit manufacturer. 

When using brand loyalty as a key factor of brand value, research may 

therefore have to investigate the linkage between brand and product. 

An evaluation of the perceived impact of counterfeit trade on brand value has 

been done by Staake [12]. The participants have been asked to evaluate the 

general implications of counterfeit trade on brand value from their perspective 

and, addressing their personal feelings towards this matter, whether the 

existence of counterfeit goods is perceived as a devaluating or annoying 

phenomenon by them. The distinction has been made to arrive at the personal 

implications for individual respondents rather than to receive an answer which 

also reflects the anticipated effects with respect to others. In fact, about one 

half of the respondents expected that counterfeit goods reduce the value of 

genuine articles, whereas 40% felt that branded goods become less valuable 

for them personally if counterfeits are being sold. 30% said to be annoyed if 

cheap imitations of products they have purchased for a much higher price 

become available. The findings by Staake are illustrated in Figure 4, where 

the respondents are divided in two groups depending on their self-assessment 

of the frequency of purchases of genuine exclusive products. The analyses of 

the equality of group means show no significant difference between brand-

prone and non-brand prone consumers (c.f. Table 1). 
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If I purchased a genuine 

product, the availability of 

inexpensive fakes annoys me

In my opinion, counterfeit 

goods diminish the value 

of genuine articles

For me, branded goods 

become less valuable if 

numerous counterfeits are sold

Strongly Disagree Strongly Agree

0 7060504030201060 50 40 30 20 10

% of Respondents, n1 = 94; n2=109

12% 17% 12% 31% 27%

14% 26% 16% 27% 16%

12% 24% 14% 31% 19%

19% 19% 19% 24% 19%

19% 30% 26% 16% 8%

33% 17% 12% 21% 17%

 

Figure 4: Perceived Impact of Counterfeiting on Brand Value; Brand-Prone 
Consumers (top) vs. Non-Brand-Prone Consumers (bottom), adapted from 

[12] 
 

F-Value Signifi.

mean stdv. mean stdv.

In my opinion, counterfeit goods 

diminish the value of genuine articles 0.16 1.40 0.30 1.26 0.59 0.444

For me, branded goods become less 

valuable if numerous counterfeits are sold -0.09 1.39 -0.02 1.31 0.12 0.725

If I purchased a genuine product, the 

availability of inexpensive fakes annoys me -0.36 1.39 -0.28 1.30 0.21 0.648

No Intent. Purchase Intentional PurchaseIndependent Variable

 

Table 1: Perceived Impact of Counterfeiting on Brand Value; Analysis of the 
Equality of Group Means, adapted from [12] 

 

5.2.2. Industry experts' view 

The impact of illicit trade on brand value is a major concern especially in the 

luxury goods industry. Although no negative impact of counterfeit trade on 

brand perception could be assessed so far as the brand value of many luxury 

goods enterprises has increased up to today, the industry is concerned that a 

serious counterfeiting problem may damage brand reputation in the long run. 

Similar to the impact of illicit trade on revenue, no calculation tools are 

available that assess a possible loss of brand value due to illicit trade in the 
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three represented industries. The industry representatives again see this as 

an outcome of the deliverables of WP2.  

For the pharmaceutical industry, the experts stress that a huge liability claim 

covered in worldwide media would most likely damage a companies' 

reputation severely.  

 

5.3. Legal expenditures 

5.3.1. Scientific view 

According to customs officials and interviews with brand owners, hardly any 

counterfeit article seized by customs within the timeframe of this research 

would have satisfied the quality standards of licit manufacturers. Some of the 

goods – brake pads, pharmaceuticals, baby food, airplane spare parts, etc. – 

even impose a severe risk to the consumers' health and safety. Results for 

affected enterprises include increasing numbers of warranty claims, product 

recalls, dissatisfied customers, or claims for indemnification. 

Liability claims may result from asserting a lack of preventive measures by the 

brand owner or licit manufacturer, or may base on the false assumption that a 

counterfeit has been a genuine article. Once used or consumed, it is difficult 

to prove the illicit nature of a product. In case of counterfeits infiltrating the licit 

supply chain and thus being sold through trustworthy channels, the burden of 

proof for companies is even more severe. 

In general, the financial impact due to liability claims is difficult to estimate ex 

ante. How a company fares against such threats depends on the type of 

product and the possible damages fakes can evoke. In any case, the impact 

of counterfeits on legal expenditures should be on the risk radar of 

companies. 

 

5.3.2. Industry experts' view 

 

The industry experts' view on the legal expenditures for fighting illicit trade will 

be categorized in accordance with subsection 4.2. into: 
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• Costs for running investigations to identify illicit actors and their 
methods of operating the business 

 All industries under study are running investigations to identify illicit 

 actors. In the luxury goods and pharmaceutical industry, considerable 

 effort is taken to dismantle and shut down illegal web sites and to raid 

 criminal production sites for illicit products. The use of private 

 investigators has generally a supportive function in countries where the 

 legal possibilities of the companies are limited. Although the legal 

 actions taken can be described in some detail here, the costs imposed 

 by these actions cannot be quantified. 

 
• Cost for actively fighting illicit trade, consisting of expenditures 

for court costs, lawyers, etc. 
 For this cost category, again no quantification can be provided. 

 "Active" legal measures are taken by all industries under study. 

 Especially the luxury goods industry regards legal measures like the 

 prosecution of fake producers and distributors, the confiscation of illicit 

 products, or the cancellation of unreliable distributors as the most 

 effective method to battle the problem of counterfeit trade.  

 On the legal actions taken by the aviation industry to prevent illicit 

 refurbishing of products, no information can be provided.   

 
• Cost imposed if a company is seen liable for the use of hazardous 

counterfeit products by consumers or industry 
 This legal cost category is a major issue for the pharmaceutical and the 

 aviation industry, not for the luxury goods sector. As the 

 representatives of the former industries explain, no cost estimate for 

 such liability expenditures can be given, as expenses may vary 

 tremendously from country to country. Liability payments may not occur 

 at all or may go into billions of Euro, depending on each individual  

 case. Understandably, each cost estimate would give a wrong 

 impression of the problem and is therefore avoided.  
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• Costs emerging from compliance to certain anti-counterfeiting 
regulations and laws 

 Again, this cost category is of great importance for pharmaceutical 

 products and aerospace parts. However, again no cost estimates exist 

 that are capable of assessing the additional costs that come along with 

 the compliance to laws and regulations that target to improve 

 customers' safety.  

 

5.4. Costs of awareness programs 

5.4.1. Scientific view 

The screening of available scientific literature has not yielded any scholastic 

work that has covered this aspect yet.  

 

5.4.2. Industry experts' view 

Customer education and customer awareness programs have not been an 

appropriate measure to limit counterfeit trade in the aviation and luxury goods 

industry. However, the pharmaceutical industry has made good experiences 

with programs that were set up to increase the awareness among law 

enforcement agencies. Training programs usually address the local police, 

jurisdiction, health regulatory authorities, and customs officers. The costs for 

these programs are considered neglectable compared to the positive outcome 

they yield. Besides providing appropriate information to legal authorities, the 

pharmaceutical industry does not run extensive programs that try to increase 

counterfeit awareness among customers, as they see the threshold between 

information and raising panic only as very small.  

 

5.5. Costs of technical countermeasures 

5.5.1. Scientific view 

Established strategies and technologies to fight counterfeit trade do not seem 

to have evolved with the characteristics of the illicit market, and often show 

only little effect within the changed environment. However, as outlined before, 
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the inability to properly respond to counterfeit trade can severely harm 

affected enterprises. Though the underlying problems are well known, many 

companies are still struggling to find appropriate ways to address the 

challenges, while at the same time the existing body of literature provides very 

little guidance for management. As both companies and scientific research 

cannot provide a closer insight into the cost structure of technical 

countermeasures, no detailed information on the impact of illicit trade against 

prevention mechanisms can be given. However, a cost analysis of the 

proposed anti-counterfeiting solution will be done in D2.2 and D2.5.  

5.5.2. Industry experts' view 

Due to the often very complex cost structure of anti-counterfeiting 

technologies with fixed and variable elements, no information on the actual 

magnitude of those costs was provided by any of the industry partners. It was 

only possible to derive some general statements on which anti-counterfeiting 

technologies are currently used within the different industries, ranging from 

the product quality itself in the luxury goods industry, to barcodes and 

extensive documentation in the aerospace industry, and to barcodes, 

holograms, RFID tags, and chemical taggants in the pharmaceutical industry.  

 

5.6. Other cost drivers 

5.6.1. Scientific view 

Besides the cost drivers identified before, no other cost drivers of illicit trade 

have been covered by available scientific literature.  

5.6.2. Industry experts' view 

The main cost drivers for the pharmaceutical and the luxury goods industry 

have been identified in the subchapters covered above. The aviation industry 

also names considerable documentation efforts and paperwork as a cost 

factor that comes along with the protection against suspected unapproved 

parts. Again, no exact details on how high those costs actually are can be 

provided.  
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5.7. Positive effects of illicit trade 

5.7.1. Scientific view 

Counterfeit trade isn't always bad for the manufacturer or brand owner. In fact, 

several positive effects may occur, mostly resulting from a higher perceived 

market share and an enhanced accessibility in lower price segments. These 

implications can be ascribed to the following categories: positive brand related 

effects, network effects, and lock-in effects. 

 

• Positive brand related effects 
Positive brand related effects may exist as the presence of counterfeit 

goods can foster brand recognition and awareness. However, they are 

mostly cancelled out by negative implications e.g. on the associated 

quality and perceived exclusiveness. 

 

• Network effects 
Network effects cause a good or service to have a value to a user or 

consumer which is positively related to the number of users already 

owning that good or using that service. Examples for applications with 

strong network effects are fax or email systems, where the purchase or 

participation by one individual indirectly benefits other users. This type 

of side-effect in a transaction is known as an externality, and 

externalities resulting from network effects are referred to as network 

externalities. Especially for modern communication devices, distinct 

network externalities can be frequently observed, which are particularly 

strong if the cost of additional entities (e.g. due to the communication 

overhead) is low [33]. However, similar effects also exist in other 

domains. The Bandwagon effect refers to the observation that people 

often tend to do things because others do the same, and people's 

preference for a commodity may increase as the number of people 

buying it increases [31]. If counterfeit articles are compatible with their 

genuine counterparts and are used within the same domain i.e. by 

corresponding users or systems, they can foster network externalities 

similar to additional genuine articles. 

 



Project Title (Acronym) SToP Tampering of Products (SToP) Project Number IST-034144 

Deliverable Deliverable 1.1    

Title Description of main drivers of illicit trade, the roles of the different licit and 

illicit actors and the mechanisms of illicit trade 

Date 2007-07-09 

 

 Public 34 

 

• Lock-in effects 
Lock-in effects refer to customer retention over switching costs and a 

systematic market foreclosure against competitors. Customer lock-in 

effects often result from the perceived or real effort for changing to 

another product or service. Expected switching costs may result from 

searching and trying new products, setup costs, and the effort to learn 

how to use the new product. Companies often succeed in establishing 

lock-in effects when selling durable components which require 

complementary products (e.g. electric toothbrushes and replacement 

brushes, computer systems and platform dependent software, or 

printer and toner cartridges). Market foreclosures against competitors 

often build upon strong customer lock-in effects and are also frequently 

related to network effects. Especially in economies with low household 

incomes, counterfeit articles can constitute an efficient way to 

familiarize large numbers of users with goods which they could not 

afford as genuine products at that point in time. Counterfeits can help 

to create entry barriers for potential competitors as knockoffs of mostly 

high priced genuine articles compete against lower-end – and often 

domestic – competitor products. When a country starts to enforce its 

Intellectual Property Rights more consistently – which is to be expected 

during its economic development alongside the increase in buying 

power among the consumers – the brand owner becomes able to 

leverage its prevalence in the market. 

The Chinese software market may serve as an example. Here, about 

90% of all programs are not legitimately licensed [34]. The vast majority 

of personal computers use Microsoft Windows as an operating system, 

which, as a genuine product, sells for a multiple of an average Chinese 

white collar worker's monthly income. Needless to say, if no illicit 

copies were available, only a fraction of today's PC users would be 

familiar with Microsoft's product and rather use open source software 

such as Red Flag Linux. Now, after the Chinese government required 

computers manufactured within the country's borders must have pre-

installed authorized operating software systems when they leave the 

factory, the company can build upon a large user base and use its 

strong market position to generate revenue. And the stakes are big: 
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China has become the world's second-largest PC market, with more 

than 19 million PC shipments last year [35]. 

5.7.2. Industry experts' view 

All the experts had major concerns when it came to positive effects of 

counterfeit trade. There could be no positive effects identified in any of the 

industries under study, so a closer examination of possible positive effects of 

illicit trade will be skipped in the deliverables that follow D2.1.  

 

5.8. Summary 

The impact of illicit trade on the financial framework of the affected companies 

is generally hard to measure. Neither an extensive literature research nor 

interviews with experts could provide exact estimations of all the costs that 

occur for a company when dealing with the prevention of illicit trade. The cost 

that arise very often cannot be assigned directly to fighting counterfeit trade, 

making it impossible to quantify the monetary impact of illicit trade. Figure 5, 

however, tries to provide a comparative qualitative overview that summarizes 

the results from the interviews conducted with the representatives of the 

scrutinized industries.  

The further work in WP2 within SToP will concentrate on the quantitative 

description of the revenue and brand value effects only, as required for D2.3. 

An analysis of the costs of a proposed anti-counterfeiting measure will be 

done in D2.2 and D2.4.  
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Awareness Programs

Techn. Countermeasures

Other Costs 

Low High 

 

Figure 5: Qualitative comparison of the impact of illicit trade on the pharma, 
luxury, and aerospace industry 
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6. Summary and Conclusion 

This report provided an overview over the impact of the main drivers and 

mechanisms on the financial framework of enterprises affected by illicit trade. 

In a first step, an introduction was provided that positioned D2.1 within WP2 

and within the SToP project, respectively. This section was followed by a short 

description of the research methodology that was applied to yield the results 

of this report.  

To provide a common basis for the actual impact description, a short overview 

over the drivers and mechanisms of illicit trade was given in chapter 3 that 

was aligned to the findings of D5.1 of the adjacent research project 

BRIDGE. The most important drivers identified were significant advances in 

technology, including better production capabilities for counterfeiters as well 

as the extensive use of the internet as a distribution channel, and increased 

international trade. Also emerging markets and the growing demand for 

branded products in general benefited the counterfeiting problem. The flow of 

products and sales mechanisms of bogus products were described in the 

remainder of this chapter. 

From this common ground, the actual financial framework was designed in 

chapter 4. After a short literature review on the topic, the six cost categories 

"short term revenue", "brand value", "legal expenditures", "costs of awareness 

programs", "costs of technical countermeasures", and "other cost drivers" 

were identified. A view on positive aspects of illicit trade was provided, too.  

In chapter 5, the actual impact of illicit trade on those components both from a 

scientific and from an industry's perspective was described. Although some 

qualitative statements could be made regarding the magnitude of the impact 

on single elements of the financial framework, neither the literature review nor 

the expert interviews could provide detailed information on how high the costs 

for affected companies really are. This problem comes along with the covert 

nature of illicit trade, as a lot of business there is done out of public 

perception, making it hard to quantify illicit trade in general. However, a 

qualitative comparison on how strongly single components within the 

industries are affected was possible. It helps to create consensus among the 

consortium members on what illicit trade actually is, which industries are 
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affected by it, and which costs are burdened upon them. In addition, D2.1 will 

serve as input for the future tasks of WP2, where a quantitative model for the 

impact assessment of illicit trade will be developed. Such model will be the 

first of its kind, as it neither has been proposed in available literature nor has 

been developed in an industry context yet. The design of that model asks for 

the reflection of the different characteristics of illicit trade in the luxury goods, 

pharmaceutical, and the aerospace industry. This calculation model will yield 

deeper insights into the magnitude of illicit trade and counterfeit production, 

helping to make decision makers more aware of the problem and assisting 

them in taking decisions on a profound data basis, ultimately enabling affected 

enterprises to base decision upon investments on anti-counterfeiting 

measures on substantiated business cases calculations.  
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Appendix B: Interview Transcription Luxury goods Industry 
 

The interview transcriptions from the luxury goods industry remain private as 

parts of the information provided are confidential. The agreement on the non-

disclosure of the detailed interview transcriptions enabled the industry 

representatives to provide a thorough insight into their problems with illicit 

trade.  
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Appendix C: Interview Transcription Pharmaceutical Industry 
(tentative, as confirmation from the industry partner is still required) 
 
a) Impact on Short Term Revenue 
 
1. Information on products  
  

- Which products / brands are currently most affected by fake 
production / illicit trade? 

 As an introductory note, the pharma industry experts wants to stress that 

for all questions a distinction of parallel trade and counterfeit activity has to 

be made in order to describe the problem of illicit trade appropriately. With 

all actions the pharmaceutical industry takes to battle illicit activity, patient 

safety is their primary objective.  

 There currently is almost no pharmaceutical product category that is not 

affected by illicit trade and counterfeiting. These include products for 

cardiovascular diseases, oncology, hematology, neurology, respiratory 

diseases, transplantation care, immunology, arthritis, metabolism 

diseases, as well as simple consumer health products (prescription drugs 

& OTC), and others. Also vaccines, products for animal healthcare, 

medical nutrition products, and diagnostics instruments are counterfeit.     

 Although all these categories are more or less affected by illicit activities 

(counterfeit production, parallel trade, grey market activity), this interview 

will mainly focus on health care products & pharmaceuticals.  

 
- Has the pattern of fake production / illicit trade changed in recent 

years?  
 The pharmaceutical industry points out that the problem has become 

worse in the recent years. The companies face a growing production of 

counterfeit drugs as well as growing parallel trade & grey market activities 

by illicit actors.  

 

- Have the products / brands changed that are most affected by fake 
production / illicit trade? 

 Today, the whole range of pharmaceutical products is affected by illicit 
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activities, regardless of the therapy the pharmaceutical is intended for. 

OTC drugs as well as high priced prescription pharmaceuticals are 

counterfeit. 

 As the industry experts explain, the sectors that are most affected by illicit 

activities have changed in the recent years towards life style drugs. This 

goes along with the boom of these pharmaceuticals in the recent years. 

However, fake production of drugs not only affects high volume 

pharmaceuticals: The experts even monitored counterfeit products of very 

specialized, low volume cardiovascular drugs and others. No general 

pattern for illicit production can actually be derived.   
 

- How high do you think is the number of items that are suspect to fake 
production / illicit trade? Can this figure be broken down into 
different brands and specific products? 

  As all kinds of markets and products are affected by counterfeits and grey 

market products, it does not seem reasonable for the pharmaceutical 

industry to narrow down this activity to a few figures. Reliable data 

currently does not exist and data from one market surely does not apply 

for another one. For example, it is estimated that about 50% of all drugs 

sold in Nigeria are counterfeit, having only some or even none active 

ingredients or might even contain hazardous substances. Needless to say 

that such dimensions do not prevail in developed countries like Europe or 

the U.S..  

 
- What are the prices of the products being suspect to illicit trade? 
 Again, this information cannot be narrowed down to some simple figures. 

There are comparably cheap OTC drugs for a few CHF a box available as 

well as high priced pharmaceuticals for oncology and other areas of 

treatment. The cheap OTC drugs are due to counterfeiting as large 

volumes of illicit products might be produced and sold, the highly 

specialized products on the other hand offer big margins for the illicit 

actors.  
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- Is there information available at which prices the fakes & illicit 

products are being sold in the illicit supply chain & on the grey 
market?  

 There is no such information currently available. The retail prices for illicit 

products heavily depend on the designated location of sale as well as on 

the price of the genuine item in that market.  

  
 
 
2. Information on the impact of illicit trade as assessed within the  

industry 
 

- Are there models available in the industry that quantify the 
substitution between licit and illicit products? 

 There are currently no such models employed. Due to the covert nature of 

grey market activity, it is hard to base such models on reliable data. The 

problem is that only information about discovered fake products are known 

but the number of unreported / undetected parallel trade and counterfeit 

production is considerably higher. Therefore, the pharmaceutical industry 

is actually interested in academic research that tries to approach this 

question, so they could use such models for calculation purposes in the 

future.  

 
- Are there figures available that assess the loss of revenue due to 

illicit trade? 
  Exact figures are hard to come up with as they again depend on the 

pharmaceuticals and the designated markets. For example, the industry 

recognizes that a lot of the products intended for the Turkish market show 

up in a plethora of other countries. The higher the price differences 

between the designated country and other markets, the more intense grey 

market activity will be as it offers high profits at low risk for the illicit 

players.  
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- Is there data available that shows a significant reduction in sales of 

specific products that is out of the ordinary?  
 In fact, the experts have noted one specific case where counterfeit 

production clearly lead to a significant reduction in sales until appropriate 

countermeasures were taken. The details of that case remain confidential. 
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b) Impact on Brand Value 
  
1. Information on brands & brand value 
   

- Which important brands do exist in the pharmaceutical industry?  
 Instead of providing a classification by brands, a taxonomy of product 

categories seems more important. The main categories here have been 

listed under a) before.  

 
- How is brand value calculated within the industry?  
 There are currently no such calculation models available. However, the 

Interbrand ranking 2006 states the brand value of some pharmaceutical 

companies.  

 
- What is the brand value of specific brands that companies own?  
 No specific information can be given here.  

   

 
2. Information on the impact of illicit trade on brand value 
 

- Has the perception of specific brands by the consumers changed in 
recent times? If there was a negative impact on specific brands, can 
this be attributed to illicit trade & fake production? To which degree?  

 The industry experts wants to point out that there has been no such 

negative impact on brand perception so far. However, they are aware that 

a counterfeit drug problem, maybe even with casualties, might immediately 

raise public awareness and damage a pharmaceutical company's 

reputation significantly. A counterfeit case from 2002/2003 can be used as 

a example: Some problems that came along with illicit repackaging of a 

genuine pharmaceutical lead to highly negative publicity for a pharma 

producer. Although the media tended to exaggerate the potential threats 

for the consumers, a lot of negative publicity was produced that lead to a 

dramatic drop in sales of that specific product.  

 However, media features of illicit drug cases do not necessarily lead to a 

damage of reputation: A recent TV documentary that featured problems 
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with a specific OTC drug created almost no public awareness and lead to 

only two phone calls by worried customers. 

 
- Has the perception of specific brands by distribution partners 

changed in recent times? If there was a negative impact on specific 
brands, can this be attributed to illicit trade & fake production? To 
which degree? 

  No such change in brand perception can be recognized.  

 
- Are there models / calculations / estimates available that try to 

measure the impact of illicit trade on brand value? If yes, how do 
those calculations / models work? 

 There are currently no such models available.   

 
- Have corrections of the brand value been made in the balance sheets 

of pharmaceutical companies due to illicit trade? 
 Such corrections have not been made internally or information is not 

available on that. Actually, as the Interbrand Report 2006 shows, the brand 

value of the companies featured there has increased.  
 



Project Title (Acronym) SToP Tampering of Products (SToP) Project Number IST-034144 

Deliverable Deliverable 1.1    

Title Description of main drivers of illicit trade, the roles of the different licit and 

illicit actors and the mechanisms of illicit trade 

Date 2007-07-09 

 

 Public 50 

 

c) Impact on Legal Expenditures 
 
1. Information on the industry's current legal actions to fight illicit trade 

(active) 
 

- Which kinds of illicit trade activities does the pharmaceutical 
industry face most often? Grey market activity, counterfeit 
production, copyright infringements, etc.? 

 The pharmaceutical inudstry currently faces product diversion most often.  

 

- Which of those illicit activities are most critical for the industry?  
 The primary objective for the pharmaceutical industry is to guarantee 

patient safety when fighting illicit activities. Therefore, counterfeits products 

bear the greatest risk as they have the biggest potential of imposing harm 

to the patients.  

 Second to that, the financial losses are battled by the pharmaceutical 

companies, which are mainly due to trade diversion. Indeed, the 

prevention of diversion also contributes directly to patient safety: With 

every trade diversion done, the pharma companies loose control over the 

pharmaceuticals and the environmental conditions they are exposed to. 

Some of them (e.g. vaccines) might require a chilled transportation 

environment in order for the active ingredients to remain effective. 

However, with diverted trade, this cool chain might become interrupted, 

resulting in ineffective drugs that won`t bring convalescence and relief for 

the patients at all.  

   

- Which of those activities are battled by the industry? 
  As the current activities by illicit actors show, a clear separation of all those 

illicit activities cannot be done and should be avoided. The industry 

monitors more and more a trend towards a mixture of illicit activities on 

single items (theft, counterfeiting, trade diversion, repackaging, etc.) in 

order to disguise the illicit activities as good as possible. Therefore, battling 

only single activities is not the appropriate way to solve this problem. In 

fact, all of the current illicit activities are adequately approached by the 

pharmaceutical companies.   
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- Which methods are used to fight those illicit activities?  
 The pharma industry employs two approaches to fight illicit trade at the 

moment. On the one hand, it relies on legal enforcement of intellectual 

property rights. However, the degree of these activities depends heavily on 

the legal systems within the different countries. Although Russia and China 

for example provide some degree of protection against counterfeit 

production, the legal possibilities for the pharma producers in these 

countries are still rather limited. The pharmaceutical companies had to 

learn that the social & political environment in such countries is still not 

very receptive for the justified complaints of licit producers. A slow 

bureaucracy and ubiquitous corruption also limit the leeway for licit 

players.  

 On the other hand, the industry employs private investigators and 

intelligence parallel to the official legal possibilities. Their job is to assist in 

disclosing manufacturing sources and to identify illicit drug dealers.  

   

- Whom address those liability expenditures? Distributors? 
 Producers? Which & where?  
 The countermeasures vary in different countries. As counterfeiting of 

pharmaceuticals remains the biggest threat for customer safety, the 

producers of faked drugs are primarily fought against. The other big 

problem of product diversion is often hard to approach. Although some key 

distributor might be involved in trade diversion, the pharma companies 

cannot replace such a distributor that easily. Furthermore, replacing a 

distributor does not guarantee that product diversion is stopped. As a 

pharmaceutical product is usually traded from one partner to the next up to 

30 - 40 times, there are a lot of possibilities for illicit actors to do trade 

diversion.  

 

- Are there other legal protection mechanisms currently in use? 
Intervention by governmental authorities to ask for better brand 
protection? Contract penalties that impose fines on (distribution) 
partners if they do not fight illicit trade appropriately? Other? 

 The industry actively approaches various legislative authorities to make 
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them take appropriate actions for fighting illicit trade and counterfeit 

production and to make them talk to other countries where intellectual 

property rights are mistreated. The industries' concerns are mainly listened 

to in the western countries, namely the EU and the U.S.. Although the 

pharma industry is lobbying quite intensively also in Russia in China, their 

influence there is still rather limited.  

 
 
2. Information on the industry's liabilities that emerge from illicit trade 

(passive) 
  

- Have there been liability / warranty claims against the companies of 
the pharmaceutical industry? If yes, from which parties? 
Distributors? Customers? Governmental agencies?  

 The industry experts can currently name three prominent examples in the 

pharmaceutical industry that lead to different outcomes.  

 a) AmGen was sued when a counterfeit product entered the licit supply 

chain and patient Timothy Fagan was harmed. The court did not claim 

AmGen liable although the company knew that the drug was counterfeit 

and although Amgen did not take any meaningful measures against it. In 

fact, a distributor was made responsible here.  

 b) In a 2nd case Serono was sued. The lawsuit ended with settlement.  

 c) Another current example is quite ambivalent: Several lawsuits were filed 

when Merck`s drug "Vioxx" was counterfeit and harmed patient. The 

lawsuits end in wins and losses for the company.  

 The experts point out the potential tremendous costs that might be 

imposed onto single pharmaceutical companies if another such liability 

case might arise. Especially the legislation in the USA allows 

compensation payments that may threaten whole companies.  

 

- Have there been liability / warranty claims against the industry's 
(distribution) partners? If yes, from which parties? Distributors? 
Customers? Governmental agencies? 

 No such case has evolved yet, but as the AmGen case shows, claims 

against (distribution) partners are possible as well.    
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- What is the industry's policy upon warranty regulations concerning 

illicit products?  
 This question does not apply in this case.  

 
 
 
3. Information on governmental regulation that impose additional costs  
 

- Have there been laws & regulations introduced that target to fight 
illicit trade and thereby lead to additional costs for the industry? If 
yes, which laws? By what agencies? National / European / 
International?  

 With the raise of counterfeit production and trade diversion, some nations 

have started to think about how to handle this problem. The FDA (USA) for 

example promoted track & trace through RFID as a possible solution in 

2004. Meanwhile, they limited their expectations towards this new 

technology. 

 In Europe, the approaches towards this problem are still quite 

uncoordinated. Greece proposed unique serial numbers on each drug 

container for reimbursement issues but did not think of tracking & tracing 

the products. Italy issued the Bollino Law that asks for serial numbers in 

the form of barcodes but again did not want to use those for track & trace. 

Furthermore, no discussion has started on this topic in Germany and 

Switzerland and only some thoughts have been raised in France and 

Spain. Outside the EU, Malaysia wants to introduce holograms on pharma 

products, with the governmental supplier of the holograms being a relative 

of the prime minister. In Russia, the discussion focuses on some gadget 

(hologram, barcode) being on all the packages that come from one 

exclusive supplier.  

 Some harmonization in Europe is however done by the EFPIA which 

represents common interests of pharmaceutical companies and 

distributors.  
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- Does the pharmaceutical industry have to comply to known 
regulations at some time in the future? Which agency set that 
regulations? National / European / International? 

 As it has been pointed out already, the expectations to various 

technologies like RFID were quite high in the beginning but had to be 

limited in the recent past, as the complexity of such solutions was often 

underestimated. For example, Spain proposed an implementation plan that 

should come up with a solution until 09/2007. Although a tracking solution 

can already bring visibility up to the pharmacy, any tracking that goes 

beyond that is still very complex. Beyond that, the industry has recognized 

that only a variety of different security features can provide the best 

counterfeiting protection, so focusing on one specific technique is counter-

productive for them.  

 
- How specific is the regulation: Whole industry? Certain products 

group? Some specific products?  
 In the U.S., prescription drugs as well as generics are affected.  

   
 
4. Information on the industry's legal costs from illicit trade 
 

- Which costs are involved by actively fight illicit trade? Directly 
related personnel costs? “Court” costs?  

 There is currently no information available on the costs of actively fighting 

illicit trade.  
 

- Which costs are involved by passive consequences of illicit trade? 
Liability payments? Liability payments for partners? Directly related 
personnel costs? “Court” costs? 

 There is currently no information available on the passive costs of illicit 

trade.  

 
- Do there cost estimates exist that try to evaluate the additional costs 

imposed by the regulations? Are those costs typical for the industry?  
 Currently, there are no such cost estimates available. 
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d) Impact on Costs of Consumer / Customer / Customs Awareness 
Programs  

 
1. Information on existing awareness programs 
    

- Is the industry currently running programs that make different 
stakeholders aware of the problem of illicit trade? Whom do they 
address? Consumers? Wholesalers? Shop owners? Customs? 
Forwarders? 

 The pharma industry as a whole is currently running training and 

awareness programs. These measures mainly address law enforcement 

agencies in regions where they are of utmost importance, which are 

selected by careful risk assessments. The training programs addresses 

the local police, the jurisdiction, and health regulatory authorities.  

 The industry also gives information to customers in order to prevent them 

from buying counterfeit products, e.g. over the internet. As the industry 

experts say, it is however hard to draw a strict line between customer 

information and raising unnecessary concerns among the patients. 

 
- Have there been such programs in the past? 
 The development and improvement of the training programs is a steady 

process for the industry that is aligned with the continuous development of 

new products.  

 
- If not, what factors have influenced the decision not to start such 

awareness programs?  
 This question does not apply.  

 
- What is the aim of the program? Detect illicit / fake products? Report 

illicit products? Refuse to buy illicit products? Prevent further 
dissemination of illicit products? 

 The aim of the programs that directly address the customers is to keep 

them from buying products from insecure sources as patient safety is most 

important for the industry. On the other hand, they do not directly 

encourage customers to report counterfeit products, although this has 
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happened in the past. Product authentication is also not requested from 

the customers as the producers and distributors should make sure that 

only genuine products are sold to the customers. Other reasons for this 

are that possible liability situations would become quite complicated once 

patients were responsible for product authentication. Also, public 

information on how the authentication product works could be used by the 

illicit actors.  

    
- What was the response of the stake holders to that programs? Rate 

of participation? Number of detected / seized illicit products & 
shops? 

 The industry regards the training programs for legal authorities as very 

effective. The number of detected production sites increased and also the 

customs training programs were very effective. The pharma companies 

have recognized a high interest of customs officers on the prevention of 

counterfeit drug trade as the possible risks for health and life are obvious.  

 

- How is the relevant information distributed to the different 
stakeholders? Mail, in shops, in the package of licit products, 
workshops, flyers etc.?  

 The information distribution depends from country to country, so the 

industry companies tailor their information to different countries and 

stakeholders.  

 
 
 
2. Information on the costs & benefits of awareness programs 
 

- Which costs occur / have occurred when conduction the awareness 
products? Personnel costs, information dissemination costs?  

 The industry regards the costs of these programs as negligible compared 

to the positive outcome of it. Furthermore, one has to remember that parts 

of the costs are shared with competitors.  
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- Are there any measurable results to the awareness programs?  
 The industry definitely sees measurable effects of these programs. The 

industry experts state the UK Customs as a very positive example, where 

a higher detection rate during customs checks was achieved.  
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e) Costs of Technical Countermeasures 
 
1. Information on existing technical countermeasures  
  

- Which of the technical countermeasures available are currently in 
use for pharmaceutical products? Do you know of other technical 
countermeasures in use in the industry? 

 There are different solutions currently in use and / or tested that range 

from track & trace and RFID to data matrix barcodes.  

 
- Are there different countermeasures in use within the product range? 

Which features? Where? 
 This information is confidential and cannot be distributed.  

  
- How high do you estimate the skill of illicit actors to imitate the 

technical countermeasures? Have some of the countermeasures 
been corrupted? Did this lead to a stop of integrating the 
countermeasures into the product? Have countermeasures been 
changed / upgraded? 

 The industry experts estimate the skills of counterfeiters to tamper the 

security features as very high. In fact, the experts regard pharmaceutical 

security as an ongoing process as each security feature is likely to be 

cracked at some time and then asks for a new security solution.  

 
 
2. Costs of the existing technical countermeasures 
 

- Which costs are involved by the technical countermeasures currently 
in use? Cost of technical countermeasure device? Costs of 
integrating the device into the product? 

 The experts assess the costs as significant but hard to quantify.  

 
- How does the production verification work? Which costs are involved 

by the product verification process? 
 This question does not apply.  
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f) Impact on other Costs Drivers 
 
1. Information on other cost drivers 
 

- Are there any cost drivers of illicit trade not mentioned yet?  
 No.  

 
- What is their cost structure? 
 This question does not apply.  
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g) Positive Effects of Illicit Trade 
 
1. Information on positive effects of illicit trade 
  

- Do you see positive effects of illicit trade? Higher sales due to grey 
market activities as they address new customer groups? Higher 
brand awareness due to counterfeit products? 

 The industry experts do not see any such positive effects.  

 

- Have there e.g. been other (lower price) brands introduced to address 
more price sensitive consumers and to deter them from buying grey 
market products?  

 No.  

   

 
2. Information on the additional revenue created by illicit trade 
  

- How many products are sold on the grey market? What is the price of 
that products on the grey market compared to the original price?  

 This question does not apply. 
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Appendix D: Interview Transcription Aerospace Industry 
 
a) Impact on Short Term Revenue 
 
1. Information on products  
  

- Which products / brands are currently most affected by fake 
production / illicit trade? 

 The illicit trade problems the aerospace industry faces are different from 

that of other industries. The problem here is not to counterfeit production, 

but the unapproved refurbishment of spare parts. As the aircraft 

manufacturers rely directly on their suppliers and not on refurbished parts, 

the problem of suspected unapproved parts (SUP) is rather low here. The 

illicit activities begin, however, when the airplane parts are replaced during 

maintenance procedures by the airline companies. 

 The SUP problem becomes worse the older the airplanes actually are: As 

spare parts for aged aircrafts are often not available any more, refurbishing 

parts is the only means to replace defective components. In some cases 

these refurbishments are not authorized, leading to the illicit activities 

under examination here. The approval of a aircraft spare part usually 

involves a lot of paper work. In order to get illegally refurbished parts back 

into the supply chain, a lot of document tampering is currently done. This 

includes the production of fake documents, theft of rubber stamps, official 

document preprints, and others.  

 The range of suspected unapproved parts (SUP) goes from electronic 

components like on-board computers or radio equipment to flaps, gears, 

complete engines, and other mechanical parts. The regions most affected 

by this problem are Africa and Asia. In Europe, the USA, and Japan this 

problem is less dramatic but still there.  

 SUPs occur most often in the field of general aviation, namely in small 

(private) aircrafts by companies like Cessna, Piper, Gulfstream, Learjet, 

and others. In the line haul, the problem depends on the airline that 

provides the service, although even big, safety conscious airlines face the 

problem to identify SUPs in order to ensure that those are not built into 

their planes. Especially when it comes to small parts like screws, bolts, 
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nuts, and others, separating approved from unapproved parts can be a 

problem.  

 
- Has the pattern of fake production / illicit trade changed in recent 

years?  
 The pattern of the illicit trade has more or less remained the same, but as 

aircrafts today are used for longer time periods, more parts become 

refurbished during an aircraft's lifetime. Therefore, also the SUP problem 

grows.     

 

- Have the products / brands changed that are most affected by fake 
production / illicit trade? 

 With more and more modern electronic components being used in today's 

aircraft, refurbishing has gained momentum especially in this sector in the 

last years. The problem has also become more problematic as a lot of 

components are standardized today, making it possible for various 

suppliers to offer such standardized parts and equipment, which in 

consequence makes it harder for the airlines to identity SUPs.  

 A strategy to deal with this situation is active obsolescence management, 

which includes the production of critical parts on stock to be able to serve 

any upcoming spare part demand from that stockpile in the future.  

 
- How high do you think is the number of items that are suspect to fake 

production / Ilicit trade? Can this figure be broken down into different 
brands and specific products? 
There is currently no data available on this topic.  

 
- What are the prices of the products being suspect to illicit trade? 
  As the whole variety of aircraft parts is refurbished, the prices that are 

charged for SUPs go from some Euro (for e.g. nuts and bolts) to several 

million Euro (for e.g. complete engines).  

 The industry expert however wants to stress that the damage that might 

occur due to SUPs is independent of any price estimations of SUPs as 

even the smallest parts can cause a technical malfunction, resulting at 

worst in a plane crash with many casualties.  
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- Is there information available at which prices the fakes & illicit 
products are being sold in the illicit supply chain & on the grey 
market?  
 Typical prices for refurbished parts are 20-50% below that of the 

corresponding new components. The price is heavily dependent on the 

actual quality of the refurbished part as well as of its general availability.  

 
 
2. Information on the impact of illicit trade as assessed within the 

industry 
 

- Are there models available in the industry that quantify the 
substitution between licit and illicit products? 

 There are currently no such models in use but it is hoped that the SToP 

project will yield some valuable insights into the actual substitution 

between licit and illicit products.  

 
- Are there figures available that assess the loss of revenue due to 

illicit trade? 
  No.  

 
- Is there data available that shows a significant reduction in sales of 

specific products that is out of the ordinary?  
 No. 
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b) Impact on Brand Value 
  
1. Information on brands & brand value 
 

- Which important brands do exist in the aerospace industry?  
 There are only a few civil aircraft manufacturers worldwide, with the largest 

being Boeing, Airbus, Embraer, Gulfstream, and Cessna.  

 
- How is brand value calculated within the industry?  
 No information can be provided on this issue.  

 
- What is the brand value of specific brands the industry owns?  
 No information can be provided on this issue. 

 
 
 
2. Information on the impact of illicit trade on brand value 
 

- Has the perception of specific brands by the consumers changed in 
recent times? If there was a negative impact on specific brands, can 
this be attributed to illicit trade & fake production? To which degree?  

 The industry experts want to stress that especially aviation accidents can 

damage the reputation of different aircraft manufacturers, not the single 

fact that there are illicit activity and unapproved parts. 

 
- Has the perception of specific brands by distribution partners 

changed in recent times? If there was a negative impact on specific 
brands, can this be attributed to illicit trade & fake production? To 
which degree? 
No information is available on this issue.  

   

- Are there models / calculations / estimates available that try to 
measure the impact of illicit trade on brand value? If yes, how do 
those calculations / models work? 

 No. 
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- Have corrections of the brand value been made in the balance sheets 
of the companies in the aviation industry due to illicit trade? 

 No information is available here.  
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c) Impact on Legal Expenditures 
 
1. Information on the industry's current legal actions to fight illicit trade 

(active) 
 

- Which kinds of illicit trade activities does the industry face most 
often? Grey market activity, counterfeit production, copyright 
infringements, etc.? 

 This question has already been answered in a).  

 
- Which of those illicit activities are most critical for the industry?  
 This question has already been answered in a). 

 
- Which of those activities are battled by the industry? 

  This question has already been answered in a).  

 
- Which methods are used to fight those illicit activities?  

 This question does not apply here.  
  

- Whom address those liability expenditures? Distributors? 
Producers? Which & where?  

 This question does not apply here.  
 

- Are there other legal protection mechanisms currently in use? 
Intervention by governmental authorities to ask for better brand 
protection? Contract penalties that impose fines on (distribution) 
partners if they do not fight illicit trade appropriately? Other? 

 No. 
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2. Information on the industry's liabilities that emerge from illicit trade 
(passive) 

  
- Have there been liability / warranty claims against the industry? If 

yes, from which parties? Distributors? Customers? Governmental 
agencies?  

 No information is available here.  

 
- Have there been liability / warranty claims against the industry's 

(distribution) partners? If yes, from which parties? Distributors? 
Customers? Governmental agencies? 

 No information is available here. 

 
- What is the industry's policy upon warranty regulations concerning 

illicit products?  
 No information is available here. 

 
 
3. Information on governmental regulation that impose additional costs  
 

- Have there been laws & regulations introduced that target to fight 
illicit trade and thereby lead to additional costs for the industry? If 
yes, which laws? By what agencies? National / European / 
International?  

 The aviation industry has to comply to a variety of regulations. For the U.S. 

the FAA sets the standards that the aviation and airline industries have to 

comply to. 

  

- Does the industry have to comply to known regulations at some time 
in the future? Which agency set that regulations? National / 
European / International? 

 No information is available here. 
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- How specific is the regulation: Whole industry? Certain products 
group? Some specific products? 

 No information is available here. 

  
 
4. Information on the industry's legal costs from illicit trade 
 

- Which costs are involved by actively fighting illicit trade? Directly 
related personnel costs? “Court” costs?  

  No information is available here. 

 
- Which costs are involved by passive consequences of illicit trade? 

Liability payments? Liability payments for partners? Directly related 
personnel costs? “Court” costs? 

 No information is available here. 

 
- Do there cost estimates exist that try to evaluate the additional costs 

imposed by the regulations? Are those costs typical for the industry?  
No information is available here. 
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d) Impact on Costs of Consumer / Customer / Customs Awareness 
Programs  

 
1. Information on existing awareness programs 
    

- Is the industry currently running programs that make different 
stakeholders aware of the problem of illicit trade? Whom do they 
address? Consumers? Wholesalers? Shop owners? Customs? 
Forwarders? 

 There currently are no such awareness programs employed.  

 
- Have there been such programs in the past? 
 No.  

 
- If not, what factors have influenced the decision not to start such 

awareness programs?  
 There is no information available. 

 
- What is the aim of the program? Detect illicit / fake products? Report 

illicit products? Refuse to buy illicit products? Prevent further 
dissemination of illicit products? 

 There is no information available. 

    
- What was the response of the stake holders to that programs? Rate 

of participation? Number of detected / seized illicit products & 
shops? 
There is no information available. 

 
- How is the relevant information distributed to the different 

stakeholders? Mail, in shops, in the package of licit products, 
workshops, flyers etc.?  
There is no information available. 
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2. Information on the costs & benefits of awareness programs 
 

- Which costs occur / have occured when conduction the awareness 
products? Personnel costs, information dissemination costs?  

 This question does not apply here.    

 
- Are there any measurable results to the awareness programs? 
 This question does not apply here.  
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e) Costs of Technical Countermeasures 
 
1. Information on existing technical countermeasures - In cooperation 

with D1.3  
  

- Which of the technical countermeasures available are currently in 
use for your products? Do you know of other technical 
countermeasures in use in your industry? 

 Currently, the main technical countermeasure to prevent SUPs is precise 

documentation. A total of fife documents is required for each part in the 

aviation industry. 

 The identification of single parts is done by readable ID labels on all 

components (mandatory for each component) and barcode labels. RFID 

tags can play a supplementary role here. For all the components of an 

airplane its name, part number, serial number, and manufacturer code, 

must be stored on the different label types to guarantee an unique 

identification of a part.    
 

- Are there different countermeasures in use for your product range? 
Which features? Where? 

  Beside readable ID plates, barcodes, matrix codes, and RFID tags are / 

will be used in airplanes.  

  
- How high do you estimate the skill of illicit actors to imitate the 

technical countermeasures? Have some of the countermeasures 
been corrupted? Did this lead to a stop of integrating the 
countermeasures into the product? Have countermeasures been 
changed / upgraded? 

 No information is available on this issue.  
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2. Costs of the existing technical countermeasures 
 

- Which costs are involved by the technical countermeasures currently 
in use? Cost of technical countermeasure device? Costs of 
integrating the device into the product? 

 No information is currently available on this issue. 

  
- How does the production verification work? Which costs are involved 

by the product verification process? 
 No information is currently available on this issue. 
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f) Impact on other Costs Drivers 
 
1. Information on other cost drivers 
 

- Are there any cost drivers of illicit trade not mentioned yet?  
 As the industry expert points out, the documentary and control efforts are 

tremendous. These include drawing spare part samples and doing 

laboratory examinations of the material quality of critical structural 

components. These cost drivers exist independent of any SUP-related 

activity and have to be done also for genuine parts.  

 
- What is their cost structure?  
 No information is available here.  
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g) Positive Effects of Illicit Trade 
 
1. Information on positive effects of illicit trade 
  

- Do you see positive effects of illicit trade? Higher sales due to grey 
market activities as they address new customer groups? Higher 
brand awareness due to counterfeit products? 

 The industry expert does not see any positive effects of illicit trade.   

 
- Have there e.g. been other (lower price) brands introduced to address 

more price sensitive consumers and to deter them from buying grey 
market products? 

 This question does not apply.  

   

 

 
2. Information on the additional revenue created by illicit trade 
  

- How many products are sold on the grey market? What is the price of 
that products on the grey market compared to the original price?  

 No data is currently available on this issue.  

 
 
 


