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5.7. Positive effects of illicit trade

5.7.1. Scientific view
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6. Summary and Conclusion
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Appendix C: Interview Transcription Pharmaceutical Industry
(tentative, as confirmation from the industry partner is still required)

a) Impact on Short Term Revenue

1. Information on products

- Which products / brands are currently most affected by fake
production / illicit trade?
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- Has the pattern of fake production / illicit trade changed in recent

years?
3 $ $

$3 -
- Have the products / brands changed that are most affected by fake

production / illicit trade?
> - - $3 -
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-3$ 2

- How high do you think is the number of items that are suspect to fake
production / illicit trade? Can this figure be broken down into
different brands and specific products?
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- What are the prices of the products being suspect to illicit trade?
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$-3 < .
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- Is there information available at which prices the fakes & illicit
products are being sold in the illicit supply chain & on the grey
market?

32 -%
2-3

2. Information on the impact of illicit trade as assessed within the
industry

- Are there models available in the industry that quantify the
substitution between licit and illicit products?

-3 - -3 , 2
3 23 $ - - -
$ -3 $ 2
$ $
$-3 > . 3
-3
A > 3

- Are there figures available that assess the loss of revenue due to
illicit trade?
01 3

23 - $
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- Is there data available that shows a significant reduction in sales of
specific products that is out of the ordinary?
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b) Impact on Brand Value

1. Information on brands & brand value

- Which important brands do exist in the pharmaceutical industry?

& 2 - $3 % > 1 3
2 $
#$
- How is brand value calculated within the industry?
-3 - - -2 -% 1 2 >

E$ * ) $ 2 -

- What is the brand value of specific brands that companies own?
E $ 2

2. Information on the impact of illicit trade on brand value

- Has the perception of specific brands by the consumers changed in
recent times? If there was a negative impact on specific brands, can
this be attributed to illicit trade & fake production? To which degree?
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3 - $3

- Has the perception of specific brands by distribution partners
changed in recent times? If there was a negative impact on specific
brands, can this be attributed to illicit trade & fake production? To
which degree?

E $ $ ?

- Are there models / calculations / estimates available that try to
measure the impact of illicit trade on brand value? If yes, how do
those calculations / models work?

-3 - 2 - %

- Have corrections of the brand value been made in the balance sheets
of pharmaceutical companies due to illicit trade?
2 $ -3
2 - $- = -3 ¢ % 4 * ) > $
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c) Impact on Legal Expenditures

1. Information on the industry's current legal actions to fight illicit trade
(active)

- Which kinds of illicit trade activities does the pharmaceutical
industry face most often? Grey market activity, counterfeit
production, copyright infringements, etc.?

3 -3 2

- Which of those illicit activities are most critical for the industry?
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- Which of those activities are battled by the industry?
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- Which methods are used to fight those illicit activities?
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- Whom address those liability expenditures? Distributors?
Producers? Which & where?
2 3 =
$ 3
3 $
$ 2 = 3
$ $ 22 2 >
$ 3 >
$ 2 =
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- Are there other legal protection mechanisms currently in use?
Intervention by governmental authorities to ask for better brand
protection? Contract penalties that impose fines on (distribution)
partners if they do not fight illicit trade appropriately? Other?

3 2 -3 2 - -2
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3 -$$3 A 2 -3 - 4 - >

2. Information on the industry's liabilities that emerge from illicit trade
(passive)

- Have there been liability / warranty claims against the companies of
the pharmaceutical industry? If yes, from which parties?
Distributors? Customers? Governmental agencies?

31 -3 1
3
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- Have there been liability / warranty claims against the industry's
(distribution) partners? If yes, from which parties? Distributors?
Customers? Governmental agencies?
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$ # $
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- What is the industry's policy upon warranty regulations concerning
illicit products?
A -3

3. Information on governmental regulation that impose additional costs

- Have there been laws & regulations introduced that target to fight
illicit trade and thereby lead to additional costs for the industry? If
yes, which laws? By what agencies? National / European /
International?
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- Does the pharmaceutical industry have to comply to known
regulations at some time in the future? Which agency set that
regulations? National / European / International?

= $ - > 1 2
44, A $ $ $
> -13
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$3 -2 3 -1 ;3 > 3 ?

3 2 3 2 $
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- How specific is the regulation: Whole industry? Certain products
group? Some specific products?
& H >

4. Information on the industry's legal costs from illicit trade

- Which costs are involved by actively fight illicit trade? Directly
related personnel costs? “Court” costs?
-3 2 - % 2 -3

- Which costs are involved by passive consequences of illicit trade?
Liability payments? Liability payments for partners? Directly related
personnel costs? “Court” costs?

-3 2 - % 2

- Do there cost estimates exist that try to evaluate the additional costs
imposed by the regulations? Are those costs typical for the industry?
- -3 2 - %
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d) Impact on Costs of Consumer / Customer / Customs Awareness
Programs

1. Information on existing awareness programs

- Is the industry currently running programs that make different
stakeholders aware of the problem of illicit trade? Whom do they
address? Consumers? Wholesalers? Shop owners? Customs?
Forwarders?

3 - 3
-3
3 >
$3
> + > 3
3 2 2
$ 3 > 2 = 3
1 3 2 $
3

- Have there been such programs in the past?
2 - 2 3

- If not, what factors have influenced the decision not to start such
awareness programs?
A -3

- What is the aim of the program? Detect illicit / fake products? Report
illicit products? Refuse to buy illicit products? Prevent further
dissemination of illicit products?

$3 3
3 < > 3 -3
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- What was the response of the stake holders to that programs? Rate
of participation? Number of detected / seized illicit products &
shops?

2 ? 2
$- - - $2

- How is the relevant information distributed to the different
stakeholders? Mail, in shops, in the package of licit products,
workshops, flyers etc.?

$ 3 3

2. Information on the costs & benefits of awareness programs

- Which costs occur / have occurred when conduction the awareness
products? Personnel costs, information dissemination costs?
3 - $
2 > $
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- Are there any measurable results to the awareness programs?
3 -3 $
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e) Costs of Technical Countermeasures

1. Information on existing technical countermeasures

- Which of the technical countermeasures available are currently in
use for pharmaceutical products? Do you know of other technical
countermeasures in use in the industry?

-3
| 4 &, 1%

- Are there different countermeasures in use within the product range?
Which features? Where?
$ $

- How high do you estimate the skill of illicit actors to imitate the
technical countermeasures? Have some of the countermeasures
been corrupted? Did this lead to a stop of integrating the
countermeasures into the product? Have countermeasures been
changed / upgraded?

3 1

2. Costs of the existing technical countermeasures

- Which costs are involved by the technical countermeasures currently
in use? Cost of technical countermeasure device? Costs of
integrating the device into the product?

1 $ A 3

- How does the production verification work? Which costs are involved
by the product verification process?
A -3
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Title

Description of main drivers of illicit trade, the roles of the different licit and

illicit actors and the mechanisms of illicit trade

Date
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f) Impact on other Costs Drivers

1. Information on other cost drivers

- Are there any cost drivers of illicit trade not mentioned yet?

E

- What is their cost structure?

A

-3
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g) Positive Effects of lllicit Trade

1. Information on positive effects of illicit trade

- Do you see positive effects of illicit trade? Higher sales due to grey
market activities as they address new customer groups? Higher
brand awareness due to counterfeit products?

31 3 2

- Have there e.g. been other (lower price) brands introduced to address
more price sensitive consumers and to deter them from buying grey
market products?

E

2. Information on the additional revenue created by illicit trade

- How many products are sold on the grey market? What is the price of
that products on the grey market compared to the original price?
A -3
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Appendix D: Interview Transcription Aerospace Industry

a) Impact on Short Term Revenue

1. Information on products

- Which products / brands are currently most affected by fake
production / illicit trade?
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- Has the pattern of fake production / illicit trade changed in recent
years?

- Have the products / brands changed that are most affected by fake
production / illicit trade?

C - $ 3.
> $ -3
3 $ $ $
? > $- 2
? A >
A 3 H

= 3 2 9 >

$ % 2
3

- How high do you think is the number of items that are suspect to fake
production / llicit trade? Can this figure be broken down into different
brands and specific products?

-3 2 - %

- What are the prices of the products being suspect to illicit trade?
= -2 3 $ >
H 0 $- ¢ 2
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- Is there information available at which prices the fakes & illicit
products are being sold in the illicit supply chain & on the grey
market?

3 - $ *8Q $-
2-3

2. Information on the impact of illicit trade as assessed within the
industry

- Are there models available in the industry that quantify the
substitution between licit and illicit products?
-3 - $
t - 3 - 2 - % - $

- Are there figures available that assess the loss of revenue due to
illicit trade?
E

- Is there data available that shows a significant reduction in sales of
specific products that is out of the ordinary?
E

Public 63




Project Title (Acronym) SToP Tampering of Products (SToP) Project Number | IST-034144

Deliverable Deliverable 1.1

Title Description of main drivers of illicit trade, the roles of the different licit and | Date 2007-07-09

illicit actors and the mechanisms of illicit trade

b) Impact on Brand Value

1. Information on brands & brand value

- Which important brands do exist in the aerospace industry?
-3 2- . >
$ ; >=$ >0 $ > - > .

- How is brand value calculated within the industry?
E $ 2

- What is the brand value of specific brands the industry owns?
E $ 2

2. Information on the impact of illicit trade on brand value

- Has the perception of specific brands by the consumers changed in
recent times? If there was a negative impact on specific brands, can
this be attributed to illicit trade & fake production? To which degree?

31 -3 2

23 2

- Has the perception of specific brands by distribution partners
changed in recent times? If there was a negative impact on specific
brands, can this be attributed to illicit trade & fake production? To
which degree?

E 2 - %

- Are there models / calculations / estimates available that try to
measure the impact of illicit trade on brand value? If yes, how do
those calculations / models work?

E
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- Have corrections of the brand value been made in the balance sheets
of the companies in the aviation industry due to illicit trade?

E

2 - %
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c) Impact on Legal Expenditures

1. Information on the industry's current legal actions to fight illicit trade
(active)

- Which kinds of illicit trade activities does the industry face most
often? Grey market activity, counterfeit production, copyright
infringements, etc.?

A - 3% #

- Which of those illicit activities are most critical for the industry?
A - 3% #

- Which of those activities are battled by the industry?
A - 3% #

- Which methods are used to fight those illicit activities?
A -3

- Whom address those liability expenditures? Distributors?
Producers? Which & where?
A -3

- Are there other legal protection mechanisms currently in use?
Intervention by governmental authorities to ask for better brand
protection? Contract penalties that impose fines on (distribution)
partners if they do not fight illicit trade appropriately? Other?

E
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2. Information on the industry's liabilities that emerge from illicit trade
(passive)

- Have there been liability / warranty claims against the industry? If
yes, from which parties? Distributors? Customers? Governmental
agencies?

E 2 - %

- Have there been liability / warranty claims against the industry's
(distribution) partners? If yes, from which parties? Distributors?
Customers? Governmental agencies?

E 2 - %

- What is the industry's policy upon warranty regulations concerning
illicit products?
E 2 - %

3. Information on governmental regulation that impose additional costs

- Have there been laws & regulations introduced that target to fight
illicit trade and thereby lead to additional costs for the industry? If
yes, which laws? By what agencies? National / European /
International?

2 3 -3 2 3 - H
== 2 - 2

- Does the industry have to comply to known regulations at some time
in the future? Which agency set that regulations? National /
European / International?

E 2 - %
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- How specific is the regulation: Whole industry? Certain products
group? Some specific products?
E 2 - %

4. Information on the industry's legal costs from illicit trade

- Which costs are involved by actively fighting illicit trade? Directly
related personnel costs? “Court” costs?
E 2 - %

- Which costs are involved by passive consequences of illicit trade?
Liability payments? Liability payments for partners? Directly related
personnel costs? “Court” costs?

E 2 - %

- Do there cost estimates exist that try to evaluate the additional costs
imposed by the regulations? Are those costs typical for the industry?
E 2 - %
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d) Impact on Costs of Consumer / Customer / Customs Awareness

Programs

1. Information on existing awareness programs

- Is the industry currently running programs that make different
stakeholders aware of the problem of illicit trade? Whom do they
address? Consumers? Wholesalers? Shop owners? Customs?
Forwarders?

-3 -3

Have there been such programs in the past?
E

If not, what factors have influenced the decision not to start such
awareness programs?
2 - %

What is the aim of the program? Detect illicit / fake products? Report
illicit products? Refuse to buy illicit products? Prevent further
dissemination of illicit products?

2 - %

What was the response of the stake holders to that programs? Rate
of participation? Number of detected / seized illicit products &
shops?

2 - %

How is the relevant information distributed to the different
stakeholders? Mail, in shops, in the package of licit products,
workshops, flyers etc.?

2 - %
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2. Information on the costs & benefits of awareness programs

- Which costs occur / have occured when conduction the awareness

products? Personnel costs, information dissemination costs?

A

- Are there any measurable results to the awareness programs?

A

-3

-3
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e) Costs of Technical Countermeasures

1. Information on existing technical countermeasures - In cooperation
with D1.3

- Which of the technical countermeasures available are currently in
use for your products? Do you know of other technical
countermeasures in use in your industry?

- -3 - 2 H
= A
2 3
$3 $ &, -9$
3 # $ -$- 44,
3 3
> $ > $ > >
$ -$- 3 A

- Are there different countermeasures in use for your product range?
Which features? Where?
; $ &, - > $ > 1 > 4 4,

- How high do you estimate the skill of illicit actors to imitate the
technical countermeasures? Have some of the countermeasures
been corrupted? Did this lead to a stop of integrating the
countermeasures into the product? Have countermeasures been
changed / upgraded?

E 2 - %
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2. Costs of the existing technical countermeasures

- Which costs are involved by the technical countermeasures currently

in use? Cost of technical

integrating the device into the product?

E

32 -8

countermeasure device? Costs of

- How does the production verification work? Which costs are involved
by the product verification process?

E

32 -%
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f) Impact on other Costs Drivers
1. Information on other cost drivers
- Are there any cost drivers of illicit trade not mentioned yet?
= 31 > 3
$ 3 1 A 3 - -
2 1 3 H -
2 3 2 $
- What is their cost structure?
E 2 - %
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g) Positive Effects of lllicit Trade

1. Information on positive effects of illicit trade

- Do you see positive effects of illicit trade? Higher sales due to grey
market activities as they address new customer groups? Higher
brand awareness due to counterfeit products?

31 3 2

- Have there e.g. been other (lower price) brands introduced to address
more price sensitive consumers and to deter them from buying grey
market products?

A -3

2. Information on the additional revenue created by illicit trade

- How many products are sold on the grey market? What is the price of
that products on the grey market compared to the original price?
E 32 -%
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