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2 SToP Project

Security in Anti-Counterfeiting

 Security = Protection of assets against threats

 Asset = Distribution channel

 Threat = Counterfeit product enters distribution channel

Security in practice
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Performance,

Usability

Cost

Security

Security
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Process of Security

Prevention

(Cost to break)

Detection

(Detection rate)

Response

(Expected fine)
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Metrics for Security

Direct effect of security

Pr(counterfeit 

product detected)
Check rate=

Pr(counterfeit 

detected in a check)
•

Indirect effect of security (deterrent effect on counterfeiter)

Expected 

profit

Pr(counterfeit product 

not detected)

Illicit profit -

Cost to break
•=

Pr(counterfeit 

product detected)
-

Expected 

punishment
•

Target: 100%

Target: < 0

http://images.google.de/imgres?imgurl=http://www.xboxcore.com/images/Flag_european_union.jpg&imgrefurl=http://www.xboxcore.com/gaming_news/758.html&h=300&w=400&sz=11&tbnid=_LJUl4ClrF6H3M:&tbnh=90&tbnw=120&hl=de&start=2&prev=/images%3Fq%3DFlag%2BEuropean%2BUnion%26svnum%3D10%26hl%3Dde%26lr%3D%26sa%3DN
http://fp6.cordis.lu/index.cfm?fuseaction=UserSite.FP6DetailsCallPage&call_id=271


5 SToP Project

Radio Frequency IDentification

Source: Floerkemeier/Lampe

 Simple, low-cost devices

 EPCglobal vision: replace 

barcodes with 5¢ tags

 Open-loop, industry-wide 

networks

 Security comes only 

afterwards

 Frequencies

 13.56 MHz (HF), 862-956 

MHz (UHF)

Energy

Data (ID)

Tag

Reader
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Threats

1. Counterfeit without a tag

2. Counterfeit with a tag with invalid ID

3. Counterfeit with a valid ID (clone)

4. Counterfeit with a genuine tag

Counterfeit products (threats) Countermeasures

 Check that products have tags

 Check that tags have valid IDs

 Checks that tag is not cloned

 Product-tag integrity

Tag authentication

Prevent cloning of tags Detect cloning of tags
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Preventing Cloning of RFID Tags

Static Passwords

 Clumsy method, only moderate security

Unique Transponder ID (TID) Numbers

 Can be cracked with a 10€ tag impersonation device

 Programmable chips would undermine all protection

 Little clumsy, not secure for large-scale use

Chip Fingerprints

 Measure a unique “fingerprint” of the chip

 Possibly low-cost, high-secure

 Promising, recently commercialized

Strong Cryptography

 Exists in HF, has been demonstrated for UHF

 Long read time (up to seconds)

 Technically possible, costs are decreasing

10€ tag impersonation

device (Confidex Oy)
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Detecting Cloning of RFID Tags

Blacklisting

 List of copied ID numbers

 Basic method, requires upkeeping

Event Counting

 “Only first N events are generated by the genuine product”

 Basic method for static close-loop systems

Track and Trace Checks

 Data mining to detect events generated by cloned tags

 Dynamic open-loop systems

 Comes for free with visibility, can generate false alarms

Synchronized Secrets

 Novel method to detect tag cloning attacks

 Requires only some rewritable memory (not for barcodes!)

 No false alarms, but manual inspection needed
509t3

111.222.333

928t2
111.222.333

é

STimeID

509t3
111.222.333

928t2
111.222.333

é

STimeID

928S

Tag

111.222.333ID

Back-end system

S (new)

ID, S

509

18264.697441.4

18264.697441.2

18264.697441.3

18264.697441.1

EPC

18264.697441.4

18264.697441.2

18264.697441.3

18264.697441.1

EPC
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Example: Synchronized secrets

WholeaslerManufacturer Distributor Hospital

ID

509012

509 = 509 → OK012 = 012 → OKnew secret

677

Back-end

ID

509 012 677
new secret

counterfeit

ID

012

Counterfeit

Manufacturer
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1. Obtain counterfeit products 

(without RFID tags)

2. Obtain ID numbers of 

genuine products for fake tags

3. Affix fake RFID tags to 

counterfeit products

4. Sell counterfeit products to 

licit supply chain

Process of Securing a Supply Chain

Prevention

• Do not disclose 

blueprints

• Audit manuf.

Detection

• Private 

investigators

Response

• Find and 

prosecute 

counterfeiter

Prevention

• Random ID 

numbers

• Waste mngt.

Detection

• Monitor 

clandestine 

scanning

Prevention

• Insert tag inside 

product

Detection

-

Response

-

Prevention

• Secure 

legitimate inputs

Detection

• Authenticate 

products

Response

• Find and 

prosecute 

counterfeiter

Response

• Find and 

prosecute 

counterfeiter
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Concluding Remarks

 Security is the overall benefit

 Technology is one component in the overall process of securing a supply chain

 RFID provides a platform

 Much richer platform than 2D barcodes

 Metrics matter – goal is to detect all counterfeits

 High check rate and tracking
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