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Executive Summary 

This report supports operative anti-counterfeiting practices within brand-owner 

companies by studying the weakest links within licit supply chains, the properties of 

products most susceptible to counterfeiting, the established best practices of brand 

protection, and implementation of different anti-counterfeiting measures. 

Published cases and discussions with industry experts reveal that the origins of fake 

pharmaceutical goods can be disguised by shipping the goods through loosely 

regulated free-trade zones, by repackaging, and through complex trade routes. 

Overall, secondary wholesalers and small players are believed to constitute potential 

weakest points within licit pharmaceutical supply chains. 

The supply chains of luxury good brand-owner companies are tightly integrated from 

manufacturing to boutiques and can be considered safe from counterfeits. The risk of 

counterfeits is higher in authorized and especially in unauthorized distributorsô and 

retailersô supply chains.  Luxury good brand-owners encounter most counterfeit 

products in the supply chain where customers return their goods to after sales service. 

There exists a grey area of cases where a player in the licit supply chain seeks to profit 

by buying goods he believes (or claims to believe) are original grey marketed goods, 

original goods for which no taxes have been paid, or original second hand goods. In 

these cases, an open product verification solution would make the buyers of the 

counterfeit goods liable since they would no longer have doubts of the goodsô origins. 

Counterfeiters also sell fake products directly to consumers or end-users as deceptive 

and non-deceptive counterfeits, especially through e-commerce channels.  

A framework for choosing which products should be secured with technical measures 

is presented. The general factors that define a productôs attractiveness for 

counterfeiters, and the expected losses due to counterfeiting of a product, are derived, 

and exemplified in health care industry and luxury goods industry. Brand-owner 

companies can use the presented framework to prioritize which products should be 

protected. The analysis shows that in addition to simply looking which products have 

been counterfeited in the history, brand-owner companies can use many other sources 

of information to assess which products need protection in the future. 

An empirical benchmarking study of the established best practices in anti-

counterfeiting is presented. The results indicate that top performing companies are 

characterized by in-depth knowledge on the country-specific characteristics of 

counterfeit trade and the production techniques of illicit producers, a precise idea of 

the different tactics to disguise criminal activities and conceal import routes, and the 

typical distribution channels and selling tactics. Top performing companies also have 

established process for dealing with counterfeiting cases. These processes are 

composed of a set of different, partly complementary and partly overlapping practices.  

Last, implementation of company-wide monitoring, reaction, and mitigation processes 

is discussed, and an organizational structure of anti-counterfeiting task force is 

presented to support companies in operationalizing the countermeasures. 
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1 Introduction 

The past deliverables of this workpackage have presented a problem analysis of 

product counterfeiting (D1.1), an analysis of requirements for technical 

countermeasures (D1.2), and an assessment of status quo of existing countermeasures 

(D1.3). This deliverable (D1.4) concentrates on operative anti-counterfeiting practices 

within brand-owner companies. The resulting set of four reports constitutes an 

extensive and up-to-date body of knowledge and an anti-counterfeiting toolbox for 

companies across different industries. 

There are two major motivations behind this deliverable. On the first hand, budgets to 

security and brand protection in end-user companies are always limited and the scarce 

resources must be well allocated for the best possible impact. Besides of maximizing 

returns on the investments in security measures, careful allocation of resources signals 

that the company is working in a responsible way to mitigate the risks of counterfeit 

products. On the other hand, practical knowledge of operationalization of anti-

counterfeiting measures is incomplete and not well established within many end-user 

companies, especially in small- and medium size enterprises. One reason for this lack 

of knowledge is the persisting culture of secrecy where the problems of product 

counterfeiting and the countermeasures are not openly discussed and shared. 

The originally planned scope of this deliverable includes an analysis of the weakest 

points within licit supply chains and the properties of products most susceptible to 

tampering and counterfeiting. This provides brand-owner companies with support for 

important operational decisions regarding which physical locations and which 

physical products require most attention from the companyôs brand protection experts. 

The weakest points within licit supply chains are analyzed in Section 2 based on a 

review of public cases and related literature and interviews with industry experts. 

Section 3 presents a qualitative framework for evaluating which products are most 

susceptible to counterfeiting and how big the expected losses from counterfeiting are. 

In both these sections, examples are provided from health care industry and luxury 

goods industry. 

To provide an even stronger knowledge on anti-counterfeiting practices, the scope of 

this deliverable has been extended with a benchmarking study of established anti-

counterfeiting best practices, as well as a discussion of implementation of different 

anti-counterfeiting measures. The established best practices and the benchmarking 

study that was conducted to discover them are presented in Section 4. By comparing 

their own practices to the established best practices, brand-owner companies can 

adjust and improve their own anti-counterfeiting activities. Practical guides for 

implementation of company-wide monitoring, reaction, and mitigation processes, as 

well as set up of an anti-counterfeiting task force, are discussed in Section 5. 
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2 Weakest points in licit supply chains 

In this section we study how counterfeit products can enter the licit supply chains. We 

first provide a review and an analysis of public cases of counterfeiting to exemplify 

the practices of illicit actors. After that we instantiate and discuss the model of 

concurrent licit and illicit supply chains (SToP D1.1) for pharmaceutical and life 

sciences industry, and for luxury goods industry. These supply chain models are based 

on literature as well as interviews with industry experts. 

2.1 Review of public cases 

Infant formula  

In 1995, counterfeit infant formula was sold to the licit supply chain in California. 

The counterfeiters bought 500,000 pounds of inexpensive bulk powdered infant 

formula in December 1994. This formula was sold by a legitimate company for 

exporting only since the product could not be sold legally in the United States because 

it did not contain the correct levels of some nutrients required by federal law. 

However, instead of exporting the formula the counterfeiters hired laborers to pack 

the powder in cans similar in size and appearance to those used to package Similac ï a 

similar but higher quality infant formula with a registered trademark. The 

counterfeiters ordered 50,000 labels bearing the registered trade mark of Similac from 

a U.S. based printing company and glued these labels onto one-pound cans of the 

counterfeit formula. In January 1995, the counterfeiters sold more than 3,500 cases of 

the counterfeit formula to wholesale grocers in California. The formula eventually 

lined the shelves of retail stores throughout the state. FDA agents were alerted in 

February 1995 after numerous parents who were familiar with the real product 

complained about the product; the counterfeit product looked different and the 

enclosed measuring scoop was a different color than the one packed with the genuine 

Similac. No serious illnesses were reported, but some babies got upset stomachs and 

vomited after consuming the fake product. In February 1995, the agents found and 

arrested the counterfeiters while seizing 38,000 pounds of the counterfeit formula. 

Officials estimated that the counterfeiters made a net profit of $4 million by selling 

the counterfeit formula. 



Project Title (Acronym) SToP Tampering of Products (SToP) Project Number IST-034144 

Deliverable D1.4   

Title Analysis of the óweakest pointsô within licit supply chains and the 
properties of products most susceptible to tampering and counterfeiting 

Date 2009-03-12 

 

 Public 4 

 

 

Manufacturer

Distributor

Component Sup.

Parts Supplier Parts Supplier

Distributor

Component Sup.

Waste Mgmt.

Consumer

Retailer

Refurbishing

Consumer

RetailerR
e

fu
rb

is
h

in
g

Licit Supply Chain Illicit Supply Chain

Manufacturer

Legend:

Actors with lawful intent

Actors with illicit intent

Intermediate or final market

Flow of goods

 

Figure 1.  Illustration of the flow of the counterfeit goods entering the supply chain, 
case: ñCounterfeit infant formulaò (supply chain model from D1.1) 

The flow of the goods in this case is illustrated in Figure 1 within the general supply 

chain model introduced in D1.1. Furthermore, this example represents a typical case 

of fraudsters (c.f. D1.1) that are counterfeit producers who target the price of the 

original product with counterfeit products with low visual and functional quality. 

[BRE03] 

Pharmaceuticals: Viagra, Cialis 

In November 2004, the owner of Lifeway Pharmacy had ordered counterfeit and 

misbranded pharmaceuticals from China via the internet and arranged for the drugs to 

be shipped to him at his home. The investigation started when Immigration and 

Customs Enforcement (ICE) inspectors at the Dallas-Fort Worth Airport examined a 

large package that had arrived from China with shipping documents identifying its 

contents as health food. Inspectors found that contrary to its label, the package 

contained large quantities of the pharmaceutical drugs known as Viagra and Cialis. 

Suspecting the pharmaceutical drugs were counterfeit, ICE agents notified Pfizer 

Pharmaceuticals, the manufacturer of Viagra, to verify the authenticity of the drugs. 

Checking the lot numbers, Pfizer confirmed the drugs were counterfeit. Eli Lily, the 

manufacturer of Cialis, also confirmed the Cialis tablets were counterfeit.  

After contacting the owner of Lifeway Pharmacy by telephone and making 

arrangements to deliver the package to him at his pharmacy, Special Agents with the 

FDA, posing as delivery personnel, made a controlled delivery of the package 

containing 1,000 counterfeit Cialis tablets and over 4,500 counterfeit Viagra tablets. 

[USA06] 
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Figure 2: Illustration of the flow of the counterfeit goods entering the supply chain, 
case: ñCounterfeit Viagra and Cialisò (supply chain model from D1.1) 

Pharmaceuticals: Neupogen, Lipitor 

In 2005, the owner of pharmaceutical distribution company Albers Medical 

Distributors admitted that he sold counterfeit and misbranded Neupogen to a 

California firm in September 2001, despite warnings and notices from the Food and 

Drug Administration and his own knowledge of counterfeit Neupogen that earlier had 

been purchased and distributed by his firm. Neupogen is an injectable human growth 

hormone used to decrease the incidence of infections in persons with lowered immune 

systems, such as cancer and AIDS patients.  

The owner of indicated pharmaceutical distribution company used the services of a 

pharmaceutical broker, OTS Sales, to identify vendors from which he purchased and 

sold pharmaceuticals. In 2001, the FDA notified Albers of counterfeit Neupogen 

purchased and distributed by his firm through OTS Sales and further also sold and 

distributed the counterfeit and misbranded Neupogen to Actsys Medical, Inc., in 

California, a sale brokered by OTS Sales. Earlier he was advised by the Missouri 

Board of Pharmacy had advised not to purchase pharmaceuticals from out-of-state 

distributors unless the distributor was licensed in Missouri. Despite those warnings, he 

had not taken any investigatory or prohibitory steps to confirm OTS Sales was only 

purchasing from Missouri licensed brokers. Albers Medical DistributorsË source for 

the counterfeit and misbranded Neupogen, was not licensed in Missouri. 

At the urging of the FDA, the owner of pharmaceutical distribution company initiated 

a recall of more than 18 million Lipitor tablets, perhaps the largest recall in the history 

of criminal investigations of counterfeit medications. [BSU06] 



Project Title (Acronym) SToP Tampering of Products (SToP) Project Number IST-034144 

Deliverable D1.4   

Title Analysis of the óweakest pointsô within licit supply chains and the 
properties of products most susceptible to tampering and counterfeiting 

Date 2009-03-12 

 

 Public 6 

 

 

Manufacturer

Distributor

Component Sup.

Parts Supplier Parts Supplier

Distributor

Component Sup.

Waste Mgmt.

Consumer

Retailer

Refurbishing

Consumer

RetailerR
e

fu
rb

is
h

in
g

Licit Supply Chain Illicit Supply Chain

Manufacturer

Legend:

Actors with lawful intent

Actors with illicit intent

Intermediate or final market

Flow of goods

 

Figure 3: Illustration of the flow of the counterfeit goods entering the supply chain, 
case: ñNeupogen, Lipitorò (supply chain model from D1.1) 

Cisco computer hardware 

A federal grand jury recently returned an indictment charging two men with 

trafficking in counterfeit Cisco products. 

Cisco is a company that manufactures and sells computer hardware with an emphasis 

on hardware that allows computers to network with other computers. According to the 

indictment, between August 2002 and July 2004, the two men, while working for a 

California company, began purchasing counterfeit Cisco products from an individual 

in China. After receiving the shipments from China, both above indicated persons 

then sold the counterfeit Cisco products to retailers of network products in the United 

States. According to the indictment, they shipped some of the counterfeit Cisco 

products directly to the Marine Corps, Air Force, Federal Aviation Administration, 

FBI, defense contractors, universities and financial institutions. These entities had 

purchased the product from a computer retailer serving as a middleman which in turn 

purchased the products from the above indicated persons. [USA08] 

Colgate toothpaste 

Recently, two men pleaded guilty before U.S. District Court to trafficking in 

counterfeit goods in violation of criminal trademark laws. The defendants admitted to 

having trafficked in a combined total of 518,028 tubes of counterfeit Colgate 

toothpaste with an estimated retail value of $730,419. Laboratory tests conducted by 

the Food and Drug Administration (FDA) and Colgate-Palmolive on samples of the 

counterfeit toothpaste revealed that the toothpaste lacked fluoride, an ingredient found 

in genuine Colgate toothpaste, and that some of the toothpaste contained 

microorganisms, such as bacillus spores and diethylene glycol. Diethylene glycol, 

commonly used as a coolant for hydraulic and brake fluids, is illegally used in the 

production of counterfeit health care products to provide lubrication and help products 

maintain moisture. According to the FDA, the level of diethylene glycol contained in 
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the counterfeit toothpaste can pose health and safety risks to all consumers but 

primarily to individuals with compromised immune systems, children and infants.  

The information revealed that the packaging on the counterfeit toothpaste was 

substantially indistinguishable from the legitimate Colgate-Palmolive product except 

that it contained spelling and grammatical errors as well as erroneously stating that the 

toothpaste was made in South Africa, even though all the products were imported 

from the Peopleôs Republic of China. Most of the counterfeit toothpaste at issue was 

sold by the defendants to secondary distributors and small to medium-sized discount 

stores throughout several states in the United States. [DOJ08] 

Marlboro Cigarettes 

In 2002, the counterfeit cigarettes, including counterfeit Marlboro and Newport brand 

cigarettes, were produced at factories in China by unknown cigarette manufacturers 

and illegally imported into the United States. The cigarettes were shipped in shipping 

containers utilizing bills of lading, invoices and packing lists which falsely listed the 

contents as either wicker, bamboo or rattan products or plastic toys. Each shipment 

contained approximately 800-1,100 cases of counterfeit cigarettes, which equates to 

approximately 8-11 million cigarettes per shipment. The cigarettes have been 

delivered to the buyers in United States Canada, Illinois, Minnesota and elsewhere. 

Counterfeit marks were identical with and substantially indistinguishable from 

genuine marks in use and duly registered. [USC03] 

Various products 

In 2005, Italy faced the largest seizures of goods in Italian history. The finance police 

discovered 25 million Chinese made fake products with a value estimated at USD 141 

million. The investigation led to discovery of six warehouses and 11 shops in Milan's 

Chinatown filled with counterfeit goods. Toys, footwear, clothing, leather goods and 

electrical products were piled high in the warehouses. The products were to be sold in 

Chinese stores and in market stalls where many Italians shop. Some of the goods were 

also considered to be unsafe. The finance police said that many of the toys had no 

instructions and were not safe for children to play with. Italy's labor ministry 

expressed concern about the number of Chinese firms operating illegally in the 

country. [COR05] 
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Figure 4: Illustration of the flow of the counterfeit goods entering the supply chain, 
case: ñDifferent productsò (supply chain model from D1.1) 

Counterfeit pharmaceuticals and free trade zones 

Seizure of suspicious drugs at the Heathrow Airport in London in May 2006 lead to 

the discovery of a complex supply chain of fake drugs from China to the U.S. (f.c. 

Figure 5). The British customs intercepted 846 pounds of pharmaceuticals, mostly 

counterfeit versions of products made by such well-known companies. The shipment 

had arrived from the United Arab Emirates and it was en route to the Bahamas. 

Investigations revealed that the counterfeit drugs were shipped from a trading 

company situated in the free trade zone of Dubai. Local authorities in Dubai 

announced that further actions lead to a seizure of a large cache of counterfeit drugs 

from the trading companyôs warehouse.  

Free trade zones act as way stations for goods moving around the globe and they are 

specially designated by a growing number of countries to encourage trade, where 

tariffs are waived and there is minimal regulatory oversight. The problem is that 

counterfeiters use free trade zones to hide ð or sanitize ð a drugôs provenance, or to 

make, market or re-label adulterated products. Dubai is particularly attractive to 

counterfeiters because of its strategic location on the Persian Gulf between Asia, 

Europe and Africa and the huge volume of goods that move through its free trade 

areas; nearly a third of all counterfeit drugs confiscated in Europe last year came from 

the United Arab Emirates. Indeed, the investigation revealed that the counterfeit 

products were shipped to Dubai from main land China through Hong-Kong, but the 

factory where the drugs originated from could not be identified.  

The ultimate address of the counterfeit drugs was an Internet pharmacy in Canada, 

who sold the drugs to American customers. However, instead of shipping the drugs 

directly to the patients from the Bahamas, they went back to the U.K., where U.K. 

postage would be affixed, and were then mailed to the final destination in the U.S. 

The U.K. postage was used to lend credibility to the medicine. In the investigations, 

the Bahamian authorities followed up and raided a local pharmacy that was involved 
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in the illicit business, seizing nearly $4 million in drugs, some of which turned out to 

be counterfeit. Furthermore, it was found that the computers at this pharmacy were 

connected to a server hosting a Canadian internet pharmacy web site. The site 

belonged to RxNorth, described by one trade association as the worldôs first major 

online pharmacy. RxNorth was providing about $800 million worth of low-cost drugs 

a year to two million uninsured and underinsured Americans. Compared to the U.S., 

drugs have traditionally been cheaper in Canada because of its health care system. Big 

pharmaceutical companies were not pleased and many cut off RxNorthós supplies, 

forcing RxNorth to buy from other wholesalers. The Federal Drug Administration 

(FDA) intercepted 5,000 packages from RxNorth and counterfeits were detected, and 

as a result the agency warned Americans not to buy 10 drugs from RxNorth or related 

Web sites. 

 

Figure 5. Trade route of the counterfeit drugs (source: New York Times) 

2.2 Pharmaceutical and life sciences industry 

The public cases reviewed in the previous subsection exemplify how counterfeit drugs 

move in a global economy and why they are so difficult to trace. The weakest links in 

licit supply chains are case specific, but for example free trade zones and internet 

pharmacies pose a general threat to the distribution of genuine drugs. Consumers can 

buy drugs directly from websites that purport to be representing a U.K., European or 

North American business. Such websites will usually suggest that a prescription is 

necessary and attempt to reassure the purchaser that all is legitimate. Sometimes they 

are legitimate, but there is a considerable risk that they are not [SAT04].  

Counterfeit products can be sold to licit supply chain partners as genuine products and 

thus enter the licit supply chain. In some cases, authorized or licit wholesalers and 

other intermediate parties might buy from doubtful sources where they can make 

surprisingly good bargains. These are borderline cases where the involved licit players 

could have some reason to be suspicious about the origins of the products. In 

particular, counterfeit products can be potentially introduced into the distribution 

system parceled as parallel-traded products [SAT04]. In some individual cases, very 

small traders may represent weak points in the supply chain in the wholesaler level 

[HSM06]. Moreover, used packages from end points or repackaging are generally not 

scrapped but they go along the general waste. As a result, genuine packages can 
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potentially be obtained for example from hospital waste to be refurbished for illicit 

purposes.  

Figure 6 draws a general picture of the possible entry points of counterfeit products in 

licit pharmaceutical supply chains. In the illustration, supplier level comprises, for 

example, manufacturers of ingredients and packaging materials. The manufacturers 

comprise brand-owner and patent-holder companies who produce their own products 

by themselves, as well as contract and license manufacturers. Wholesaler level 

includes secondary wholesalers, distributors, repackagers, pharmacy chains and other 

middle men who buy the drugs from manufacturers and other wholesalers and sell 

them to other each other or downstream to pharmacies, hospital pharmacies, and 

internet pharmacies. In particular, manufacturers have established waste management 

practices and all material that could be used to produce counterfeit products and 

packages are destroyed on site in a controlled way. The waste management practices 

of repackagers and hospitals, however, are more lax and constitute a potential risk of 

recovery of packaging material for illicit purposes.  
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Figure 6. Illustration of weakest links in pharmaceutical supply chains 

Overall, cases of product counterfeiting in the licit supply chains in modern 

economies are considered very infrequent, and the biggest risk appear to lie in 

deceptive purchasing from illicit internet pharmacies. FDA believes that 

counterfeiting is quite rare in the U.S. drug distribution system [FDA06]. First real 

evidence for the presence of counterfeit medicines on the European market appeared 

around year 1998, and since then the number of cases reported has been steadily 

increasing [HAR06]. In the U.S., secondary wholesalers that sell drugs to one another 

constitute a potential weakest link where fake or unapproved and potentially 

dangerous drugs from other countries can enter the licit supply chain [PFI07].  

Also the European drug distribution system is believed to be rather secure against 

counterfeit products, but alarming example cases can be identified. For example, Dr. 

Nils Behrnt, a senior European Commission official, informed that for the period 

2000ī2005 alone he was aware of 27 separate counterfeit medicine supply events in 

the legitimate European supply chain [BEH06]. He also testified to knowledge of 170 

cases in the illegitimate/non-legal supply chain in the same period, which may be 



Project Title (Acronym) SToP Tampering of Products (SToP) Project Number IST-034144 

Deliverable D1.4   

Title Analysis of the óweakest pointsô within licit supply chains and the 
properties of products most susceptible to tampering and counterfeiting 

Date 2009-03-12 

 

 Public 11 

 

exemplified by instances of people obtaining fake prescription medicines for 

conditions such as depression or erectile dysfunction via Internet [HSM06]. In the 

European market, weaknesses in the trade control system of one member state can 

lead to a critical weak point in the entire EU pharmaceutical regulatory system. This is 

a result from recent efforts to open the European market and ease the flow of goods 

inside Europe. Thus, although some member states, with strong regulatory and control 

systems, may assume that they have no counterfeit medicine problem on their 

territory, this assumption may well be false [HSM06]. Organized criminal gangs from 

the former Soviet Union and Balkans are believed to be involved in the 

pharmaceutical crime business in the European market and manufacturing sites are 

either within these regions or outside Europe, sited in countries such as China and 

India that have weak pharmaceutical regulatory and enforcement structures [HSM06].  

The complexity of the European medicines market, which has been characterized by 

both linguistic and administrative diversity, might also ï perhaps paradoxically ï have 

served to defend public health interests. Counterfeiters may have found it easier to 

produce and distribute fake products in larger, in some ways more unified, healthcare 

markets such as that of the US, where a relatively large number of medicines 

counterfeiting cases have been found [SAT04]. Additionally, the fact that US 

medicine consumers have relatively often to fund their pharmaceutical treatment out 

of their own pockets may have made them more likely than their western European 

counterparts to risk obtaining supplies via the Internet, or other vulnerable routes 

[HSM06]. However, dangerous pharmaceuticals, obtained from abroad, can become 

available in commercial quantities for sale through the legitimate distribution chain. 

They can end up being prescribed by doctors and provided by the National Health 

Service (or public health providers elsewhere in Europe) and supplied to the patient 

direct in hospital or obtained over the counter in pharmacies and dispensaries. These 

products are supplied innocently at the point of sale by legitimate means, by those 

unaware of their true origin [SAT04]. 

Repackaging of pharmaceutical products is also potential weak link in the licit supply 

chain. In the process of repackaging, which might take place abroad, the more 

expensive and secured packaging of the manufacturer is often entirely removed, batch 

numbers are reprinted and patient advice material translated [SAT04]. This creates 

further problems: First, pristine packaging is available to be used for counterfeit 

products, although the redundant packaging is supposed to be destroyed (c.f. waste 

management in Figure 6). Second, the potential for errors in translation and errors in 

transcription of batch numbers is introduced. Third, when moving around Europe, for 

instance, the products can pass through as many as 30 distributors, and the product 

becomes virtually anonymous; as a result, should it later be found to be time-expired 

or counterfeit, the seller can legitimately claim he was unaware of the fact. 

To protect the patients from substandard and counterfeit products, pharmaceutical 

manufacturers are encouraged by the FDA to publish lists of authorized distributors 

and wholesalers to identify traders who can be assumed to have licit intentions. 

Furthermore, wholesalers are encouraged to do due diligence when buying from 

another wholesaler, including: detailed review of the wholesaling license, criminal 

background check of wholesalersô key personnel, credit history, physical site 

inspection, as well as compliance check with regulations (e.g. from FDA). Pharmacies 

are encouraged to conduct similar practices with their wholesalers, as well as verify 
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where the wholesalers source their products and educate their staff in anti-

counterfeiting. [FDA04] 

2.3 Luxury goods industry 
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Figure 7. Illustration of weakest links in supply chains in luxury goods industry 

Luxury goods industry is much less affected by outsourcing and contract 

manufacturing than most other manufacturing industries. Most of the production is 

still in Western Europe (e.g. watches in Switzerland, leather goods in Italy etc.). Since 

luxury goods companies compete rather with high technical content, quality 

standards, design and brands differentiation, they do not have real benefits from 

outsourcing production.  

Therefore the big brand-owner companies have normally good control over the supply 

chains from manufacturing to parts of retailing, i.e. a high level of vertical integration. 

As a result, the supply chains have also typically a high level of system integration. 

Brand owners sell their goods also to wholesalers who are authorized distributors and 

boutiques. Instead of selling products of only one brand-owner company (i.e. typically 

still multiple brands), authorized boutiques are concentrated on selling certain kinds 

of products, such as watches, jewelry, or leather goods, from multiple brand owners. 

In addition, there are non-authorized distributors who trade with the genuine luxury 

goods (i.e. grey marketer), but they cannot source directly from the brand-owner 

companies. Opting for the point of view of the brand-owner company, we denote this 

as the ñexternal supply chainò. 

The risk that counterfeit goods enter the brand-ownerôs internal supply chain is very 

low. A luxury good brandôs own boutiques source directly from the genuine 

manufacturing and the players in this distribution channel have only the brand-owner 

companyôs best interest on the agenda. However, counterfeit goods can enter the 

external licit supply chain. As observed in the pharmaceutical and health care industry 

(c.f. subsection 2.3), also in the luxury goods industry there as a grey area of cases 

where distributors could make deals by buying goods out of the licit channel. In these 

cases, the seller may follow three common ways to try to justify the lower selling 

price ï and hide the spurious origins ï of the counterfeit goods: the seller can try to 
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convince the buyer that i) the merchandise comprises genuine grey marketed 

products, ii) the merchandise is not cleared in customs and therefore no taxes have 

been paid, or that iii) the merchandise is second hand goods. 

The point in the licit supply chain where probably most counterfeit products are seen 

is after sale services. For example watches need service about every 2-5 years. When 

a deceptively bought luxury good is returned to the brandôs boutique, one of the 

processing steps is to verify that the article really is genuine1. According to industry 

experts, not only deceptively bought luxury goods are returned for service, but there 

may also be cases when customers knowingly bring back counterfeit goods for 

service. 

Internet is recognized as an important distribution channel of counterfeit luxury 

goods. There are only a very few authorized web sites selling first-hand genuine 

luxury goods. Counterfeit products are sold either as originals (non-perceptive 

counterfeiting) or as replicas (perceptive counterfeiting) in internet auction sites or 

dedicated websites. Consumers who want to buy online a second-hand luxury product 

such as an expensive hand-bag or piece of jewelry, have a high risk of getting a 

counterfeit product instead. 

The weakest links in luxury goods supply chains are illustrated in Figure 7. 

 

 

 

                                                 
1 This verification is one of the two use cases that are tested in SToP luxury goods trials 
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3 Which products need to be protected 

Successful deployment of anti-counterfeiting strategies requires a careful allocation of 

the companyôs limited resources. In this respect, one degree of freedom that 

companies can influence is choosing which products are to be protected. On the one 

hand, counterfeit players seek for the highest possible profits that their capabilities 

and risk profiles allow and thus all different products are not equally likely to be 

counterfeited. On the other hand, some counterfeit products lead to higher negative 

effects to the brand-owner company than others. International brand-owner companies 

across different industries manage large portfolios of brands and product families. 

Therefore one of the most important decisions that a large brand-owner company 

needs to make when implementing a successful technology-based anti-counterfeiting 

strategy is to choose which products are to be protected. 

Guidelines and criteria for evaluating which products are likely to get counterfeited 

have been discussed especially in the pharmaceutical industry. The FDA suggests the 

following criteria for identifying which drugs are likely to be counterfeited [FDA04]: 

 Impact on the public health if the drug were counterfeited 

 Drugôs history of counterfeiting 

 Drugôs price 

 Drugôs volume 

 Drugôs dosage form 

 Drugôs clinical use 

 Whether similar products had a history of being counterfeited. 

These criteria provide a good basis for evaluating different kinds of products 

probability for being counterfeited. However, the first criterion does not characterize 

the probability of a product being counterfeited but the risk related to counterfeiting, 

and some criteria are specific to the pharmaceutical and life sciences sector (dosage 

form, clinical use). We correct this inconsistency and these limitations to come up 

with a method that can be applied across different industries. 

In this section, we first present a method for evaluating the probability that a product 

is targeted for large scale counterfeiting. Second, we present which other factors need 

to be taken into account to evaluate the total losses to a brand-owner company due to 

counterfeiting of a certain product. This provides a qualitative assessment of the 

expected losses per one product, which represents the priority to protect that product 

with technical anti-counterfeiting measures. We demonstrate these methods with 

examples in the pharmaceutical and life sciences industry and in the luxury goods 

industry. Based on the given description and the two examples, any brand-owner 

company can apply this framework to prioritize its brands, product families, or single 

products according to the need for technical anti-counterfeiting measures. 

In addition to assisting brand-owners and manufacturers in making decision whether 

to use authentication technology on a product or its packaging, the results of this 

analysis can be used to i) assist wholesalers in developing purchasing policies and 

allocating recourses for detecting counterfeits, ii) assist retailers in targeting certain 

products for verification and in consumer or end-user education, iii) assist 

governments in implementing regulatory requirements, and iv) to assist stakeholders 
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in developing migratory paths to adoption of mass serialization and electronic track 

and trace technology [FDA04]. 

3.1 Probability of counterfeiting 

In order to evaluate how likely a product will be targeted by counterfeiters in the 

future, we estimate how lucrative the product is for counterfeiters and look if the 

product has been counterfeited in the history. The values of different factors are 

estimated by a brand expert based on available information (c.f. subsection 5.1.1, 

Information Sources) in qualitative scales (e.g. low ï medium ï high) and the factors 

can be further weighted by the priorities of the brand-owner if needed. The total value 

of the different factors represents a productôs probability of being counterfeited in a 

large scale, i.e. the expected volume of counterfeit versions of that product. Since we 

have opted for a qualitative method, the absolute value of the final result is somewhat 

meaningless and best interpreted in a comparison with results of other products, for 

example to list different products by their probability of being counterfeited.  

In the following, we list and describe the factors that define a productôs probability of 

being counterfeited in large scale in the future. A brand-owner company can evaluate 

values of these factors itself to evaluate the probability that a product will be 

counterfeited in the future. 

 Sales volume of the genuine products has a big effect on making a product 

interesting for counterfeiters and, furthermore, it can be easily quantified by the 

brand-owner. First, the products that have high sales volumes are well known by 

counterfeiters and there generally exists more manufacturing capacity and know-

how to produce these products than for less well known products. Therefore it is 

more likely that counterfeiters choose to forge these products, even regardless of 

other factors. Second, a widely sold product is well known by the end-users and the 

supply chain players and therefore counterfeiters find more opportunities to sell 

them, both deceptively and non-deceptively. In other words, large sales volumes of 

the genuine product signify potentially large sales volumes of counterfeit products. 

Despite these two strong effects of the sales volume, products that are not well 

known and that have small volumes are not safe from counterfeiting. 

 Profitability for counterfeiters is a prerequisite for product counterfeiting and it is 

driven by differences between manufacturing costs and market prices. Counterfeiter 

players conduct their own profit vs. risk analysis (OECD 1998) and therefore a 

product that is more profitable for a counterfeiter is more likely to be targeted by 

them. Overall, counterfeiters base their profitability on avoiding fixed and variable 

costs that are important to licit players. The most important fixed costs that illicit 

manufacturers do not have are research and development expenditures, design 

expenditures, marketing and other communication expenditures, and fixed costs of 

quality assurance. The most important variable costs where illicit manufacturers 

can save vis- -̈vis the variable costs of the genuine products are the cost of material 

and labor, taxes, and variable costs of quality assurance. In practice, counterfeiterôs 

profit margins can be assessed from the difference of a productôs gross profit 

margin (that does not include indirect expenditures like marketing and r&d) and 

operating profit margin (that includes marketing, r&d, taxes etc.) ï the higher this 

difference, the higher the potential profit for counterfeiter. In particular, by 

assuming that i) counterfeitersô do not have any of the aforementioned fixed costs 

that the brand-owner has, and that ii) counterfeitersô fixed production costs and 
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distribution costs are offset by their lower cost of goods and unpaid taxes, licit 

manufacturerôs gross profit margin ((net revenue - cost of goods sold) / number of 

goods sold) can be used as a rough estimator of the counterfeitersô net profit margin 

(net profit after interest, taxes, depreciation, and amortization / number of goods 

sold).  

 Ease of duplication is another prerequisite for product counterfeiting. Counterfeit 

products must have an adequate visual quality for both deceptive and non-deceptive 

counterfeiting. This factor represents the entry barrier for entering the illicit 

business and it is characterized by the product complexity and the counterfeitersô 

estimated investment in production facilities. In particular, our analysis of 

counterfeit producers in D1.1 showed that even complex products can be targeted 

by counterfeiters (by a group denoted imitators), which means that low ease of 

duplication is no guarantee that a product is safe from counterfeiting. 

 Demand for fakes makes selling counterfeit products easier since counterfeit 

products do not need to fool the buyer, and the fake goods can be sold through the 

illicit supply chain. Demand for counterfeit versions of a product can exist in 

markets where the genuine goods are not available due to delivery problems, 

regulations, higher price, and when the consumers are otherwise willing consume 

counterfeit version of the product. 

 Counterfeiting and grey market history is a good indicator if a product will be 

counterfeited in the future. All known counterfeiting cases proof that supply for 

counterfeit versions of a genuine product exists. Also cases from similar products 

can be taken into account, as suggested by the FDA (above). In addition, brand-

owners believe that a history of grey marketing of a product (c.f. SToP D5.1) 

increases that productôs probability of being targeted by counterfeiters. The reason 

for the increased risk is that there already exists a market where lower-priced 

versions of the product are traded, and the players in this market are not dedicated 

to verify the origins of the traded goods.  
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Figure 8. Illustration of factors that define a productôs probability of being counterfeited 
in a large scale in the future 

To estimate how likely a product will be counterfeited in a large scale in the future, 

one must evaluate all the five factors described above. This is illustrated in Figure 8. 

Two factors that are left out from this analysis are age of the genuine product and 

brand value of the genuine product. First, it can be argued that new products are less 

likely to be counterfeited since counterfeiters need time to respond, but experience 
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shows that counterfeiters can react in very short times. Second, high brand value 

arguably makes a product lucrative for counterfeiting but this is already taken into 

account in counterfeitersô profitability, and partly in sales volume of the genuine 

product. 

3.2 Losses due to counterfeiting 

The overall losses that counterfeiting of one product (or one product group) causes to 

a brand-owner company can be evaluated based on the expected number of 

counterfeit cases and on the expected losses caused by one counterfeiting case. In this 

way we decouple the probability of an event and the consequences of an event that 

occurs, which is a common practice in risk management. The expected number of 

counterfeit cases is estimated with the probability of large scale counterfeiting, 

described above. Moreover, we argue that the expected losses of one case of 

counterfeiting are driven by the future sales of the genuine product and by the indirect 

and direct negative effects on future revenues.  

These factors are listed and described below. A brand-owner company can assess the 

values of these factors for different products in qualitative scales. The higher a 

product scores in these factors, the higher the expected losses due to counterfeiting of 

that particular product, and the higher the need to protect it. 

 Probability of large scale counterfeiting represents the expected volume of the 

counterfeit products. How to evaluate the value of this factor is described in details 

in subsection 3.1. 

 Future sales of the genuine product represent the future revenue that the technical 

anti-counterfeiting measure is used to secure. The more a company can earn with a 

product, the bigger the expected losses due one case of counterfeiting are. For 

example, possible product recalls, disruptions of sales, and negative marketing 

effects due to counterfeiting inflict  more damage to products with high sales 

volumes than to products with low sales volumes. Furthermore, this factor should 

capture the present value of all the revenues that the genuine product will generate. 

In case when somewhat reliable estimates of the future revenues are not available, 

the value of this factor can be estimated from the most recent sales figures.  

 Risk to end-users / consumers stands for the potential risks involved in one case of 

counterfeiting and it characterizes the indirect losses of sales (c.f. EU-BRIDGE 

D5.1). The underlying rationale is that the safety, security, health, and quality 

related risks of counterfeit products will lead to negative effects such as liability 

issues, increased claims, decreased perceived quality, and negative marketing 

effects, when the risk materialized. In particular, these risks are the highest in the 

case of deceptive counterfeiting, i.e. when the counterfeit article is bought or 

consumed thinking it is genuine. 

 Substitution factor characterizes the direct losses of sales that result from sold 

counterfeit articles. More precisely, substitution factor can be defined as the 

number of genuine articles that are not sold per each counterfeit article that is sold, 

and it is often a number between zero and one. For example, substitution factor of 

0.5 means that two sold counterfeit products result into one less genuine product 

sold. A detailed method and a tool to calculate the substitution factor are presented 

in SToP deliverable D2.3. 
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The factors listed above give a good qualitative estimation of how much the brand-

owner is likely to loose due to counterfeiting of this particular product. This is 

illustrated in Figure 9. By evaluating the expected losses of different products or 

product families, a prioritized list of the need for securing the different products or 

product families can be constructed. It should be noted that the sales volume of the 

genuine product is taken into account two times in the final result, once in the 

probability of large scale counterfeiting, and once in the losses due to counterfeiting. 

This reflects the importance to secure the products with high sales volumes, indicating 

that increasing sales volumes have greater than linear effect on the expected losses 

due to counterfeiting. 
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Figure 9. Illustration of factors that define the expected losses due to counterfeiting 

The effects of different anti-counterfeiting strategies on the expected losses due to 

counterfeiting can be illustrated on the derived loss framework. How to implement the 

different anti-counterfeiting strategies is discussed in greater details in Section 5. 

First, the probability of large scale counterfeiting is decreased by the indirect deterrent 

effect of anti-counterfeiting measures as well as by the direct effect of increased 

seizures. These two effects lead to lesser amounts of counterfeit products in the 

market. Second, securing the licit distribution channels from counterfeit products and 

educating consumers and end-users leads to smaller number of cases of deceptive 

counterfeiting, which decreases the distribution factor. Third, the smaller risk of 

deceptive counterfeiting leads to a smaller risk to the end-users and consumers. In 

addition, the ability to show that the limited resources available for anti-counterfeiting 

activities are well utilized potentially decreases the brand-owner companyôs liabilit y if 

incidents occur. This was confirmed in our benchmarking study (c.f. subsection 4.4.1) 

that revealed that best practice companies more often use their websites to provide 

information on how to identify counterfeit articles or spot risky sales channels. These 

effects are illustrated in Figure 10. 
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Figure 10. Illustration of the effect of anti-counterfeiting measures on expected losses 

3.2.1 Example of health care industry 

Choosing which products will be protected with serialization and security features is 

an important topic for the health care industry. Today most pharmaceutical products 

are not serialized and the industry is adopting serialization based on Data Matrix 

codes and RFID. However, rolling out serialization ï which enables track and trace 

and pedigree based countermeasures ï and possible additional security measures, is 

extremely complex, costly, and time consuming even for one packaging line and large 

pharmaceutical manufacturers operate hundreds of packaging lines. Because of these 

reasons, pharmaceutical companies need to assess very carefully which products are 

the most important ones to be secured.  

   

Figure 11. Serialization of sales packs (left) and shipping cases (right) 

The biggest problems behind slow roll out of serialization are in the supplier side. 

Today there are not enough technology and system suppliers to provide the 

pharmaceutical manufacturers with the needed systems so the supplier side constitutes 

a bottle neck. There are no standardized or out-of-the-shelf solutions and so the 

pharmaceutical companies must opt for a custom solution and acquire new in-house 

knowledge. The most important changes take place in packaging lines of sales packs, 

boxes, and cases (c.f. Figure 11) and they involve the development of several new IT 

systems (e.g. pedigree, aggregation) and engineering systems (e.g. automation), as 

well as changes in existing systems. In addition to technological changes, the 

packaging line operators need to adapt to the new systems and processes. 
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Furthermore, the systems need to comply with regulations (e.g. FDA) and need to be 

tested and documented accordingly, which further increases the development effort.  

For a smoother and faster migration to serialized products, the pharmaceutical 

industry has a need for a standard solution. Standards are needed for the sake of 

external manufacturers who manufacture for multiple pharmaceutical companies. If 

different manufacturers require from an external manufacturer different systems to be 

compliant with the brand-ownersô proprietary systems, the external manufacturers 

will face a very difficult question of which system to invest. In addition, a standard 

solution can be provided by multiple technology companies (compared to a 

proprietary solution sold by only one technology company), which can solve bottle 

necks in the technology supply side. 

The Federal Drug Administration (FDA) recommends that anti-counterfeiting 

technology is deployed ñstarting with those products with high risk of being 

counterfeited and where the introduction of counterfeit products poses a serious health 

riskò [FDA04]. One way how brand-owners can evaluate different productsô risks of 

being counterfeited is by looking at historical cases of the same or similar products. 

Such lists are published by different pharmaceutical industry groups. For example, the 

National Association of Boards of Pharmacy (NABP) in the U.S. has issued a list of 

drug products most susceptible for counterfeiting in the U.S., adapted from the Florida 

Statewide Pharmaceutical Services and Drug Wholesaler Advisory Council 

[NABP04]. The products in this list are ñdetermined to be susceptible to adulteration, 

counterfeiting, or diversion and posing the potential for a greater public health riskñ. 

An extract of this list is presented in Table 1. 

Table 1. Drug products that are susceptible to counterfeiting in the US [NABP04] 

Drug product Treatment area 

CombivirÈ (lamivudine/zidovudine) HIV 

CrixivanÈ (indinavir) HIV 

DiflucanÈ (fluconazole) fungal infections 

EpivirÈ (lamivudine) HIV 

EpogenÈ (epoetin alfa) anemia 

GamimuneÈ (globulin, immune) immune system 

GammagardÈ (globulin, immune) immune system 

Immune globulin immune system 

LamisilÈ (terbinafine) fungal infections 

LipitorÈ (atorvastatin) cholesterol 

LupronÈ (leuprolide) hormones 

NeupogenÈ (filgrastim) hematological disorder 

Nutropin AQÈ (somatropin, E-coli derived) hormone 
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PanglobulinÈ (globulin, immune) immune system 

ProcritÈ (epoetin alfa) anemia 

RetrovirÈ (zidovudine) HIV 

RisperdalÈ (risperidone) antipsychotic 

RocephinÈ (ceftriaxone) immune system 

SerostimÈ (somatropin, mannalian derived) hormone 

SustivaÈ (efavirenz) HIV 

TrizivirÈ (abacavir/lamivudine/zidovudine) HIV 

VenoglobulinÈ (globulin, immune) immune system 

ViagraÈ (sildenafil) erectile dysfunction 

VidexÈ (didanosine) HIV 

ViraceptÈ (nelfinavir) HIV 

ViramuneÈ (nevirapine) HIV 

ZeritÈ (stavudine) HIV 

ZiagenÈ (abacavir) HIV 

ZocorÈ (simvastatin) cholesterol 

ZofranÈ (ondansetron) nausea 

ZoladexÈ (goserelin) hormone 

ZyprexaÈ (olanzapine) antipsychotic 
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Figure 12. Number of products in NABP list of 32 susceptible drug products [NABP04] 

A more recent report on prescription drug counterfeiting published by the Stockholm 

Network [HMS06] lists which types of medical products are counterfeited in the 

developed world and in the developing world (Table 2). Most of the drug categories 
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of the abovementioned NABP list are present also in this list (N.B. antivirals can be 

used to treat HIV, erythropoietins are certain kinds of hormones). 

Table 2. Types of medical products counterfeited [HMS06] 

Developed world Developing world 

Branded drugs for erectile dysfunction (Viagra, 

Cialis) and weight loss (Reductil), cholesterol 

lowering agents (Lipitor), erythropoietins (Epo, 

Epogen, Neupogen, Procrit), antiageing (HGH), 

antibiotics (Augmentin) and antivirals (Tamiflu) 

Generic antibiotics, anti-

malarials (e.g. Artusenate), 

vaccines and HIV drugs 

 

Overall, the lists presented above suggest that many different kinds of drug products 

are counterfeited, and that HIV drugs are among the most susceptible product 

categories. In particular, so called lifestyle drugs are among the most counterfeited 

drugs (medications which treat conditions like baldness, impotence, wrinkles, or 

obesity) but counterfeiting is by no means limited to these drugs. One reason behind 

the supply of counterfeited lifestyle drugs is that in this category the consumers are 

willing to take more risks with the origins of the drugs (e.g. ordering from suspicious 

web sites), which creates demand for counterfeit products. 

Pharmaceutical products are in general easy to visually duplicate. The finished 

product quality of the drug product (tablet, ampoule, vial etc.) is mainly determined 

by specifications of active substance, raw materials, packaging materials and the 

manufacturing equipment and process. The product quality is intrinsic and normally 

not visible to patients. The required level of intrinsic quality is achieved through Good 

Manufacturing Practices (GMP) during manufacturing and packaging as well as 

through adequate storage and transportation conditions. GMP are a part of the quality 

assurance and they include requirements related to designing, manufacturing, 

packaging, labeling, storing of pharmaceutical products that are intended for human 

use.2 

The problem for the pharmaceutical industry is that it is rather easy to duplicate 

products with adequate visible quality but substandard intrinsic quality. Visible 

quality is used here to refer to the quality of packaging and the visible properties of 

the drug product itself, such as color and form. As a result, the high level of intrinsic 

quality is normally ignored when pharmaceutical products get duplicated or 

counterfeited. Technology to copy pharmaceutical product packages is easily 

available ï the carton package of original drug products can be easily copied by 

scanning and printing it using standard technology. Computer aided printing 

technologies are broadly available and there is a legitimate market for inexpensive 

second hand production equipment. In addition, production of tablets, ampoules etc. 

that visually resemble original drug products do not require sophisticated 

manufacturing technology. According to industry experts, manufacturing of look-

alike pharmaceuticals that have adequate visual quality but no intrinsic quality can be 

initiated in home garage conditions using commonly available equipment and 

ingredients. 

                                                 
2
 http://www.fda.gov 
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The FDA suggests that high cost drugs ï i.e. those that cost over 200$ per dosage 

form ï are paid extra attention [FDA04]. In general, counterfeiting patented drugs is 

more profitable than that of generics. 

After assessing which drug products are likely to be counterfeited, the losses due to 

counterfeiting need to be evaluated. Patient safety is the most important factor to a 

pharmaceutical company behind the losses due to counterfeited products [FDA04, 

HMS06]. Drug products that are life-saving have a priority over non-life-saving 

drugs, and drugs where there are no substitutes available have priority over drugs 

where substitutes exist. For example, a recall of a drug that has no substitutes can lead 

to a big risk for the patients. 

The fourth factor that defines how big the losses due to counterfeiting of a 

pharmaceutical product are, is the productôs life cycle. The reasoning is that a product 

that is in the beginning of its life cycle can suffer more due to counterfeiting than a 

similar product that is in the end of its life cycle, since the younger product has bigger 

volume of potential future sales that can be jeopardized. For example, if a blockbuster 

drugôs patent will expire in soon, there is a strong expected erosion in sales due to 

generic products entering the marked, and it might be better to secure another product 

that has smaller yearly sales but whose patent does not expire in several years. 

The resulting product-related loss factors due to counterfeiting of drug products are 

illustrated in Figure 13. In general, the profitability of drug counterfeiting is high. 

Counterfeiting drugs yield high profits even with low volumes because counterfeiters 

have low production costs whilst no cost for research, development, marketing and 

GMP compliance is incurred.  
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Figure 13. Illustration of product-related loss factors in the pharmaceutical industry 

3.2.2 Example of luxury goods industry 

The need for security features in pharmaceutical industry is different than in the 

luxury goods industry. First, products are so complex that they can often be 

authenticated in a very reliable way from their normal features and quality by experts 

or educated customers. Especially in higher and more expensive product categories, 

the customers are well educated about the properties of the products and can better 
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recognize the counterfeits from poorer quality. Second, serialization of products is 

already in use, which can be used as an additional verification. Therefore the biggest 

benefits of security features are not necessarily to enable product verification, but to 

enable fast and easy product verification by new stakeholders. 

The question which products in the luxury goods industry are targeted by 

counterfeiters is nevertheless relevant. The sales prices of luxury goods are high, 

which opens an opportunity to high profits for illicit actors because they do not have 

costs of design, quality, manufacturing origin, sales experiences and customer service. 

In the case of deceptive counterfeiting, counterfeiters can fool the customers by 

providing considerable discounts with respect to the sales prices of the original 

products and still obtain high profit margins. To justify the low prices to the 

customers, the counterfeit products are sometimes sold as second hand products, grey 

marketed products, or products for which no taxes have been paid. 

In addition, manufacturing and packaging technologies are not considered as 

significant obstacles for product counterfeiting of luxury goods in general. The buyer 

of luxury goods expects that the materials and manufacturing and distribution 

processes conform to high quality standards to guarantee high level of intrinsic 

quality. Counterfeit luxury goods, however, can be produced without conforming to 

these high quality standards using standard manufacturing technology. Counterfeit 

luxury goods could be produced while keeping only the perceived quality in mind. 

However, when the articles get very complex and have more distinct visual features 

that are hard and expensive to copy, they are in general well protected from 

counterfeiting. 

Interviews with practitioners in the luxury goods industry reveals that counterfeiters 

may concentrate on forging the best-selling products. Therefore we would envisage 

that products with high sales volumes should be especially considered for protection. 

However, also two other strategies can be identified, which are to imitate existing 

designs e.g. by using different materials and colors, and to copy brand marks on goods 

that do not have any corresponding designs by the brand-owner.  

Demand for counterfeit products does not exist primarily within the customer segment 

of the genuine goods but in another segment that may not necessarily buy the genuine 

articles. This results into a smaller substitution factor and less significant direct losses 

of sales.  

The most damaging indirect effects of counterfeit products involve the brand ïthe 

perceived lower quality of counterfeit products can hurt the perceived quality of the 

brand in the case of deceptive counterfeiting.  One result of deceptive counterfeiting 

of luxury goods is that after sales services, such as warranty repair, receive counterfeit 

products from consumers who have bought a counterfeit good. Overall, the negative 

direct and indirect effects of counterfeit luxury goods are mostly caused by the cases 

of deceptive counterfeiting.   

The resulting product-related loss factors in the luxury goods industry are illustrated 

in Figure 14. 
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Figure 14. Illustration of product-related loss factors in the luxury goods industry 
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4 Established best practices 

Despite the collaboration between private and public stakeholders, governments and 

companies have not been able to stop the growth in counterfeiting.  Counterfeiting is a 

rapidly changing phenomenon where past tactical knowledge loses fast its value; for 

instance, the novel and elaborate production and shipment tactics of illicit actors 

challenge even the most experienced anti-counterfeiting experts.  

The commitment to tackle the problem is without doubt established by raising 

awareness of the extent and negative effects of product counterfeiting. The research 

community is able to explain the mechanisms of illicit trade in more and more details 

and contribute to development of countermeasures. Companies are investing 

considerable effort to try and implement adequate brand- and product-protection 

strategies. However, companiesô market insights as well as their know-how on 

organizational and technical approaches are mostly limited to their experience from 

within their own company and, at best, to some informal exchange among colleagues, 

for example at brand-protection conferences. More formal and better structured 

strategy development would greatly benefit from knowledge transfer within industries 

and among different industry sectors. 

In this section, we contribute to bridging this gap by reviewing related research on 

countermeasures and by detailing selected findings from a cross-industry 

benchmarking study. In this study, we identified successful strategies established best 

practices of leading brand owners and manufacturers. Following our findings, we 

outline the characteristics of successful measures and their significance to ambient 

intelligence and Auto-ID based countermeasures.  

4.1 Research on managerial countermeasures 

Managerial countermeasures against product counterfeiting have received some 

attention among researchers, reflecting industryôs demand for effective anti-

counterfeiting strategies. Harvey and Ronkainen (1985) identify some rudimentary 

strategies that companies use to combat counterfeit trade: hand-off, prosecuting, 

withdrawal, and warning. The authors conclude that increasing company security is a 

viable countermeasure against all of counterfeitersô strategies. The article also reviews 

reported cases where counterfeit products have lead to health and security hazards for 

example due to counterfeit pacemakers and medicines. Shultz and Saporito (1996) 

provide a more detailed framework of hypothetical anti-counterfeiting strategies, 

including measures such as ñuse of high-tech labelingò, ñco-opt offendersò, and 

ñeducate stakeholders at the sourceò, but do not suggest how to operationalize these 

strategies.  

Chaudhry et al. (2005) address the questions of how managers can conceptualize the 

intellectual property environment, how such environments affect market-entry 

decisions, what anti-counterfeiting strategies are frequently used and how efficient 

each tactic is in the host country market. Bach (2004) examines the interaction of law 

and technology ï the ñsimultaneous and interwoven deployment of legal and 

electronic measures to protect digital contentò ï and raises the question of whether 

technologies are merely a defense strategy against piracy, as the industry asserts, or 

rather an attempt to fundamentally redefine the producer-consumer relationship.  
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Hung (2003) finds that not many companies are able to oppose counterfeit trade on a 

managerial and legal basis. He supports this with the example of the Chinese 

environment where the response strategies, which are recommended in business 

literature, only show limited effect. The author analyses the contributing factors 

behind this phenomenon and evaluates the profit margins of counterfeit producers. He 

concludes that foreign companies may have to wait until China becomes a victim, on 

balance, instead of a benefactor of product counterfeiting before they can rely on 

better protection of their intellectual property.  
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Figure 15. Timeline of academic literature on anti-counterfeiting strategies 

Olsen and Granzin (1992) investigate licit supply chain members other than brand 

owners regarding their actions towards illicit trade. Their study is based on data 

gathered from store managers to examine responsibility, willingness to help, and 

possible conflicts with respect to counterfeit products. The findings are of importance 

when assessing the acceptance of anti-counterfeiting strategies. In particular, the 

authors argue that the dealers and retailers, not the manufacturers, are in a critical 

position to engage in countermeasures against product counterfeiting. 

The review of related work shows what the existing literature aims to provide 

guidance for practitioners who have to define anti-counterfeiting strategies. 

Recommendations, however, are mainly based on observations of established practice 

and are only rarely directly derived from the characteristics of the counterfeit market. 

Also evaluation of the different strategies is only initially addressed. Moreover, 

performance measures for anti-counterfeiting activities could help to identify, select 

and improve successful practices. The academic literature contributions on anti-

counterfeiting activities are illustrated in Figure 15 and summarized in Table 3. 
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Table 3. Academic literature on the management of anti-counterfeiting activities 

Author(s) Year Short description 
Kaikati/ 

LaGarce 

[KL G80] 

1980 - Discussion of different forms of brand piracy. 

- Strategies to prevent counterfeiting. 

- Outline of international laws to protect trademarks. 

Harvey/ 

Ronkainen 

[HRO85] 

1985 - Discussion of potential ways illicit actors can obtain classified information which 

enables them to produce counterfeit articles. 

- Loss estimates based on industry estimates. 

Harvey 

[HAR87] 

1987 - Potential ways illicit actors can obtain confidential information 

- Potential corporate responses to counterfeit occurrences.  

Harvey 

[HAR88] 

1988 - Discussion of an organizational structure for a óCounterfeit Prevention Task 

Forceô involving employees from marketing, research, and development. 

Bush et al. 

[BBD89] 

1989 - Survey among 103 companies. 

- Discussion of the implications of the 1984 Trademark Counterfeiting Act and 

company-internal actions.  

Olsen/ 

Granzin 

[OGR92] 

1992 - Depiction of how manufacturers can establish a relationship with their 

distributors to gain support in fighting illicit trade. 

- Interviews with five retailers from the automotive industry to conceptualize a 

structural equation model. 

Olsen/ 

Granzin 

[OGR93] 

1993 - Investigation of the influence of dependence, control, channel conflict and 

satisfaction concerning a dealerôs willingness to help a manufacturer combat 

counterfeiting.  

- Findings are that manufacturers can engender cooperativeness by nurturing 

satisfaction and dependence in manufacturer-dealer relationships.  

Chaudhry/ 

Walsh 

[CWA96] 

1996 - Overview of the legal framework to avert counterfeit trade, reviews anti-

counterfeiting strategies (termed warning, withdrawal, prosecution, awareness, 

assertion). 

Nill/  

Shultz [NSH96] 

1996 - Discussion of ethical decision making, moral reasoning and purchase intentions 

in the context of counterfeit goods. 

Shultz/ 

Saporito 

[SSA96] 

1996 - Discussion of strategies to respond to counterfeit producers. 

Simone 

[SIM99] 

1999 - Discussion of the difficulties for brand owners to pursue remedies against 

infringers in China. 

Krechevsky 

[KRE00] 

2000 - Proposal of practical anti-counterfeiting measures for affected enterprises. 

Jacobs et al. 

[JSJ01] 

2001 - Discussion of strategies to deal with counterfeit trade. 

Green/ 

Smith [GSM02] 

2002 - Summary on the literature that addresses counterfeit trade. 

- Strategies for addressing the threat in developing markets.  

- Case study of a major company producing and selling alcoholic beverages. 

Trainer 

[TRA02] 

2002 - Discussion of the hurdles of brand owners who, despite an impressive number of 

IP laws in China, often face reluctant prosecutors and ill-trained judiciary.  

Hung [HUN03] 2003 - Discussion of the roots of counterfeit trade in China. 

- Reasons are the strong domestic demand for imitation products and the patronage 

of the government.  

Yang et al. 

[YSB04] 

2004 - Elaboration of ten corporate actions to avert counterfeit trade.  

Bach [BAC04] 2004 - Discussion of the implications of music piracy of consumers and the control of 

media companies through electronic monitoring. 

- The point of view is expressed that both extreme scenarios (total devaluation of 

intellectual property vs. total control of the right holders) are unlikely and that a 

careful discourse of policy makers is necessary in order to find a suitable 

intermediate position.  

Javorcik 

[JAV04] 

2004 - Investigation of the relationship of the degree of enforcement of IPR on the 

composition of foreign direct investment.  

- A lack of IPR protection deters investors from undertaking local production but 

encourages them to focus on distribution of imported products. 

Chaudhry et al. 

[CCZ05] 

2005 - Investigation of how managers conceptualize the intellectual property 

environment; how the intellectual property rights environment affects the market-

entry decision; what anti-counterfeiting strategies are frequently used; and how 

effective each tactic is in the host country market.  
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Author(s) Year Short description 
Sonmez/ 

Yang 

2005 - Single case study based on Manchester United Football Clubôs efforts to 
establish its trademark licensing and to deal with counterfeit products in China. 

Chaudhry 

[CHA06] 

2006 - Summary of statistics on product categories and countries of origin of counterfeit 

goods as well as surveys on the attitude of consumers towards counterfeit articles 

- Overview of current enforcement initiatives in the EU and the U.S.  

Clark [CLA06] 2006 - Outline of selected tactics of counterfeit producers to disguise their operations, 

changes companies should make, and issues the Chinese government should 

address.  

Wald/ 

Holleran 

[WHO07] 

2007 - Discussion of a gray market and diversion problem at Johnson & Johnsonôs 

Medical Device & Diagnostics in 2001.  

Chaudhry et al. 

[CZP08] 

2008 - Evaluation of efficacy of various anti-counterfeiting tactics based on interviews 

with managers in affected companies  

4.2 Benchmarking study 

In this subsection we present the how our benchmarking study was designed. In 

general, benchmarking studies are used by organizations to evaluate various aspects 

of their processes in relation to the best practices. Usually such analyses can be 

conducted among departments or business units within a single company, among 

enterprises within an industry sector, or, as in our case, among organizations from 

different industries. The advantage of such an approach is that a comparison of the 

participants helps to identify strengths and weaknesses of the process under study and 

thus to develop plans on how to improve their performance. Moreover, he studies 

foster learning effects and enable companies to overcome ñparadigm blindnessò by 

exposing them to other working solutions. Beyond the learning effects among 

companies, benchmarking studies allow researchers to feed in information from 

related areas (for example with respect to gray markets, drug trafficking, theft, but 

also general aspects of process design, innovation management, etc.) and codify their 

insights into current business practices. 

The properties of actual anti-counterfeiting measures were investigated within a 

benchmarking study among 45 carefully selected companies (out of a group of 

approx. 210 leading enterprises with a global market presence). In order to structure 

the investigation, the object of research was divided into four areas that are familiar to 

the practitioners in companies: existing knowledge, prevention measures, reactions, 

and monitoring processes (c.f. Figure 16). Companies were studied with respect to all 

four categories. After the first pre-selection, a questionnaire-based survey was used to 

identify those manufacturers and brand owners that have implemented cutting-edge 

anti-counterfeiting measures in at least one of the above-mentioned categories. The 

questionnaire-based survey was followed by semi-structured interview rounds to 

better describe best practices from different industries.  

The empirical data stems from a questionnaire-based survey. The approach was 

preferred over personal interviews to give respondents time to provide thoughtful 

answers and to allow them to consult with others or look up records. The constructs 

were designed together with industry experts after a thorough literature review. 

Overall, 60 items were tested based on a five-point Likert scale (i.e. strongly agree é 

strongly disagree). The study design facilitated the calculation of individual scores 

during the evaluation process. Six and seven additional constructs allowed for 

multiple selections and numerical answers respectively, for example to identify 

departments, geographic regions, or the number of employees.  
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Figure 16. The structure of the company survey 

Pretests helped to evaluate the comprehensibility of the questions and to measure the 

time needed to answer them. On average the completion of one questionnaire took 30 

minutes, which was regarded as a good compromise between the level of detail and 

required effort on the side of the respondent. The questionnaires were made available 

in both English and German language and could be completed either electronically or 

on paper. 

The survey was addressed to the people in charge of anti-counterfeiting-related 

activities; the individuals had been identified in preceding telephone calls conducted 

by an experienced benchmarking team. Each potential respondent was contacted in 

advance to increase the response rate. 

Care was taken to pre-select those companies with extensive experience in the fight 

against counterfeit trade. Therefore the sample consists of the 50 (mostly 

multinational) companies whose brands head the list of the most frequently seized 

counterfeit articles provided by European customs. In addition to this group 143 

companies listed in the German stock exchange indices DAX 30, MDAX, 

TECHDAX, and the Swiss index SMI were chosen if they (1) produced or marketed 

products similar to the above-mentioned frequently targeted goods, or (2) produced or 

marketed products which are counterfeited less often, but constitute a severe risk for 

the consumer or user when sold as fakes (for example counterfeit pharmaceutical 

products or aviation spare parts). 12 privately-held companies whose characteristics 

were similar to the above-mentioned group members were addressed as well. 

Overall, 22% (45) of the questionnaires were completed and returned, which is a high 

rate of return for a mostly confidential and otherwise undisclosed topic. Figure 17 and 

Figure 18 summarize the characteristics of the respondents. 
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Figure 17. The characteristics of the respondents by industry type 
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Figure 18. The characteristics of the respondents by industry type 

4.3 Evaluation and findings 

Among the participants a ranking was compiled based on the cumulated score of the 

self-reported (and, if possible, scrutinized) capabilities in each category. In the 

following the characteristics of the eight ñsuccessful practiceò companies are 

compared against the characteristics of the rest of the group3 in order to stress 

meaningful differences, as well as to outline the potential success factors. 

Of the respondents, 71% reported that for their organization dealing with the problems 

of product and trademark counterfeiting has significantly gained in importance over 

the last five years. Depending on the industry, companies were either particularly 

afraid of endangering the consumerôs health and safety or of losing revenue (c.f. 

Figure 19). The expected impact on the brand as a whole (and thus on brand value) 

appeared to be a common denominator across all industries.  

At first sight the differences of the responses of the top 8 companies and the rest of 

the group seem to be only marginal. However, the top 8 companies were less likely to 

take intermediate positions when evaluating the impact on revenue and consumer 

safety, which seems to reflect a thorough understanding of the implications. 

                                                 
3  Please note that, due to the pre-selection process, non-top-performing companies also have above-average anti-

counterfeiting measures in place. 
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Figure 19. The perceived implications of counterfeit trade4 

The ability to quantify the financial impact of counterfeit trade, however, seems to be 

rather limited (c.f. Figure 20). Overall, only 19% of the respondents claimed to 

possess good estimates on the loss of revenue due to counterfeit trade (two of them 

among the top 8 companies), and 5% reported they had reliable estimates for the loss 

of brand value (one of the top 8 companies). Telephone interviews following the 

survey revealed that, in fact, none of the manufacturers and brand owners were able to 

provide substantiated quantitative analyses that could help to calculate a business case 

for example for anti-counterfeiting technologies. 
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Figure 20. Ability to quantify the impact of counterfeit trade 

Unlike the restricted ability to assess the impact of counterfeit activities at a 

quantitative level, most of the participating companies possess good tactical 

knowledge of the counterfeit market, including knowledge of country-specific 

characteristics of counterfeit trade, import routes, and the typical level of quality of 

the imitation products (c.f. Figure 21). In each category the top 8 companies 

performed better than the other respondents. 

                                                 
4 In figures 19 ï 25, the vertical line indicates the neutral responses (ñneither agree or disagreeò), the 

bars on the right side of the line indicate the ratio of positive responses (ñagree and strongly agreeò) 

and one half of the neutral answers, and the bars on the left side of the line indicate the ratio of 

negative responses (ñdisagree and strongly disagreeò) and the second half of the neutral answers. 
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Figure 21. Knowledge of the supply-side of counterfeit trade 

With respect to well-defined5 anti-counterfeiting-related processes, the group of the 

top 8 companies differed considerably from the remaining respondents (c.f. Figure 

22). All top 8 companies have developed and implemented defined processes which 

govern their reaction to the emergence of counterfeit articles, whereas only 44% of 

the other respondents had such processes in place. Similar results were found 

regarding the companiesô monitoring activities. In general the existence of defined 

processes allows brand owners and manufacturers to more easily extend anti-

counterfeiting measures, for example by introducing them to other business units or 

by adding people to the process without the need to let them develop detailed tactical 

knowledge or experience.  

Standardized reporting tools are an important means to obtain reliable market data and 

thus allow for an evaluation of the development over time and, accordingly, a 

comparison between different analyses. Moreover, the existence of standardized 

reporting schemes seems to correlate with a high commitment of senior management. 

While six of the top 8 companies made use of standardized reporting, only 15% 

within the other group had such tools in place.  

Hardly any of the companies seemed to possess or use defined indicators to measure 

the strategy fulfillment of the anti-counterfeiting measures. This finding underlines 

that well-defined, process-oriented anti-counterfeiting efforts are still part of a very 

young field of activity for most enterprises, with the strategies and goals still being 

rather vaguely formulated. 

                                                 
5  With well-defined processes we mean processes that are described in written form, such that employees can follow 

guidelines or are supported by checklists in case of counterfeit occurrences. 
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Figure 22. Standardized processes, monitoring, and reporting tools 

Figure 23 shows the share of companies which regularly appointed external (i.e. 

government and non-government) agencies to support their product and brand-

protection activities. While the integration of external stakeholders was a common 

practice among the top 8 companies, it was an exception rather than the rule among 

the others. The same was true for training government enforcement agencies in 

detecting and identifying counterfeit articles. Telephone interviews with the top 8 

companies showed that these enterprises have regularly provided customs officers 

with counterfeit-related information and offered training sessions either directly or via 

industry associations. 
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Figure 23. Cooperation with external stakeholders 

Figure 24 provides an overview of the perceived importance of individual anti-

counterfeiting measures. The participants rated protection technologies, legal actions, 

organizational supply chain security measures, organizational measures to secure the 

distribution system, and activities to increase problem awareness among both 

consumers and political decision makers. 

Protection technologies (such as holograms, micro-printings etc.) as well as legal 

actions were attributed only below-average performance. However, the top 8 

companies were slightly more optimistic with respect to technological approaches 

than the rest of the group, but less confident on legal measures. Interviews with the 
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respondents showed that the latter are primarily seen as a pre-condition to take further 

steps when counterfeit cases occur but are as such not effective at fending off 

counterfeit trade. 

Organizational steps to enhance supply chain security or to secure the distribution 

system were rated as very important by most respondents. The top 8 companies 

attached even more importance to such measures that include, for example, evaluation 

of suppliers, awareness raising campaigns at distributors, or the choice of specific 

distribution channels for high-risk products.  

The most pronounced difference appeared with respect to activities that increase 

awareness and help to gain government support. While participation in related 

industry groups was regarded as very important by 63% of the top 8 companies, only 

28% of the other group said so. Influencing demand and lobbying for a more effective 

enforcement of intellectual property rights also in Asia and Eastern Europe is in fact 

promising as it deals with the problem at its roots. 
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Figure 24. Key measures to fend off counterfeit trade 

The reported influence of counterfeit trade on brand positioning, selection of the sales 

markets, and outsourcing activities is illustrated in Figure 25. The findings are 

surprising and appeasing at the same time. None of the top 8 companies claimed that 

the counterfeit trade had an impact on related strategic decisions, while 26% of the 

other companies acknowledged the existence of such an influence. However, the 

finding is only ostensibly counterintuitive. Interviews among the top 8 companies 

revealed that these organizations regard counterfeiting as one important issue among 

others, rather than as a disruptive phenomenon. That does not mean that the existence 

of imitation products will not influence decision making ï for example on how a 

product is marketed or which sales channels are chosen ï but puts the problem in the 

realm of other issues which, as further interviews revealed, are just to be taken care 

of. A successful anti-counterfeiting strategy prevents a company from having to take 
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more drastic countermeasures, such as the withdrawal from certain markets or the 

integration of upstream or downstream production processes.  
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Figure 25. The influence of counterfeit trade on strategic decisions 

4.4  Characteristics of successful practices 

In this subsection we summarize the characteristics of successful practices. It is 

important to keep in mind, however, that successful anti-counterfeiting strategies are 

highly brand- and product-specific; they have to reflect the tactics of counterfeit 

actors, consumer demand and awareness, the major functions of the brand, the role of 

enforcement agencies in the country of production and sale, the potential 

consequences of counterfeit occurrences, etc. However, a number of successful 

practices appear to recur regardless of the industry or the type of product and these 

practices can be of benefit of brand-owner companies of different sizes across 

different industries. We briefly highlight each aspect below. 

4.4.1 Knowledge and market insights 

The ability to successfully deal with counterfeit cases correlates strongly with the 

presence of above average market insights. All top performing companies that we 

worked together with had in-depth knowledge on the country-specific characteristics 

of counterfeit trade and the production techniques of illicit producers, a precise idea of 

the different tactics to disguise criminal activities and conceal import routes, and the 

typical distribution channels and selling tactics. Moreover, the insights were not 

concentrated in only one or two people but, at least to a certain extent, available in 

written form. Companies had reports, guidelines, and background information at hand 

that they made available to selected employees. By appointing anti-counterfeiting 

experts in different business units and at different locations, companies established an 

information exchange from and to their various experts. This form of knowledge 

transfer supports a strategy of local monitoring activities as well as reaction measures 

that are strengthened by established contacts to local, external stakeholders (for 

example to customs officers, wholesalers, etc.). At the same time it allows for having 

a complete picture on the development of the counterfeit market, coordinating 

activities within the company, for example to initiate a public relations campaign 

following a counterfeit incident, and to allocate funds to brand-protection activities. 
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Other common building blocks were workshops for the staff of the companiesô 

purchasing and selling departments as well as information sessions for component 

suppliers and foreign distributors. While many brand owners still avoid brand-specific 

campaigns to raise consumersô problem awareness, best practice companies more 

often use their websites to provide information on how to identify counterfeit articles 

or spot risky sales channels.6 

It goes without saying that knowledge as such does not directly translate into best 

practices, but we want to stress its importance for their development. Simply copying 

the working solutions of others is not enough to solve such a complex problem in the 

long run. When defining the general terms of reference for a brand-and product-

protection task force, one should keep in mind that the strategy has to evolve 

alongside the development of the counterfeit market. Therefore the employees have to 

be sensitive to such changes. Effective transfer of knowledge among different 

functions within the company as well as careful integration of external stakeholders 

must be a clear objective of the strategy development process. 

4.4.2 Process design  

In many companies we worked together with, the anti-counterfeiting initiative 

developed along the following lines: (1) the problem was identified, often in 

consequence of a counterfeit case affecting the company directly or one of its 

competitors; (2) an employee (mostly from the legal or security department) was 

assigned to deal with similar problems in the future; (3) a growing number of 

counterfeit cases (often due to an absolute increase and better monitoring activities) 

led to extended brand- and product-protection activities; (4) the problems became 

more visible within the company (due to awareness training among employees, 

management reports, etc.); (5) a larger number of employees in different locations and 

business units became involved and finally, (6) the decision was made to structure and 

formalize the anti-counterfeiting activities. The elaboration of well-defined processes 

that govern reaction and monitoring activities as well as the deployment of 

standardized reporting tools may be seen as a logical consequence of this 

development. However, we want to point out their importance for a successful 

coordination of anti-counterfeiting measures. Meaningful trend analyses only become 

possible with standardized monitoring and reporting tools, for example in the form of 

predefined reporting sheets with clear guidelines how and when to estimate the 

market share of counterfeit goods. With step-by-step guidelines on how to respond to 

counterfeit occurrences, employees who do not encounter illicit products on a day-to-

day basis can at least initiate the first steps. Best practice companies tend to have 

emergency plans at hand to respond quickly and routinely to the occurrence of 

counterfeit articles, including frameworks for press releases, contact lists for product 

recalls, etc. In fact, successful anti-counterfeiting measures are guided by well-defined 

process steps. They should again encourage local action and support central control. 

Such processes require cost sharing if, for example, anti-counterfeiting measures 

benefit the entire company but have to be initiated by individual branches. Most 

companies that scored well in the benchmarking study paid for most anti-

counterfeiting measures that are related to monitoring and reaction (especially legal 

                                                 
6  Publishing brand-specific information on counterfeit trade can not only prevent accidents but may also help to fend off 

liability claims in case of physical injuries following the consumption or usage of substandard imitation products. 




