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Executive Summary

This report suppts operative anttounterfeiting practices within braswivner
companies by studying the weakest links within licit supply chains, the properties of
products most susceptible to counterfeiting, the established best practices of brand
protection, and impleantation of different anttounterfeiting measures.

Publishedcases and discussions with industry experts reveal thatrithias of fake
pharmaceutical goodsan be disguised byshipping the goods througloosely
regulated free-trade zones by repackaging and throughcomplex trade routes.
Overall, secondary wholesalers and small plageesbelieved ta@onstitute potential
weakest pointsvithin licit pharmaceuticadupply chains.

The supply chains of luxury good brarmivnercompanis aretightly integratel from
manufacturing to boutiqueandcan beconsidered safe from counterfeife riskof
counterfeits is higher in authorized and especiallynauthorized distributoésand
retailer® supply chains. Luxury good branébwners encounter most counterfeit
productsin the supply chaimherecustomers returtheir goods to after sales service.

There exists a grey area of cases wlagptayerin the licit supply chain sesko profit

by buying good$e believes (or clainms tobeliewe) are original grey markedegoods,
original goods for which no taxes have been paid, or original second hand goods. In
these cases, an open produetification solution would makethe buyers of the
counterfeit good#iable since they would no longer have doubtdlefg o o drigids.
Counterfeiters also sefihke productsdirectly to consumers or endsersas deceptive

and nonrdeceptivecounterfeits especialljthrough ecommercechannels

A framework forchoosing which products should be secured with technical measures

is presergd The gener al factors t hat define
counterfeiters, and the expected losses due to counterfeitangroduct are erived

and exemplifiedin health care industry and luxury goods indusByandowner

companies can use thpgesented frameworto prioritize which productshould be
protected The analysis shows that in additionsionply looking which products have

been counterfeited in the histolyrandowner companiesanusemany other sources

of information toassessvhich productsieed protection in the future

An empirical benchmarking study of the stablished best practicem antk
counterfeitingis presentedThe results indicate thabp performing companies are
characterized by wlepth knowledge on the countspeific charactestics of
counterfeit trade and the production techniques of illicit producerscaseridea of

the different tactics to disguise criminal activities and conceal import routes, and the
typical distribution channels and selling tactics. papforming companies aldave
established process for dealing with counterfeiting ca3é®se processeare
composed of a set of different, partly complementary and partly overlapping practices

Last,implementation of comparyide monitoring, reactignrand mitigation processes
is discussed and an organizational structure of artounterfeiting task forcas
presentedo support companies in operationalizing ttmeintermeasures
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1 Introduction

The past deliverables of this workpackage have presentedbdem analysis of
product counterfeiting (D1.1), an analysis of requirements for technical
countermeasures (D1.2), and an assessment of status quo of existing countermeasures
(D1.3). This deliverabl¢D1.4) concentrates on operative aotiunterfeiting pactices

within brandowner companies. The resulting set folur reports constitutesan
extensiveand up-to-date body of knowledgeand an anticounterfeitingtoolbox for
companies across different industries

There are two major motivations behind this dalable. On the first handutiges to
security and brand protectiam enduser companies aedwayslimited andthe scarce
resourcesnust be well allocatetbr the best possible impa®esidesof maximizing
returns on the investments in security measwareful allocation of resources signals
thatthe company isworking in a responsible wap mitigate therisks of counterfeit
products. On the other hand, ractical knowledgeof operationalization ofant
counterfeiting measureas incompleteandnot wdl establishedwvithin many eneuser
companies, especially in smadind medium size enterprises. One reasothisiack

of knowledge isthe persistingculture of secrecy where theroblems of product
counterfeiting andhe countermeasures are not opetiilycissed and shared.

The originally plannedscope of this deliverablecludes an analysis of the weakest
points within licit supply chains and the properties of products most susceptible to
tampering and counterfeitin@his provides brandwner companie with support for
important operational decisions regarding which physical locations and which
physical productsequire mosattentionf r om t he companyés brand p
The weakest points within licit supply chains aamalyzedin Section2 based om
review of public casesand related literaturand interviews withindustry experts.
Section3 presents aualitative framework forevaluating whichproducts are most
susceptible to countesiting andhow bigthe expectedbssesrom counterfeiting are

In both these sections, examples are provided fnealth care industry and luxury
goods industry.

To provide areven strongeknowledge oranttcounterfeitingpracticesthe scope of

this deliverable has been extendadgith a benchmarking study of established anti
counterfeiting best practices, as well as a discussion of implementation of different
anticounterfeiting measures. The established best practices and the benchmarking
study that wagonducted to discover them are presented in Sedti8y comparing

their own practices to the established best practices, Jomandr companies can
adjust and improve their owantrcounterfeiting activities.Practical guidesfor
implementation of companyide monitoring, reaction, and mitigation processes, as
well as set up of an antounterfeiting task force, are discussed in Sedion
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2 Weakest points in licit supply chains

In this section we gty how counterfeit products can enter the licit supply chélifes.
first provide a reviewandan analysisof public case®f counterfeitingto exemplify
the practices ofllicit actors. After that we instantiate and discushie model of
concurrent licit ad illicit supply chains (SToP D1.lfpr pharmaceutical and life
sciences industry, and farxury goods industryThese supply chain models are based
on literature as well as interviews with industry experts.

2.1 Review of public cases
I nfant formula

In 1995, counterfeit infant formula was sold to the licit supply chain in California.
The counterfeiters bought 500,000 pounds of inexpensive bulk powdered infant
formula in December 1994. This formula was sold by a legitimate company for
exporting only since therpduct could not be sold legally in the United States because

it did not contain the correct levels of some nutrients required by federal law.
However, instead of exporting the formula the counterfeiters hired laborers to pack
the powder in cans similar Bize and appearance to those used to package Sinailac
similar but higher quality infant formula with a registered trademark. The
counterfeiters ordered 50,000 labels bearing the registered trade mark of Similac from
a U.S. based printing company andiegl these labels onto epeund cans of the
counterfeit formula. In January 1995, the counterfeiters sold more than 3,500 cases of
the counterfeit formula to wholesale grocers in California. The formula eventually
lined the shelves of retail stores throaghthe state. FDA agents were alerted in
February 1995 after numerous parents who were familiar with the real product
complained about the product; the counterfeit product looked different and the
enclosed measuring scoop was a different color than #a@acked with the genuine
Similac. No serious illnesses were reported, but some babies got upset stomachs and
vomited after consuming the fake product. In February 1995, the agents found and
arrested the counterfeiters while seizing 38,000 pounds of tnaterteit formula.
Officials estimated that the counterfeiters made a net profit of $4 million by selling
the counterfeit fanula.
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Figure 1. lllustration of the flow of the counterfeit goods entering the supply chain,
case: ni@ad ei t i nflsapply chiain modal framdD1.1)

The flow of the goods in this case is illustratedrigure 1 within the general supply
chain model introduced in D1.Furthermore, this example represents a typical case
of fraudsters(c.f. D1.1) that are counterfeit producers who target the price of the
original product with counterfeit products with low visual and functional quality.
[BREO3]

Pharmaceuticals: Viagra, Cialis

In November 2004, the owner of Lifeway Pharmacyl lmadered counterfeit and
misbranded pharmaceuticals from China via the internet and arranged for the drugs to
be shipped to him at his home. The investigation started when Immigration and
Customs Enforcement (ICE) inspectors at the Ddias Worth Airpat examined a

large package that had arrived from China with shipping documents identifying its
contents as health food. Inspectors found that contrary to its label, the package
contained large quantities of the pharmaceutical drugs known as Viagra disd Cia
Suspecting the pharmaceutical drugs were counterfeit, ICE agents notified Pfizer
Pharmaceuticals, the manufacturer of Viagra, to verify the authenticity of the drugs.
Checking the lot numbers, Pfizer confirmed the drugs were counterfeit. Eli Lily, the
manufacturer of Cialis, also confirmed the Cialis tablets were counterfeit.

After contacting the owner of Lifeway Pharmacy by telephone and making
arrangements to deliver the package to him at his pharmacy, Special Agents with the
FDA, posing as deliverypersonnel, made a controlled delivery of the package
containing 1,000 counterfeit Cialis tablets and over 4,500 counterfeit Viagra tablets.
[USAO06]
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Figure 2: Illustration of the flow of the counterfeit goods entering the supply chain,
case: MfACount er fCelisd (supplaahairamodet flom D1.1)

Pharmaceuticals: Neupogen, Lipitor

In 2005, the owner of pharmaceutical distribution company Albers Medical
Distributors admitted that he sold counterfeit and misbranded Neupagem t
California firm in September 2001, despite warnings and notices from the Food and
Drug Administration and his own knowledge of counterfeit Neupogen that earlier had
been purchased and distributed by his firm. Neupogen is an injectable human growth
hormone used to decrease the incidence of infections in persons with lowered immune
systems, such as cancer and AIDS patients.

The owner of indicated pharmaceutical distribution company used the services of a
pharmaceutical broker, OTS Sales, to identify w#adrom which he purchased and
sold pharmaceuticals. In 2001, the FDA notified Albers of counterfeit Neupogen
purchased and distributed by his firm through OTS Sales and further also sold and
distributed the counterfeit and misbranded Neupogen to Actssdicsl, Inc., in
California, a sale brokered by OTS Sales. Earlier he was advised by the Missouri
Board of Pharmacy had advised not to purchase pharmaceuticals frapfrstate
distributors unless the distributor was licensed in Missouri. Despite thoseggs he

had not taken any investigatory or prohibitory steps to confirm OTS Sales was only
purchasing from Missour. | icensed brokers.
the counterfeit and misbranded Neupogen, was not licensed in Missouri.

At the uging of the FDA, the owner of pharmaceutical distribution company initiated
a recall of more than 18 million Lipitor tablets, perhaps the largest recall in the history
of criminal investigations of counterfeit medications. [BSUOQ6]
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Figure 3: lllustration of the flow of the counterfeit goods entering the supply chain,
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Cisco computer hardware

A federal grand jury recently returned an indictment chargiwg men with
trafficking in counterfeit Cisco products.

Cisco is a company that manufactures and sells computer hardware with an emphasis
on hardware that allows computers to network with other computers. According to the
indictment, between August 2002 and July 2004,tté@ men, while working for a
California company, began purchasing counterfeit Cisco products from an individual
in China. After receiving the shipments from China, both above indicated persons
then sold the counterfeit Cisco products to retailers of networkupt®dh the United
States. According to the indictment, they shipped some of the counterfeit Cisco
products directly to the Marine Corps, Air Force, Federal Aviation Administration,
FBI, defense contractors, universities and financial institutions. The#e® had
purchased the product from a computer retailer serving as a middleman which in turn
purchased the products from the above indicated persons. [USAQS]

Colgate toothpaste

Recently, two men pleaded guilty before U.S. District Court to trafficking i
counterfeit goods in violation of criminal trademark laws. The defendants admitted to
having trafficked in a combined total of 518,028 tubes of counterfeit Colgate
toothpaste with an estimated retail value of $730,419. Laboratory tests conducted by
the Food and Drug Administration (FDA) and Colg&almolive on samples of the
counterfeit toothpaste revealed that the toothpaste lacked fluoride, an ingredient found
in genuine Colgate toothpaste, and that some of the toothpaste contained
microorganisms, suchs bacillus spores and diethylene glycol. Diethylene glycol,
commonly used as a coolant for hydraulic and brake fluids, is illegally used in the
production of counterfeit health care products to provide lubrication and help products
maintain moisture. Aarding to the FDA, the level of diethylene glycol contained in
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the counterfeit toothpaste can pose health and safety risks to all consumers but
primarily to individuals with compromised immune systems, children and infants.

The information revealed thahe packaging on the counterfeit toothpaste was
substantially indistinguishable from the legitimate Colgad¢molive product except

that it contained spelling and grammatical errors as well as erroneously stating that the
toothpaste was made in South Africeven though all the products were imported
from the Peoplebds Republic of China. Mo s t
sold by the defendants to secondary distributors and small to me@iachdiscount

stores throughout several states in tmétédl States. [DOJO08]

Marlboro Cigarettes

In 2002, the counterfeit cigarettes, including counterfeit Marlboro and Newport brand
cigarettes, were produced at factories in China by unknown cigarette manufacturers
and illegally imported into the United Statd$ie cigarettes were shipped in shipping
containers utilizing bills of lading, invoices and packing lists which falsely listed the
contents as either wicker, bamboo or rattan products or plastic toys. Each shipment
contained approximately 8a0)100 casesf counterfeit cigarettes, which equates to
approximately &1 million cigarettes per shipment. The cigarettes have been
delivered to the buyers in United States Canada, lllinois, Minnesota and elsewhere.
Counterfeit marks were identical with and substafili indistinguishable from
genuine marks in use and duly registered. [USCO

Various products

In 2005, Italy faced the largest seizures of goods in Italian history. The finance police
discovered 25 million Chinese made fake products with a value estiatdt(fD 141

million. The investigation led to discovery of six warehouses and 11 shops in Milan's
Chinatown filled with counterfeit goods. Toys, footwear, clothing, leather goods and
electrical products were piled high in the warehouses. The productsoNmzesold in
Chinese stores and in market stalls where many Italians shop. Some of the goods were
also considered to be unsafe. The finance police said that many of the toys had no
instructions and were not safe for children to play with. Italy's labaristny
expressed concern about the number of Chinese firms operating illegally in the
country. [CORO05]
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Figure 4: Illustration of the flow of the counterfeit goods entering the supply chain,
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Counterfeit pharmaceuticalsand free trade zones

Seizure of suspicious drugsthe Heathrow Airport in Londonn May 2006 lead to

the discovery of @omplexsupply chain of fake drugsom China to the U.S(f.c.

Figure 5). The British customsntercepted 846 pounds of pharmaceuticals, mostly
counterfeitversiors of products made by such wkitown companiesThe shipment

had arrived from the United Arab Emirataad it wasen route to the Bahamas
Investigatios revealed thathe counterfeit drugsvere shippedfrom a trading
company situated m the free trade zone of Dubdiocal authoritiesin Dubai
announced that further actions lead to a seizure of a large cache of counterfeit drugs
from the tr avdrehoupe companyos

Free trade zonesct as way stations for goods moving around the globe andatbey
specially designated by a growing number of countries to encourage trade, where
tariffs are waived and there is minimal regulatory oversight. The problemats th
counterfeiters use free trade zones to Bider sanitized a dr ug6s provenanc
make, market or rabel adulterated products. Dubai is particularly attractive to
counterfeiters because of its strategic location on the Persian Gulf between Asia,
Europe and Africa and the huge volume of goods that move through its free trade
areas; nearly a third of all counterfeit drugs confiscated in Europe last year came from
the United Arab Emirates. Indeed, the investigation revealed that the counterfeit
prodwcts were shipped to Dubai from main land Chineough HongKong, but the
factory where the drugs originated from could not be identified.

The ultimate address of the counterfeit druwgss an Internet pharmaciyn Canada,
who sold the drugs to American toers.However instead of shipping the drugs
directly to the patients from the Bahamas, tisnt back to the U.Kwhere U.K.
postage would be affixednd were themnailed to thefinal destination in theJ.S.
The U.K. postage was uséal lend credibiliy to the medicineln the investigations,
the Bahamian authorities followed up and raided a local pharthatyvas involved
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in the illicit businessseizing nearly $4 million in drugs, some of which turned out to
be counterfeit. Furthermore, it was foutight the computers at is pharmacy were
connected to a serverosting a Canadianniernet pharmacyveb site. The site
bel onged to RxNorth, described by one trac
online pharmacyRxNorth was providing about $800 tioin worth of lowcost drugs

a year to two million uninsured and underinsured Americ@osapared to the U.S.,
drugs have traditionally been cheaper in Canada because of its health careBgstem.
pharmaceutical companiegere not pleasednd manycut off R x N o r supples
forcing RxNorth to buy from other wholesaler3he Federal Drug Administration
(FDA) intercepted 5,000 packages from RxNorth and counterfeite detectedand

as a resulthe agency warned Americans not to buy 10 drugs from RxNorlated
Web sites

| U ‘ Tracing a Trade Route
! The authorities say that drugs sold by a Canadian online pharmacy, RxNorth, did not originate in Canada, but
l were made in China and shipped to the United States along a complex intercentinental trade route

BRITAIN

V)
CANADA

5 Sharjah />
THE o ATLANTIC NTED o
BAHAMAS OCEAN ARAB EMIRATES Hong Kong

1 to London pharmacists fille
Airport individual orders

Figure 5. Trade route of the counterfeit drugs (source: New York Times)

2.2 Pharmaceutical and life sciences industry

Thepublic cases reviewed in the previous subsection exempbify counterfeidrugs

move in aglobal economynd why they are so difficult to tracEhe weakest linksn

licit supply chainsare @se specific but for examplefree trade zones and internet
pharmacieposea general threab the distribution of genuine drugSonsumers can

buy drugsdirectly from websites that purport to be representing a U.K., European or
North American business. Such websites will usually suggest that a prescription is
necessary and attempt to reassure the purchaser that all is legitimate. Sometimes they
are legitmate, but there is a considerable risk that they arfSAGt04].

Counterfeit products can be sold to licit supply chain partners as genuine pamlcts
thus enter the licit supply chaitn some casesguthorizedor licit wholesalers and
other intermedite parties might buy from doubtful sources where they can make
surprisingly good bargains. These are borderline cases Wigerevolved licit players

could havesomereason to be suspiciousbout theorigins of the productsin
particular, counterfeit ducts can be potentially introdedt into the distribution
systemparceled as paralkttadedproducts[SATO04]. In some individual casesery

small traders may represent weak points in the supply chain in the wholesaler level
[HSMO06]. Moreover used packgesfrom end points or repackagirge generally not
scrapped but they go alortbe general wasteAs a result, genuine packagean
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potentially be obtained for example from hospitahsteto be refurbishedfor illicit
purposes.

Figure6 draws a general picture of thessible entry points afounterfeit products in

licit pharmaceutical supply chaint the illustration,supplierlevel comprises for
example,manufacturers of ingredientand packaging materialsThe manufacturers
comprisebrandowner and paterttolder companiesvho produce theiown products

by themselves, as well asontract and license manufacturek&¥holesaler level
includessecondary wholesalerdistributors repackagergpharmacy chainandother

middle menwho buy the drugdfrom manufacturers and other wholesalers and sell
them toother each otheror downstream to pharmacies, hospital pharmaaes
internet pharmaciedn particular, manufacturers have established waste management
practices and all matetighat could be used to produce counterfeit products and
packages are destroyed on site in a controlled way. The waste management practices
of repackagers and hospitals, however, are more lax and constitute a potential risk of
recovery of packaging materi@r illicit purposes.

Licit Supply Chain N ( lllicit Supply Chain

Su ppller
ZZZZ777L7777777)

Manufacturer

Supplier

Waste Mgnt.

reverse logistics

Legend:

3 () Actors with lawful intent
patient () Actors with illicit intent

777777773 Intermediate or final market

Patient

Flow of goods

- ——
Waste Mgmt. Waste Mgmt. |— . . .
aste Mgm asteMomt = oo Potential entry point of counterfeits

Figure 6. lllustration of weakest links in pharmaceutical supply chains

Overall, cases of product counterfeiting in the licit supply chains in modern
economiesare considered veryinfrequent and the biggst risk appear to liein
deceptive purchasing from illicit internet pharmacieBDA believes that
counterfeiting isquite rare in the U.S. drug distribution system [FDAUSE}st real
evidence for the presence of counterfeit medicines on the Europeaet rappleared
around yearl998, and since then the number of cases reported has been steadily
increasingHAROG]. In the U.S., scondary wholesalers that sell drugs to one another
constitute a potential weakest link whefake or unapproved and potentially
dangerous drugs from other countries can entelidihesupply chain PFIO7.

Also the European drug distribution systeis1 believed to beather securegainst

counterfeit products, bwtlarming example cases canitlentified For example, Dr

Nils Behmt, a senior European Commission officiadformed that for the period
2000712005 alone he was aware of 27 separat
the legitimate European supply chain [BEHO06]. He also testified to knowledge of 170

cases in the illegitimate/ndegal supply chain in the same periaghich may be
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exemplified by instances of people obtaining fake prescription medicines for
conditions such as depression or erectile dysfunction via Internet [HSMO8]je
Europeanmarket, weaknesses in the trade control system of one member state can
leadto a critical weak point in the entire EU pharmaceutical regulatory sy$tamis

a result from recent efforts to open the European market and ease the flow of goods
inside EuropeThus, although some member states, with strong regulatory and control
systems, may assume that they have no counterfeit medicine problem on their
territory, this assumption may well be falggSMO06]. Organizedcriminal gangs from

the former Soviet Union and Balkans alelieved to be involved in the
pharmaceutical crime busis®in the European markeind manufacturing sites are
either within these regions or outside Europe, sited in countries such as China and
India that have weak pharmaceutical retpriaand enforcement structurg$SMO06].

The complexity of the European meides market, which has beeharacterizedy

both linguistic and administrative diversity, might alsperhaps paradoxicallyhave
served to defend public health interests. Counterfeiters may have found it easier to
produce and distribute fake produaidarger, in some ways more unified, healthcare
markets such as that of tHgS, whee a relatively large number ahedicines
counterfeiting cases have been fouf®lATO4]. Additionally, the fact that US
medicine consumers have relatively often to fundrthlbearmaceutical treatment out

of their own pockets may have made them more likely than their western European
counterparts to risk obtaining supplies via the mdgr or other vulnerable routes
[HSMO06]. However,dangerous pharmaceuticals, obtained fralonoad,can become
available in commercial quantities for sale through the legitimate distribution chain.
They can end up being prescribed by doctors and provided by the National Health
Service (or public health providers elsewhere in Europe) and supplide patient

direct in hospital or obtained over the counter in pharmacies and dispensaries. These
products are supplied innocently at the point of sale by legitimate means, by those
unaware of their true origifSATO4].

Repackaging of pharmaceutical guzts isalsopotential weak link in the licit supply
chain. In the process of repackaging, which might tgkace abroad, the more
expensie andsecuredackaging of the manufacturer is often entirely removed, batch
numbers are reprinted and patient adwoaterial translatefSATO04]. This creates
further problems:First, pistine packaging is available to be used for counterfeit
products, although the redundant packaging is supposed to be degtdyedste
management ifrigure 6). Secondthe potential for errors in translation and errors in
transcription of batch numbers is introducédird, whenmoving around Europdor
instance the products can passrough as many as 30 distributoasid the product
becomewirtually amonymous as a resultshould it later be found to be tirexpired

or counterfeit, the seller can legitimately claim he was unaware of the fact.

To protect the patients frommubstandard andounterfeitproducts pharmaceutical
manufacturers are encouragleyl the FDAto publish lists of authorized distributors

and wholesalers to identify traders who can be assumed to have licit intentions.
Furthermore, wholesalers are encouraged to do due diligence when buying from
another wholesaler, including: detailed ewiof the wholesaling license, criminal
background check of whol esal er so key per
inspection, as well as compliance check with regulationsferg.FDA). Pharmacies

are encouraged to conduct similar practices withr thbolesalers, as well as verify
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where the wholesalers source their products and educate their staff in anti
counterfeiting[FDAO04]

2.3 Luxury goods industry

Licit Supply Chain || Licit Supply Chain  |[ Illicit Supply Chain

(brand owner) (external)
Supplier Supplier

Manufacturer Manufacturer

AL LSS LSS

Distribution

PSS S S LSS S

r - - - LA

== = L7 7)

Legend:

(] Actors with lawful intent

reverse logistics

[ Sales point } [ } Actors with illicit intent
8 o v | ___ @m Intermediate or final market
[
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‘{ Consumer }' =-r-- Consumer

———————— Potential entry point of counterfeits

Figure 7. lllustration of weakest links in supply chains in luxury goods industry

Luxury goods industry is much less affected by outsourcing and contract
manufacturing than most other manufacturing industries. Most of the production is
still in Western Europe (e.g. watches in Switzerland, leather goods in Italy etc.). Since
luxury goods companies compete rathwith high technical content, quality
standards, design aratands differentiationthey do nothave real benefits from
outsourcingproduction.

Therefore the big brardwner companies have normally good control over tipplgu
chains from manufacturing to parts of retailing, i.e. a high level of vertical integration.
As a result, the supply chains have also typically a high level of system integration.

Brand owners sell their goods also to wholesalers who are authorizéouttiss and
boutiques. Instead of selling products of only one bi@mder company (i.e. typically

still multiple brands), authorized boutiques are concentrated on selling certain kinds
of products, such as watches, jewelry, or leather goods, from hauwtignd owners.

In addition, there are neauthorized distributors who trade with the genuine luxury
goods(i.e. grey marketex, but they cannot source directly from the bramdher
companies. Opting for the point of view of the braavaher company, we dete this

as the nexternal supply chaino.

The risk that counterfeit goods enter the branddner 6 s i nt er nal supply
| ow. A lTuxury good brand6s own bouti ques
manufacturing and the players in this distributionrete have only the brarolwner
companyO0s best i nterest on the agenda. Ho

external licit supply chain. As observed in the pharmaceutical and health care industry
(c.f. subsectior.3), alsoin the luxury goods industry there as a grey area of cases
where distributorgould make deals by buying goodsit of the licit channelin these
cases, the sellenay follow three common ways to try to justify the lower selling
pricei and hide the spuns originsi of the counterfeit goods: the seller can try to
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convince the buyer that i) the merchandise comprises genuine grey marketed
products, ii) the merchandise is not cleared in customs and therefore no taxes have
been paid, or that iii) the merchaselis second hand goods.

The point in the licit supply chain where probably most counterfeit products are seen

is after sale services. For example watches need service about -&/geats. When

a deceptively bought | u x u rbgutiqgep anel of the r et ur
processing steps is to verify that the article really is gehulezording to industry

experts, not only deceptively bought luxury goods are returned for service, but there

may also be cases when customers knowingly bring back cedeit goods for

service.

Internet is recognized as an important distribution channel of counterfeit luxury
goods. There are only a very few authorized web sites sellinghéirat genuine
luxury goods. Counterfeit products are sold either as originals-feeptive
counterfeiting) or as replicas (perceptive counterfeiting) in internet auction sites or
dedicated websites. Consumers who want to buy online a seeoduxury product
such as an expensive hapalg or piece of jewelry, have a high risk ofttog a
counterfeit product instead.

The weakest links in luxury goods supply chains are illustratécjure?7.

1 This verification is one of the two use cases that are tested in SToP luxury goods trials
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3 Which products need to be protected

Successfutleployment ofinticounterfeitingstrategiesequires a careful dlocation of
t he c o nipitech yedosrces In this respect, onalegree of freedonthat
companiescan influence ixhoosing which products are to be protected the oe
hand, counterfeit playerseek forthe highestpossibleprofits that their capabilies
and risk profilesallow and thusall different products are noequally likely to be
counterfeited On the other handgome counterfeit products lead to higihegative
effects to the brandwner company than othetsternational brangwner compang
across different industries manage large portfolios of brands and product families.
Therefore oe of the most importardecisionsthat a large brandowner company
needs to makevhenimplementinga successfulechnologybasedanticounterfeiting
strategyis to choose which productse to beprotected

Guidelines and criterifor evaluatingwhich products are likely to get counterfeited
have been discussed especially in the pharmaceutical indlis&ryDAsuggestshe
following criteriafor identifying whch drugs are likely to be counterfeitgeDA04]:

e Impact on the public health if the drug were counterfeited
eDrugbs history of counterfeiting
eDrugbs price

eDrugb6s vol ume

eDrugbs dosage form

eDrugbés clinical use

[ ]

Whether similar products had a history of betognterfeited.

These criteria provide a@ood basis for evaluating different kinds of products
probability for being counterfeited. Howevehe first criteriondoes notcharacterize
the probability of a product being counterfeited but ttiek related to aunterfeiting,

and somecriteria are specific téhe pharmaceutical and life sciences sector (dosage
form, clinical use) We correctthis inconsistencyand theselimitations to come up
with a method that can be applied across different industries

In this section, wdirst presenta methodfor evaluating thgprobability that aproduct

is targetedor large scale counterfeitin§econd, we presemthich other factorsieed

to be taken into account &valuatethe total lossesto a branebwner companylue to
counterfeiting of a certain product This provides a qualitative assessmentf the
expected lossgser oneproduct,which represents the priority to protect that product
with technical antcounterfeiting measuredVe demonstratethese methodsvith
examplesin the pharmaceutical and life sciences industry and in the luxury goods
industry. Based onthe given description anthe two examples any brandowner
company can applthis framewaorkto prioritize its brands, product families, or single
productsaccordng to theneed for technical antiounterfeiting measures.

In addition to assisting brarmvners and manufacturers nmaking decision whether

to use authentication technology on a produrcits packagingthe resultsof this
analysis can be used to i) esswvholesalers in developing purchasing policies and
allocating recourses for detecting counterfeits, ii) assist retailers in targeting certain
products for verificaton and in consumer or engser education, iii) assist
governments in implementing regtday requirements, and iMp assist stakeholders
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in developing migratory paths to adoption of mass serialization and electronic track
and trace technology [FDAO4].

3.1 Probability of counterfeiting

In order to evaluate how likely a product will be targetedcbyunterfeiters in the
future, we estimatehow lucrative the product is for counterfeiteend lookif the
product has been counterfeited in the histdrige values ofdifferent factorsare
estimated bya brand expert based @vailableinformation (c.f. subsection5.1.1,
Information Sourcesin qualitative scale(e.g. lowi mediumi high) andthe factors
can befurtherweighted bythe priorities of the branadwnerif needed Thetotal value
of the different factorsrepresentsa  p r o prababiliitpo$ being counterfeited in a
large scalei.e. the expected volume of counterfeit versions of that pro&ioctewe
have opted for a qualitative methdlde absolute value of tHmal resultis somewhat
meaningless anbest interpeted in a comparisowith results ofother products for
example tdist different productdy theirprobabilityof being counterfeited.

In the following, we list and describe the factors thhag f i n e apropabildydfu ct 0 s
being counterfeited in largecale in the futureA brandowner companyganevaluate

values of these factorgself to evaluatethe probability that a product will be
counterfeited in the future.

e Sales volume othe genuine producthas a big effect on making a product
interesting fo counterfeiters andfurthermore, itcan be easjl quantified by the
brandowner First, the products thahave high sales volumes arell known by
counterfeitersand theregenerallyexists more manufacturing capacity and know
how to produce these prodisahan for less well known product$herefore it is
more likely that counterfeitershoose to forge these prodycéven regardless of
other factorsSecondawidely sold products well known bythe endusers andhe
supply chainplayersand thereforecounterfeitersfind more opportunities to sell
them both deceptivéy and nondeceptivéy. In other wordslarge sales volumes of
the genuine produdlignify potentiallylarge sales volumes of counterfeit products
Despite these two strong effects of tlades volume productsthat arenot well
known andhathavesmall volumes araot safe from counterfeiting.

¢ Profitability for counterfeiterds a prerequisitéor product counterfeitin@nd it is
driven by differences between manufacturing €astl markeprices. Counterfeiter
playersconducttheir own profit vs. riskanalysis OECD 1998 and thereforea
product that is more profitable for a counterfeitemisre likely to be targetedy
them Overall,counterfeiterdase theiprofitability on avoidingfixed and variable
costs thatre important to liciplayers The most importanfixed costs that illicit
manufacturersdo not have areesearch and development expenditures, design
expenditures, marketing and other communication expenditures, and fixedbtost
guality assurancelThe most important variable costhereillicit manufacturers
cansave vis -vis the variable costs of the genuine proguaethe cost of material
and labo, taxes, andariable osts of quality assuranck practice counterfeie r 6 s
profit margins can beassessed r om t he di f f er grass mofito f a
margin (that does not include indirect expenditures like marketing and r&d) and
operating profit marginthat includegnarketing, r&d, taxes etci) the higher trs
difference, the higher the potential profit for counterfeitér particular, ly
assuminghatjcount erfeitersd do not have any
that the brandowner has andthatii) c o u nt e rfiXe@ pradectios éosts and

Public 15

of



Project Title (Acronym) SToP Tamperirgf Products (SToP) Project Numbe| IST034144

Deliverable D1.4

Title Analysis of the O6weakest p| Date 20090312
properties of products most susceptible to tampering and cou

distribution cost are offset bytheir lower cost of goodand unpaid taxedicit

ma n u f a agtoss iprefit mMasgin(net revenue cost of goods sold) / number of
goods soljicanbe used as a rougstimatorof the counterfeiter8net profit margin

(net profit after ingrest, taxes, depreciation, and amortization / number of goods

sold).

e Ease of duplications another prerequisite for producbunterfeiing. Counterfeit
products must have an adequatial quality for both deceptive and ndaceptive

counterfeiting This factor represents the entry barrier for enterthg illicit
businessa nd it i's characterized by

estimated investment in production facilitiek particular, our analysis of
counterfeit producers in D1ghowedthatevencomplex productean be targeted
by counterfeiterskfy a groupdenotedimitators), which means thalow ease of

duplicationis noguarantee that a produstsafefrom counterf

e Demand for fakesnakes seling counterfeit productseaser since counterfeit

eiting

t he

products do not need to fool theyer, andthe fake goodsan be sold througthe
illicit supply chain Demandfor counterfeit versions of a productn existin
markets where the genuine goods are not availdbi to delivery problas,

regulations, higher pricand whenthe consumers aretherwisewilling consume

counterfeit versiomf the product.

e Counterfeitingand grey marketistory is a good indicator if a product will be
counterfeited in the futuréAll known counterfeiting s proof thasupply for
counterfeitversions of a genuine product exisddso cases from similar products

can be taken into account, as suggested by the FDA (abovagidition, brand
owners believe thaa history ofgrey markeng of a product(c.f. SToP D51)

increaseghatp r o d probability of beingargeted by counterfeiter§he reason

for the increased risk is thdhere alreadyexists a market wherwer-priced
versions of thegroductare tradedand the players in this market are deticaed

to verify the origins of the traded goods.

Sales volume of
genuine product

high

. medium
Counterfeiting and Profitability for

grey market histor counterfeiter

Demand Ease of
for fakes duplication

Figure 8. lllustrationoffact or s t hat d e fprobabilitaof peing courderféited

in a large scale in the future

To estimate how likely a product will be counterfeitedaitarge scale in the future

one must evaluate all the five factors described abbvs. is illustrated irFigure 8.
Two factorsthat are left out from this analysis are age of the genuine product and

brand value of the genuin@oduct.First, it can be argued thaew products are less
likely to be counterfeited since counterfeiters need time to responexpatience
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shows that counterfeiters can react in very short tirBesond,high brand value
arguablymakes a product luative for counterfeiting but this is alreadgken into
account i n count er patly ineales olupe ab the geaume | i t vy,
product.

3.2 Losses due to counterfeiting

The overall losseshat counterfeiting of one produg@r oneproductgroup)causes to
a brandowner companycan be evaluatedased on the expected number of
counterfeitcasesandon the expectedosses caused lmnecounterfeitingcase In this
way we decoupleéhe probabilityof anevent and the consequences ofezentthat
occurs which is a common practice in risk managemehhe expected number of
counterfeit casess estimated with theprobability of large scale counterfeiting
described aboveMoreover, we argue thathé epected losses of onease of
counterfeitingaredrivenby the futue sales of the genuine prodactdby theindirect
and direct negative effects on future revenues

Thesefactorsarelisted anddescribed belowA brandowner companganassesshe
values of these factorfor different productsin qualitative scales The higher a
product scores in these factors, the higher the expected losses due to counteffeiting
that particular productind the higher the need to protect it

e Probability of large scale counterfeitingepresents the expected volumetoé
counterfeit productdHow to evaluate the value of this facierdescribed in details
in subsectior8.1

¢ Future sales of the genuine produepresenthe future revenue thathe technical
anticounterfeiting measure is usexidecureThe more a comparngan earn with a
product, thebigger the expected lossesedone case otounterfeitingare For
example, possible product recalls disruptions of sales, andegative marketing
effects due tocounterfeitinginflict more damage d products withhigh sales
volumes than to products with low sales volunfasthermore, lis factorshould
capturethe present value @l the revenues thalhe genuine product will generate
In casewhensomewhat reliablestimates othe future revenwgeare not available,
the value of this factor can be estimafienin the mostrecentsales figures

¢ Risk to eneusers / consumesands for the potential risks involved in ocese of
counterfeitingand it characterize the indirect losses of sale.f. EU-BRIDGE
D5.1). The underlying rationale is thathe safety, securityhealth and quality
related risksof counterfeit productsvill lead tonegative effects such digbility
issues increased claimsdecreased perceived qualitgnd negative marketing
effects,whenthe riskmaterializedIn particular, hese risks arehe highesin the
case of deceptive counterfeitinge. whenthe counterfeit article is boughdr
consumedhinking it isgenuine

e Substitution factorcharacterizes the direct losses saflesthat resultfrom sold
counterfeit articles More precisely, substitution factaran be definedas the
number of genuinarticlesthat are not solger each counterfeit artictbat is sold
andit is often a number between zero and drfa. examplesubstitution factor of
0.5 means thatwo sold counterfeit produstresult into ondessgenuine product
sold A detailed nethodandatool to calculatethe substitution factoare presented
in SToP deliverable D2.3.
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The factordlisted above give a good glitative estimation of how much the brand
owner is likely to loose due to counterfeiting of this particular produbts is
illustrated inFigure 9. By evaluating the expected losses of different products or
product families a prioritized list of the need fosecuring the different products or
product families can beonstructedIt should be noted thah¢ sales volume of the
genuine product is taken into account two times in fthal result once in the
probability of large gale counterfeiting, and once in tlessesdue to counterfeiting.
This reflectgheimportanceto secure th@roducts with high sales volumesdicating
thatincreasing sales volumes hageeater than lineaeffect on the expected losses
due to counterféng.

Probability of
large scale
counterfeiting

1 high
+ medium

Direct loss of
future sales due
to counterfeiting

i ‘ ‘ Sales volume of
‘ ‘ genuine product

A,
Loss of brand value,

liability issues, risks
due to counterfeiting

Figure 9. lllustration of factors that define the expected losses due to counterfeiting

The effects ofdifferent anticounterfeitingstrategieson the expected lossekie to
counterfeiting can b#ustrated orthe derivedoss frameworkHow to implement the
different anticounterfeiting strategies is discussed in greater details in Segtion
First, the probabilityof large scale counterfeiting tecreased by the indirect deterrent
effect of anticounterfeitingmeasuresas well asby the diret effect of increased
seizures. These two effects lead to lesser amounts of counterfeit products in the
market.Second, scuring the licit distribution channels from counterfeit products and
eduating corsumers and endsersleads to smaller number of cases of deceptive
counterfeiting, which decreases the distribution factor. Thind smaller risk of
deceptive counterfeitingeads toa smaller risk to the endsersand consumerdn
addition, he abilityto show that the limited resources available for-aatinterfeiting
activitiesare wellutilized potentiallydecreasgethe braneb wn e r ¢ diabgitgih y 6 s
incidents occurThis was confirmed in our benchmarking study (c.f. subsedtir)

that revealed that best practice camps more often use their websites to provide
information on how to identify catierfeit articles or spot risky sales channdélsese
effects are illustrated iRigure 10.
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Figure 10. lllustration of the effect of anti-counterfeiting measures on expected losses

3.2.1 Example of health care industry

Choosing which productwill be protected with serialization and security feasuise
an important topic fothe health care industrfroday most pharmaceutical products
are not serializeéhnd the industry iadoptingserialization based on Data Matrix
codes and RFID. However, rolling osgrializationi which enables track and trace
and pedigree based counternseaesi and possible additional security measyiges
extremely complex, costly, and time consumawvgn for ongoackagindine andlarge
pharmaceutical manufacturesperatehundreds opackagingines. Because of these
reasonspharmaceutical companiegedto assessery carefully which products are
the most important onge be secured

Figure 11. Serialization of sales packs (left) and shipping cases (right)

The biggestproblemsbehind slow roll out of serializatiorarein the supplier side.
Today there are not enough technology and system suppliers to provide the
pharmaceutical manufacturers with tieeded systenso thesupplier sideconstitutes

a bottle neck There are no standardized or -ofithe-shelf solutionsand so the
pharmaceuticatompanies must opt for a custom solutaord acquire newin-house
knowledge The most importanthanges take pladge packaging line®f sales packs,
boxes and cases (c.Figurel1l) andtheyinvolve the dewelopment ofseveral newT
systems(e.g. pedigree, aggregatioahd engineeringystems(e.g. automation)as

well as changes in existing systens addition to technological changeghe
packaging line operators need tdapt to thenew systems andprocesses.
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Furthermorethe systems need to comply with regulations (e.g. F@#ineed to be
tested and documented accordingly, which further increaseetetopment effort.

For a smoother andiaster migration to serialized productshe pharmaceutical
industry has a neefbr a standardsolution Standards are needed ftre sake of
external manufacturers who manufacture for multiple pharmaceutical companies. If
different manufacturers requifeem anexternal manufacturetifferent systems to be
compliant wth the brando wner s & pr o p,rthe exteanal ynansfacsirere ms
will face a very difficult question ofvhich systento invest In addition,a standard
solution can be provided by multipleechnology companiegcompared toa
proprietarysolution sold by only one technology companyyhich can solve bottle
necks inthetechnology supply side

The Federal Drug Administration (FDA) recommends that -@mtinterfeiting
technol ogy S depl oyed Astarting with
counterfeitel and where the introduction of counterfeit products poses a serious health

ri sko [ FDAO4] . -Owners canaeyaludiiffeventpr andd ct so6 r i

being courgrfeited isby looking at historicacases of the same or similar products
Such listsare published byifferent pharmaceutical industry group®r example, the
National Association of Boards of Pharmacy (NABP) in the U.S. has issued a list of
drug products most susceptible for counterfeitmthe U.S, adapted from the Florida
Statewide Pharmaceutical Services and Drug Wholesaler Advisory Council
[NABPO4]. The products in this list af@etermined to be susceptible to adulteration,

t h

s ks

counterfeiting, or diversion and posing the potential foa gr eat er publ i ¢ h

An extract of thidist is presented iffablel.
Table 1. Drug products that are susceptible to counterfeiting in the US [NABPO04]

Drug product Treatment area
CombivirE (lamivudine/zidovudine) HIV

CrixivanE (indinavir) HIV

DiflucanE (fluconazole) fungal infections
EpivirE (lamivudine) HIV

Epogett (epoetin alfa) anemia
Gamimun& (globulin, immune) immune system
Gammagart (globulin, immune) iImmune system
Immune globulin immune system
LamisilE (terbinafine) fungal infedions
LipitorE (atorvastatin) cholesterol
LuprorE (leuprolide) hormones
Neupoget (filgrastim) hematological disorder
Nutropin AQE (somatropin, Ecoli derived) hormone
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Panglobulife (globulin, immune) immune system
Procri (epoetin alfa) anemia
RetovirE (zidovudine) HIV

RisperdaE (risperidone) antipsychotic
Rocephire (ceftriaxone) immune system

SerostinkE (somatropin, mannalian derived) hormone

Sustivde (efavirenz) HIV
Trizivir E (abacavir/lamivudine/zidovudine) HIV
VenoglobulirE (globulin, immune) immune system
ViagraE (sildenafil) erectile dysfunction
VidexE (didanosine) HIV
Viracep€ (nelfinavir) HIV
ViramuneE (nevirapine) HIV
ZeritE (stavudine) HIV
ZiagerE (abacavir) HIV
ZocolE (simvastatin) cholesterol
ZofrarE (ondansetron nausea
Zoladex (goserelin) hormone
Zyprexd& (olanzapine) antipsychotic
oer (T3
antpsycnotc (]2
R e
anemia [ 2

fungal infections ; 2

hormone

immune system

|
|

HIV | 111
0

Figure 12. Number of products in NABP list of 32 susceptible drug products [NABP04]

A more recenteport on prescription drug counterfeitipgblished by the Sakholm
Network [HMSO06] lists which types of medical products are counterfeited in the
developed world and in the developing worlchle 2). Most of the drug categories
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of the abovementioned NABP list are present also in thigNi®. antivirals can be
used to treat HIVerythropoietins areertain kinds ohormones)

Table 2. Types of medical products counterfeited [HMSO06]

Developed world Developing world

Branded drugs for erectile dysfunction (Viag Generic antibiotics, anti
Cialis) and weight loss (Reductil), choleste malarials (e.g. Artusenate
lowering agents (Lipitor), erythropoietins (Ef vaccines ad HIV drugs
Epogen, Neupogen, Procrit), antiageing (HG

antibiotics (Augmentin) and antivirals (Tamiflu)

Overall, helists presented abowaiggesthat many different kinds of drug products
are counterfeitedand that HIV drugs are among the mossusceptibleproduct
categoriesin particular,so called lifestyledrugsare among the most courfedted
drugs (nedications which treat conditions like baldness, impotence, wrinkles, or
obesity but counterfeiting is by no means limitedttesedrugs.One reasorehind

the supply of counterfeited lifestyle drugs is thattins category the consumease
willing to take more risks with the origins of tlkeugs(e.g. ordeing from suspicious
web sites)which createslemand for counterfeit products.

Pharmaceutical products are in general easyisoally duplicate. The finished
product quality of the mig product(tablet, ampoule, vial efcis mainly determined

by specifications of active substance, raw materials, packaging materials and the
manufacturing equipment and procele product quality is intrinsic andormally

not visible to patients. Thequired level of intrinsic quality is achieved through Good
Manufacturing Practices (GMP) during manufacturing and packaging as well as
through adequate storage and transportation conditions. GMP are a part of the quality
assurance and they include requients related to designing, manufacturing,
packaging, labeling, storing of pharmaceutical products that are intended for human
use?

The problemfor the pharmaceutical industry is that it is rather easydtplicate
products with adequateisible quality but substandard intrinsic qualityisible
guality is used here to refer to the quality of packaging and the visible properties of
the drug product itself, such as color and foAs.a result, the high level of intrinsic
qguality is normally ignored when phmaceutical products get duplicated or
counterfeited. Technology to copy pharmaceutical product packages is easily
availablei the cartonpackage of original drug products can be easily copied by
scanning and printing it using standard technology. Compatded printing
technologies are broadly available and there is a legitimate market for inexpensive
second hand production equipment. In addition, production of tablets, ampoules etc.
that visually resemble original drug products do not require sophestica
manufacturing technology. According to industry experts, manufacturing of look
alike pharmaceuticals that have adequate visual quality but no intrinsic quality can be
initiated in home garage conditions using commonly available equipment and
ingrediens.

2 http://www.fda.gov
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The FDA suggests that high cost drugse. those that cost over 200$ per dosage
form i are paid extra attention [FDAO4]. In general, counterfeiting patented drugs is
more profitable than that of generics.

After assessing whicHrug products are likelyo be counterfeited, the losses due to
counterfeiting need to be evaluatéditient safety is the most important factora
pharmaceutical companyehind the losses due to counterfeited products [FDAO4,
HMSO06]. Drug products that are liaving have a mority over nonlife-saving

drugs, and drugs where there are no substitutes available have priority over drugs
where substitutes exist. For example, a recall of a drug that has no substitutes can lead
to a by risk for the patients.

The fourth factor that defines how big the losses due to counterfeitingf a
pharmaceuticgbroduct areist h e p r o d u c Théreasohing$ that acpyoduicte .

that is in the beginning of its life cyclmansuffer more due to counterfeiting than a

similar product that isn the end of its life cyclesincethe youngeproduct habigger

volume ofpotentialfuture saleshat can bgeopardizedFor example, if a blockbuster
drugbés patent will expire in soon, t her e
generic product entering the marked, aitdnight be better to secure another product

that has smaller yearly sales but whose patent does not expire in several years.

The resulting produetelated loss factors due to counterfeiting of drug products are
illustrated inFigure 13. In general, the profitability of drug counterfeiting is high.
Counterfeiting drugs yield high profits even with low volumes because counterfeiters
have low production costs whilst no cost for research, development, mgrket

GMP compliance is incurred.

Probability of
large scale
counterfeiting

A
+ high

+ medium

Product life cycle <+— ‘ i ‘ ‘ Sales volume of
& & noncritical, genuine product
& a—Q many alternatives

&

&
¢ &
N

+ life saving,
v no alternative

Therapeutic area,
treatment area

Figure 13. lllustration of product-related loss factors in the pharmaceutical industry

3.2.2 Example of luxury goods industry

The need for security features in pharmaceutical industry is diffehamt in the

luxury goodsindustry. First, products are so complex that they can often be
authenticated in a very reliable way from their normal features and quality by experts
or educated customers. Especially in higher and more expensive product categories
the customers are well educated about the properties of the products and can better
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recognize the counterfeits from poorer quality. Second, serialization of products is
already in use, which can be used as an additional verification. Therefore the bigges
benefits of security features are macessarilyo enable producterification, but to
enable fast and easy produetificationby new stakeholders.

The question which products in the luxury goods industry are targeted by
counterfeiters is neverthekeselevant. The sales prices of luxury goods are high,
which opens an opportunity to high profits for illicit actors because they do not have
costs of desigmuality, manufacturing origin, sales experiences amstomer service.

In the case of deceptiveounterfeiting, counterfeiters can fool the customers by
providing considerable discounts with respect to the sales prices of the original
products and still obtain high profit margins. To justify the low prices to the
customers, the counterfeit products abmetimes sold as second hand products, grey
marketed products, or products for which no taxes have been paid.

In addition, manufacturing and packaging technologies are not considered as
significant obstacles for product counterfeiting of luxury goodgeneral. The buyer

of luxury goods expects that the materials and manufacturing and distribution
processes conform to high quality standards to guarantee high level of intrinsic
quality. Counterfeit luxury goods, however, can be produced without confprmin
these high quality standards using standard manufacturing techn@oggterfeit
luxury goodscould beproduced while keeping only the perceived quality in mind.
However, when the articles get very complex and have more distinct visual features
that are hardand expensive to copy, they are in general well protected from
counterfeiting.

Interviews with practitioners in the luxury goods industry reveals that counterfeiters
may concentrate on forging the besdlling products. Therefor&e would envisage

that products with high sales volumes should be especially considered for protection.
However, also two other strategies can be identified, whichaoamnitate existing
designs e.g. by using different materials and colorst@ndpybrand marks on goad

that do not have any corresponding designs by the fmanér.

Demand for counterfeit products does not exist primarily within the customer segment
of the genuine goods but in another segmentrttetnot necessarily buy the genuine
articles. This restd into a smaller substitution factor and less significant direct losses
of sales.

The most damaging indirect effects of counterfeit products involve the btaed
perceived lower quality of counterfeit products can hurt the perceived quality of the
brard in the case of deceptive counterfeiting. One result of deceptive counterfeiting
of luxury goods is that after sales services, such as warranty repair, receive counterfeit
products from consumers who have bought a counterfeit good. Overall, the negative
direct and indirect effects of counterfeit luxury goods are mostly caused by the cases
of deceptive counterfeiting.

The resultingproductrelated loss factors in the luxury goods industry are illustrated
in Figurel4.
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Probability of
large scale
counterfeiting

A
1 high
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=+ low
Risk of deceptive Sales volume of
counterfeiting genuine product

Figure 14. lllustration of product-related loss factors in the luxury goods industry
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4 Established best practices

Despite the collaboratiobetweenprivate and public stakeholdergovernments and
companies have not been able tupsihe gowth in counterfeiting.Counterfeiting is a
rapidly changing phenomenon wherasttactical knowledgelosesfast its value for
instance,the novel andelaborate production and shipment tactics of illicit actors
challenge even the most exgnced anticounterfeiting experts.

The commitment to tackle the problem is without doebktablished by raising
awareness of the extent andgative effect®f product counterfeitingThe research
community is able to explain the mechanisms of illicit trade in modenaore details

and contribue to development of countermeasureSompanies are investing
considerable effort to try and implement adequate bramd producprotection
strategies. Howeverc o mp a marlkes idsights as well as their kndww on
organizaibnal and technical approaches are mostly limited to their experience from
within their own company and, at best, to some informal exchange among colleagues,
for example at brangrotection conferencesMore formal and better structured
strategy developmerwould greatly benefit from knowledge transfer within industries
and among diferent industry sectors.

In this section, w contribute to bridging this gap heviewing related research on
countermeasures and byetaiing selected findings from a crossdustry
benchmarking studyn this studywe identified successful strategiestablished best
practicesof leadingbrand owners and manufactureEollowing our findings, we
outline the characteristics of successful measares their significance to amioie
intelligence and AutdD based countermeasures

4.1 Research on managerial countermeasures

Managerial countermeasurexgainst product counterfeitinbave received some

attention among researcherseflecting i ndustr yos demand for e
counterfeilng strategies. Haey and Ronkainen (1985) identify some rudimentary

strategies that companies use to combat counterfeit trade:offanarosecuting,

withdrawal, and warningl'he authors conclude that increasing company security is a

viable countermeaser agai nst al | of counterfeitersodé s
reported cases where counterfeit products have lead to health and security hazards for
example due to counterfeit pacemakers and medicBlegliz and Saporito (1996)

provide a more deled framework of hypothetical anttcounterfeiting strategies,

i ncluding measur est escunc hl aabse pit ingpef ,f efnidar gb,
Afeducate stakehol ders at the sourceo, but
strategies.

Chaudhry et al(2005) address the questions of how managers can concaeptine

intellectual property environment, how such environments affect markst

decisions, what antiounterfeiting strategies are frequently used and hidiwient

each tactic is in the hosbuntry market. Bach (2004) examines the irdioa of law

and technologyi t h e Asi multaneous and egahandr woven
el ectronic measur es 1 b rapes the guestion dfiwigethér a | Con
technologies are merely a defensatsigy against piracy, as the industry asserts, or

rather an attempt to fundamentally redefine the prodocmesumeraationship.
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Hung (2003) finds that not many companies are able to oppose counterfeit trade on a
managerial and legal basis. He suppdhs with the example of the Chinese
environment where the response strategies, which are recommended in business
literature, only show limited effectThe author analyses the contributing factors
behind this phenomenon and evaluates the profit margicsuniterfeit producersie
concludes that foreign companies may have to wait until China becomes a victim, on
balance, instead of a benetfar of product counterfeiting before they can rely on
better protection of theiniellectual property.

Non-deceptive  First strategies to Strategic corporate plan for anti-  Importance of retailers and
counterfeiting prevent counterfeiting counterfeiting including product  dealers in anti-counterfeiting
(Hansen&8)  (Kaikati/LaGrace@0) authentication (Harvey@8) (Olsen/Granzin®2)
Proposal for copy Company security in  Counterfeit items are hard
protection of genuine anti-counterfeiting to find due to high visual
products (Salmans&9) (Harvey/Ronkainen®5)  quality (Bush et al. &9)
1978 1979 1980 1985 1988 1989 1992
| | | | | | |
\ \ \ \ \ \ \
Problem described, Elaboration of countermeasures to
first countermeasures company-wide strategies

Use of negative cues to Countermeasures and case
reduce demand for fakes study of anti-counterfeiting
(Chakraborty et al. ®7) in Asia (Green/Smith®2)
Strategies to deter counterfeit Evaluation of anti- Evaluation of effectiveness of different
trade including fhigh-tech counterfeiting strategies  anti-counterfeiting strategies (Chaudhry
labelingd (Shultz/Saporito®6) (Jakobs et al. ®1) et al. ®5; Chaudhry et al. ®8)
1992 1996 1997 2001 2002 2005 2008

| — — | —

company-wide strategies

Elaboration of countermeasures to . . . .
Evaluation and implementation of strategies

Figure 15. Timeline of academic literature on anti-counterfeiting strategies

Olsen and Granzin (1992) investigate licit supply chain members other than brand
owners regaling their actions towards illicit trade. Their study is based on data
gathered from store managers to examine responsibility, willingness to help, and
possible conflicts with respect to counterfeit products. The findings anepoftance

when assessing the acceptance of-eminterfeiting stragies. In particular, the
authors argue that the dealers and retailers, not the manufacturers, are in a critical
position to engage in countermeasures against product counterfeiting.

The review of related work shows whdte existing literature aims to provide
guidance for practitioner who have to e&fine anticounterfeiting strategies.
Recommendations, however, are mainly based on observations of established practice
and are only rarely directly derived from the characteristics of the counterfeit market.
Also evaluation of the differénstrategies is only initially addresseMloreover,
performance measures for aotiunterfeiting activities could help to identify, select

and improve successful practiceBhe academic literature contributioms antt
counterfeiting activitiegre illustated inFigurel5 and