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T&T and Supply chain monitoring Ive tool of product authentication ?

B Business needs & product specifics
* Product Verification Infrastructure (PVI)
e Secure & Verify: Why & What ?

B Tool of product authentication
 Identifier (ID) management
» Authentication process ID-based
e Authentication process Tracking-based
« Data collection from supply chain

B SToP real-world trials
» Recap of authentication features combination
 lllustration of PVI features
* Trials & prototyping within the supply chain

B Conclusion

2 SToP Project
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4 . . )
Business needs, Tracking instance and actors,
Distribution & Maintenance networks,
Human safety Distribution efficiency Authorization managementé Maintenance managementé
\§ - J
4 )
\_ o
4 )
IT System & network
L “Product Verification Infrastructure” )
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Stakes & business needs Dimensions of illicit trade

Fakes with adequate
visual quality

high
Human safety . .
Factory overrun Unconscious purchasing
medium
Distribution efficiency
low
Authorization management Theft from the ‘ Fakes with low
: supply chain ‘ visual quality
Maintenance management

Forgery of

security labels Conscious purchasing

Illegal product diversion

B \What ?

Product itself, Checking instance, Process,
Certificate Owner Service
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. Tnformati
4 SToP Project - e




L[ [s]T]o]P

O Unique item identifier (serial number)
v" One identifier = one physical product

L Random numbering
v" Number difficult to guess

J Combine several identifiers
v E.g.: key components,

L Combine with covert additional identifier
v' E.g.: Restricted access: Product in hand + specific tools/knowledge

O Identify + Verify = Authenticate

A[W[R]
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Counterfeit products J Countermeasures

1) Counterfeit without a tag » Check that products have tags

2) Counterfeit with a tag with invalid ID > Check that tags have valid IDs

3) Counterfeit with a valid ID (clone) » Checks that tag is not cloned

4)
Prevent cloning of tags Detect cloned tags

Source: ETH Zurich - Mikko Lehtonen

BOE
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1 ID status

PVI
Automated features

U ID authorized next steps (in the supply chain)

O ID tracking history (internal events)

O ID tracking history (coming from external partners)

~_

U ID related product specificity (i.e.: aesthetics, construction) HR analysis
Documentation-based

O Other ...
BOE
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Manufacturing >

Global Distribution Local Dlstnb_utlon
& Retail

Clients

> Customer Service >

A

Manufactures H

Distribution
Centres

A

+ Internal Retailers #

N Internal Retail &
Service Centre

ILLICITE TRADE

Internal

[ Identify & Track

[1Verify
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es combination

Secure Mobile Retail &
logistic transfer Mystery Shopper Customer Service
o Bulk All products Multi-level Auth.
Key Specificities
100% RFID External Internal

Product (overt) ID validity

Product (covert) ID validity

ON

Covert ID “reading security”

IDs combination validity

ID status (and location) validity

OO0 0@

Product tracking history feedback

ON N

Product Aesthetics feedback

. Real-world trial O Lab trial & PVI features el
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| | | Product Verification Infrastructure...
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Home

Product Varification Infrastructure
Project website

Service Center

n BTRT-Y Nlosateo

Logout

Tag Number O00D0D0D0ODBESGZEBA
Serial Number 2384580339MX

Yearratrby Sel-Warranty-dnati-8-86-2¢10

Product

picture

Product

| picture

Step Location Date
SALE FRANCE_BOUTIQUE_& 01.06.08 - 12:45
LISTRIBUTION SWITZERLAND_DC_B 258,10.07 - 08:00
PRODUCTIOMN MANUFACTURER_B 26.02.07 - 08:15
Final Result (OK) |
SKU Final Result Status Tag Serial Histor Photo
Number|Number ¥
Y'es | Y'es Y'es
[R[e} | [R[e} [R[e} |

General comment

Send |
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Source: SAP Research
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ly chain

Manufacturing Global Distribution Local 8? IFigtIZ:IJ tion Clients Customer Service

RFID tag integration
“Hard goods”

Manufact

- WP4 - o
Secure logistic transfer Retail &
o “Soft goods” etal )
Distribution - WP5 - Customer Service
Centres “Hard goods”
. - WP5 - .
'y Internal Retailers Internal Retail &
Service Centre
Mobile
Mystery Shopper
v - WP4 -

ILLICITE TRADE
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T&T and Supply chain monitoring ool of product authentication ? .
WWW. project-stop.eu

U Product serialization is a project

O Tracking and Data collection involve process maodification and
security

0 Data management and business rules should be structured (PVI)

O Capability to track outside the internal network would provide full
success

U The team to support

A[W[R]
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