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Types of Counterfeit Detection Approaches

Decision taken by the user:
Evaluation of individual item histories
Visualization

Automated decision:
Plausibility checks with pre-configured rules
Automated learning of decision criteria



User Decision - Single Item History



User Decision - Visualization



User Decision - Visualization



Automated Decision - Rules

Specification of plausibility rules that every item history must match
Each item may only be sold once
But: An item may be returned and sold again
Each item that is received must have been shipped
But: RFID readers need not be available at every supplier
If an item was delivered to supplier A, B or C, there must be a shipping event, otherwise no
shipping event is allowed
But: Only some shipping gates of supplier A might be equipped with RFID readers; at some
gates there might be an additional quality control
…

Rules must be precise to have a high detection accuracy and low false positive rate

Precision means specification and maintenance effort



Learning of Decision Criteria

Infer rules of legitimate item
behaviour in the supply chain
from available tracking data

Detect items with deviating
behaviour

Asses and diagnose deviations
/ propose suitable action
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Supply Chain Model
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Counterfeit Detection
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Simulation Experiments



Simulation Results
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Thank you!


